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Release Notes (What's New)

PARADIGM EHR 14

PARADIGM EHR 14.1.2 Patch 2

Changed the "Reviewed With Patient" button in the Medication list to set the orange "Reviewed
indicator on for all current medications for the patient.

Replaced missing Order Entry items.

Fixed issue with CCDAs from some hospitals not opening in the Inbox.

Fixed font sizing on signed off notes.

Moved Topaz SigPlus signature image export from Java to ActiveX.

No longer using Java Applet.

Fixed issue with audit records not showing up in the audit report.

Fixed issue with exporting PDF files to the outbox removing the file under the tab when the "Exclude

Cover Page in Outbox" option enabled.

PARADIGM EHR 14.1.2 Patch 1

Fixed issue with scanning into Pending area of chart causing two worklist items and sending the
user to an error page.

eScript-only clients: Fixed issues loading the Toolbar.

PARADIGM EHR 14.1.2

New Features / Changes

Updated the logo image.

The Toolbar has a new style.

All Standard Icons have been replaced with new style. Please note that form icons are still the
same.

Added the Patient Glance in the Patient Reports.
Added corresponding Patient Glance System Configuration option. Please see Profile
Configurations under the Patient Glance section in the Patient Reports.

The Super Bill program has been modified to help users in the transition from ICD9 to ICD10 codes.
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These changes include:

- When dynamically generating the fee slip ICD information it will look at the Date of Service. Ifitis
before 10/1/2015 it will use ICD-9 codes. If on or after it will use ICD-10 codes.

- The button for the "Diagnosis Selector" has been added to the top of the Diagnosis section. This
button allows access to the full ICD-9, ICD-10, Internal List, Patient History, Patient Problem and
Top ICD-9 List.

- When you hover over an ICD code and click it will open the GEM (General Equivalency Mapping)
program. If the code is an ICD-9 it will be the ICD-9 to ICD-10 map. If the code is an ICD-10 it will
be the ICD-10 to ICD-9 map.

Updated the Standard CC/HPI form to update the appointment reason if selected on the form.

Updated the Send Secure CCDA report to have a QuickList for the Send to direct email field.

Added the product name and logo to the top of the Automated Measure Calculation report.

Fixed issue with Copy from Another Visit not copying to patient specific from an existing visit.

Added PTools3 with an auto-installer/updater when you log into the EHR.

Changed printing to use PTools3 instead of Java.

Stopped the auto-loading of Java from the Toolbar.

¢ This updated includes all update released for the EHR under version 14.A.1

1.1 14.1.2 Patch 2
PARADIGM EHR 14.1.2 Patch 2

e Changed the "Reviewed With Patient" button in the Medication list to set the orange "Reviewed"
indicator on for all current medications for the patient.

o Replaced missing Order Entry items.

o Fixed issue with CCDAs from some hospitals not opening in the Inbox.

¢ Fixed font sizing on signed off notes.

e Moved Topaz SigPlus signature image export from Java to ActiveX.

¢ No longer using Java Applet.

¢ Fixed issue with audit records not showing up in the audit report.

¢ Fixed issue with exporting PDF files to the outbox removing the file under the tab when the "Exclude

Cover Page in Outbox" option enabled.

1.2 14.1.2 Patch 1l
PARADIGM EHR 14.1.2 Patch 1

o Fixed issue with scanning into Pending area of chart causing two worklist items and sending you to
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1.3

1.4

PARADIGM EHR 14

an error page.

Fixed eScript only client's having issues loading the Toolbar.

14.1.2

PARADIGM EHR 14.1.2

New Features / Changes

Updated the logo image.
The Toolbar has a new style.

All Standard Icons have been replaced with new style. Please note that form icons are still the
same.

Added the Patient Glance in the Patient Reports.
Added corresponding Patient Glance System Configuration option. Please see Profile
Configurations under the Patient Glance section in the Patient Reports.

The Super Bill program has been modified to help users in the transition from ICD9 to ICD10 codes.
These changes include:

- When dynamically generating the fee slip ICD information it will look at the Date of Service. Ifitis
before 10/1/2015 it will use ICD-9 codes. If on or after it will use ICD-10 codes.

- The button for the "Diagnosis Selector" has been added to the top of the Diagnosis section. This
button allows access to the full ICD-9, ICD-10, Internal List, Patient History, Patient Problem and
Top ICD-9 List.

- When you hover over an ICD code and click it will open the GEM (General Equivalency Mapping)
program. If the code is an ICD-9 it will be the ICD-9 to ICD-10 map. If the code is an ICD-10 it will
be the ICD-10 to ICD-9 map.

Updated the Standard CC/HPI form to update the appointment reason if selected on the form.
Updated the Send Secure CCDA report to have a QuickList for the Send to direct email field.
Added the product name and logo to the top of the Automated Measure Calculation report.

Fixed issue with Copy from Another Visit not copying to patient specific from an existing visit.
Added PTools3 with an auto-installer/updater when you log into the EHR.

Changed printing to use PTools3 instead of Java.

Stopped the auto-loading of Java from the Toolbar.

This updated includes all update released for the EHR under version 14.A.1

14.A.1
PARADIGM EHR 14.A.1

Requirements

Some new features in the PARADIGM EHR now require Java 1.7 or above to be installed on all PCs
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that need to use EHR. Please ensure that your PC has Java installed and up to date by visiting http://
www.java.com/en/download/installed.jsp.

New Features / Changes
e Printing:
¢ Added formatting to documents printing from EHR or exporting to the Outbox in the EHR.
o Added configuration for file header, cover page, signatures, stickynotes, and footer options.

Standard History Forms: (Eamily History, Medical History, and Social History)
e Style changed to Standard EHR Design.
e Standard History Forms now save to a database for reporting purposes.
e Removed field requirements on Social History. (Note: Race, Ethnicity, and Language are still
needed to qualify for meaningful use.)
o Family History is now split into relative information and their illnesses.

User Defaults:
o Added "Order Assign" field to default the assign to on orders worklist items.
o Added "Favorite Users" field to select favorite users that show up in the Select User widget.

Worklist Edit:
o Updated style to Standard EHR Design.
e Changed process of assigning and removing users to utilize a Select User widget.
e Moved Send Order to a checkbox.
o Added checkbox for Print Order.

Alerts:
o Added option to have pop-ups for Patient Alerts.
¢ Added Reference Material to Patient Alerts.

Automated Measure Calculation Report:
e Updated to account for 2014 Edition EHR Certification requirements.
o Updated style to Standard EHR Design.

Clinical Quality Measures Report:
o Updated to account for 2014 Edition EHR Certification requirements.
e Updated style to Standard EHR Design.

e PER:
e Added Lab Orders, Lab Results, and Medication searching on the National Library of Medicine.
e Combined PER and PER-NLM into a single form.

Overall style:
e Changed base color to a lighter grey.
e Changed font to Calibri.

Orders:
¢ Added Expand / Collapse to the Header section of the Standard Order Form.
e Added Print button to Standard Order Form.

File Linking:
o Added ability to link files within a patient's chart.
¢ Added Chart Amendment form with Accept / Denied Amendment file linking.
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PARADIGM EHR 14

1.5

Audit:
e Moved audit records to SQL database with secure hashing for tamper detection.
e Added link in audit report to see data affected.

Added Direct Messaging capabilities.

Problem List:
e Changed style to Standard EHR Design.
e Added SnomedCT database integration.

Patient Header:
e Removed Procedures button. (Moved to Reports)
e Changed style of Crucial Note area.
¢ Added Sentence Builder button for Crucial Note.

e Added SnomedCT and LOINC Database Quicklist buttons to Trackable Data Entry.
2.1.3

PARADIGM EHR 2.1.3

New Features

e Adding Standard Orders Module to EHR

e Updated Orders Module il
Added "Create New Order" button for the Standard Order Form.
Moved Custom Order Forms to a drop down list.
Added Grid Control to display all orders within the orders module instead of in the file list of
the Chart.

¢ Added Order Form ﬁ
The Medical Order Form is a generic order form that can be configured within Administration
and is compliant with HL7 Lab Orders Interfaces.

¢ Integrated Plan ﬁ
Order items from the Medical Order Form integrate into the Standard Plan Form.

e Added Admin Configuration ﬁ

Add, remove, or update Order Types, Order Items, or Ask at Order Entry Questions within the
Administration section of the EHR.

e Updated CDC Notifiable Diseases database

o Added option to send Notes to the User Outbox

e Added Grid Control to History

¢ Added Grid Control to Patient Search

e Added Grid Control to Message List in Patient Chart

e Added Grid Control to Users List (Administration)

e Updated Inbox to display without a header in the Control Panel

e Allow user to select refresh rate for all Control Panel windows
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Added Temperature color alert indicator for Low
e Low: 95F/35C - Yellow
e High: 100F / 37.8C - Red

o Added Pulse color alert indicator for Low and High values
e Low: Yellow; High: Red

Newborn (0-3 months) Low: 100 High: 150

Infants (3-6 months) Low: 90 High: 120

Infants (6-12 months) Low: 80 High: 120

Children (1-10 years) Low: 70 High: 130

Adults (Over 10 years) Low: 60 High: 100

e Added bp_2, bp_3, pulse_2, pulse_3, and weight change fields on the Vitals form to the Vitals
History

¢ Added 'Immunization Due List' System Report
e Added Remove Button to Button Configuration page

o Added logic to the S_SOCHIST to accommodate changes in PLUS that allow race, ethnicity, and
language to be entered as patient demographics.

Bug Fixes

¢ Fixed pdd files exported to outbox showing hidden fields

o Allow user to remove allergies with multiple spaces

o Corrected misspellings in system reports

e Corrected AMC_CPOE report

e Corrected AMC_PATTO report

e Corrected Charge Slip showing UNDEFINED ICD CODE if using Symptoms list in CCHPI Form
o Fixed issues sending some file types to an archive from the outbox

¢ Fixed Clinical Quality Measures not looking at internal ICD codes for the data set

These bug fixes from patches to 212 are also wrapped up in this update.

E-Prescribe
Combining the NewCrop updates through NEWCROP21 into this update.
NEWCROP21
Fixed bug with some medications not staying in discontinued in NewCrop.
Fixed bug with percent signs in the medication name causing the medications to stop syncing.
Changed the Current Medication List in EHR to look at the Rx-History for each medication to
pull the issue date, dispense number, and refill count based on the history of the medication.
Fixed bug in Current Medication List in EHR when dealing with double quotes in the medication
name.
Changed the worklist user from NewCrop to GROUP-Admin to prevent the Reply To button in
the message causing the script to be on an invalid worklist.
e NOTE: This update will assign any worklist items that are currently assigned to NewCrop to
GROUP-Admin
NEWCROP20
e Updated xml that we send to NewCrop so that they do not update the sig or pharmacist
message based on what we send.
NEWCROP19
e Updated the syncing process to sync medications up until 1/1/2020 instead of 1/1/2012
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PARADIGM EHR 14

12/28/11 PARADIGM EHR 212 Patch 3
o Removed debugging alert from e-prescribe syncing process.

12/27/11 PARADIGM EHR 212 Patch 2
o Added Merge Medications section to the Rx Module in the EHR.

pdd_header.js
e Fixed printing in IE9 showing up behind the browser window.

MedRenewalList.htm
¢ Hiding the "Mapped in NewCrop" entries in the Rx History.

emr.cgi
o Fixed bug with signature valication.
¢ Fixed bug with opending files from the form=system and a bgm being passed in.

lab_import

¢ Improved patient matching.

o Added ability to place lab results that are not normal to a different worlist priority from normal
results.

o Defaulted priority to Important instead of Urgent.

LabConf.pddf
Added worklist priority fields.

Growth Charts
o Added growth charts to this update because they seem to be missing from the previous update.

E-Prescribe
Combining the NewCrop updates through NEWCROP18 into this update.
NEWCROP18
e Fixed bug with meds being put in discontinued if they were ever in discontinued in NewCrop.
o Fixed bug with time for the Rx History entry being 12 hour instead of 24.
e Fixed bug on setup form when a user is selected for a mid-level prescriber.
e Improved speed during syncing meds when closing out of NewCrop.
NEWCROP17
e Added ability to change the practice name per provider.
o Fixed issue with Discontinued Meds being moved to Current when syncing upon entering the
Medication List in the EHR.
¢ Including cacert.pem for systems that are missing it.
e Changed syncing to verify that there were current meds in NewCrop prior to discontinuing meds
in the EHR. This should help issues where the internet is dropped prior to syncing current meds.

11/01/11 PARADIGM EHR 212 Patch 1

emr.cgi
e Changed note.c to add patient name and code in document title.
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e Added complete Version and build to VERSION string.
o Will not display "Sign note" button if user does not have E-signature, but will display other applicable
buttons. It used to display long message and no other buttons.

Trackable Data Graph.htm

e Improved performance.

¢ Fix formatted with of select boxes to 250px
e Changed print and outbox buttons to icons

Growth Charts (170.302.f.3).htm
e Added WHO growth charts

e Added Down Syndrome charts
e Added Outbox Button

HTMLViewer.htm
e Put patient name and code in document title.

S_MEDHIST.js
e Changed font size to 9pt for Immunization list when exported. This will allow for printing of with .5
inch margins.

Note.htm
Fixed Smoking Status, was getting undefined.

profile.htm
e Review Note Field added.

ProblemList.htm
¢ Was not adding problems to Trackable data for special problems for Public Health Information.

TDOList_report.htm
o Fixed bug with displaying fields with an "&" followed by a single character.
¢ Fixed bug with passing objects with an "&" to TDOEdit.htm

TDOEdit.htm
o Fixed bug with passing objects with an "&" in the data.
o Fixed bug with type of null not being set as "General".

WorklistEdit.htm

¢ Fixed bug with Sent By field to take into account old and new modified format to get user name. Old
format was MM/DD/CCYY HH:MM XM USER new format adds seconds MM/DD/CCYY HH:MM:SS
XM USER.

WorklistReport.htm
o Added new reView type. Used for review of note by billing agent.
¢ Fixed Modified field to display old time format with 00 as seconds.

ToolBar.htm
o Fixed problem with Inbox.

ControlPanel.htm
o Fixed problem with Inbox.

Reports.htm
e Fixed HTML error.
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MedEdit.htm
¢ Displayed First Data Bank Field and added yellow if not set.

Medprint.htm
o Added DOB: and Gender: to printout under patient name and address.

notes_print_signoff.js
e Added reView option.

environment.js
e Update version to 21201
e Added AC_revw variable for Review option on worklist

MedList.htm
o Added passing of previous return values to the load_list function.

MedList_report.htm
e Updated to sync meds with NewCrop when loading the med list.
o Updated list to display med in yellow if there is no First Data Bank code.

¢ Improved management of checkboxes so that when the screen refreshes you do not lose your
checked items.

LabConf.pddf
o Fixed bug that you could not save the lab header field.

e Added support to configure importance of the worklist itmes created based on abnormal flags in the
HL7.

ChartCheckin.htm
¢ Fixed bug that was uploading checkin file to the wrong URL.
e Disabled load button after first click.

escript.htm
o Added audit logging with failures and successes.

¢ Improved syncing of meds.

e Meds discontinued in NewCrop now discontinue in Paradigm.

¢ Displays syncing meds message when closing NewCrop.

¢ Now pulling Pending meds back from NewCrop.

e Improved Inbox support for renewals that could not match a patient.
Labimport.htm

¢ Fixed LabCorp interfaces sending different values in the MSH-3 field.
¢ Fixed bug where values displayed in red.

NestPOD.htm
¢ This file is for the POD_EXAM form to work with Dragon Naturally Speaking.

wait.htm
o Fixed bug with double prompting to download.

escript.sh
e Fixed time to include the seconds for the worklist items.

lab_import
e Fixed time to include the seconds for the worklist items.
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o Fixed issue with LabCorp files not having the requesting phy in all of the OBR segments.
o Added support for worklist items to be counted as Urgent or Important based on configuration.

DRUG_FDB
e This file is used by the rxNorm.cgi program but was not included in the EHR update.

AMC*

¢ Bug fixes in multi-page reports for AMC_CSUMM.

e Updated smoking status to look at trackable data.

e Measures now look at detail level for from and to dates instead of inv_date.
o Limited to a specific list of cpt and pos codes to define "seen by provider".

recall2.htm

o Added ability to pass in all of the field values when calling for the form as field=value e.g.
fsl_numb=6&fsl|_time=Months

o Added option ret_detail that will return all fields as a query string when set to yes.

QuickList.htm
SentenceBuilder.htm

o Auto-expands to the width of the widest QuickList item or 50 pixels smaller
e than the width of the screen (whichever is smaller).

S_PLAN.js
o Added support for Discontinued medications.
¢ Fixed Bug with Evaluation and Managment.

Notes.pddf
¢ Fixed bug with percent signs in the note causing random issues.

16 212
PARADIGM EHR 2.1.2

New Features

Global

¢ Interactive HTML Documents (IHD) - New library for creating HTML documents that are interactive.
Evaluation and Management Coding

System and Symptom Management

System and Findings Management

New Crop E-scribe

The Toolbar

e User button ﬁ
Moved Administration to Other Menu
Moved System Reports to Other Menu
Moved Window Applications to Other Menu
Moved Lock Manager to Other Menu
User Defaults / Profile
e Added Control Panel as option under Default Mode.
e Appointment Schedule T

e Cleaned up appointment schedule layout similar to PM system. The books now have a simple
white background and clean border.
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e Sizing of ALL resources is now based on "em" units instead of "px" units. This means that the
fields displayed are more constant, "Time, Patient, Room".

e ALL - Resources Across: Removed sliders and expansion buttons for each schedule. Only
one expansion button for width that toggles from wide to narrow. All schedules scroll within
the master frame. Previously each book was called in a frame, now each is in a division as
part of one html page. This eliminates multiple server request and improves performance
by over 20%.

e ALL - Resources Tile: removed all expansion buttons, only sliders for each schedule.
Previously each book was called in an frame, now each is in a division as part of one html
page. This eliminates multiple server request and improves performance by over 20%.
e Control Panel Button il
e The control panel allows a user to select up to 6 separate control areas and display them in
frames. Each can be configured to automatically refresh.
e Other Menu i
e New drop down menu replaces multiple buttons
e Urgent Message i
¢ New Alert Feature.

The Chart

e Cover Page ™)
e Added Crucial Notes section with quick list. This allows for note to display on patient header as
long as the patient is displayed.
o Added Quick LLst button for patient note.
Patient Header 1l

e Removed Alert bar. This was redundant of alert button. Alert button now displays number of
outstanding alerts.

o Added Crucial note area. This will display the crucial note defined on the patient cover page.

e Moved patient check-in notification from top of file list to area under chart buttons. It will display
not only patients checked in but also patients in care.

Rx (med) "
e Checkbox for current medications to select for plan and IHD.
¢ Removed Relay Health E-scribe link.
e Added NewCrop E-scribe Link
Problem il
¢ Added Date recorded
o Added Priority
e Added Treating Provider .
PER (Patient Education Resource) "
e Moved buttons to top. Helps when the user has a lot of PER files.
e New option to get Documents from National Library of Medicine (NLM)
Checked In / In Care notifier
o Patient Header now has option to show patients checked in or in care.

File List il
e Moved Patient check-in notification up to Patient Header area. This presented a display
problem when the users tried to hide the file list.
e Scanning - Changed prompt check box to be Source. Added on screen comment after to read
"Check here to be prompted which scanner to use"

o Create New Document button now uses File selector to pick the file. This allows templates to be
stored in subdirectories to allow grouping.

e Encounter Buttons
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e Because of the new method of using IHD to create notes, it is not necessary to sign off on an
encounter before saving a note. Signing off on a note will prompt to sign off on the Encounter
data.

¢ Encounter unique buttons do not need to be put in the button list when using IHD. When the
encounter is signed a button will be created based on the template name.

e Encounter sign off has had the "sign and create note" option removed. It is no longer necessary
to sign of on an encounter to create a note.

Standard Note Generation

¢ All standard notes will hide the file list if the display area is not wide enough. le on a 1024 pixel wide
screen the file list will hide, but on a 1366 pixel wide display (wide screen) it will not.

¢ All Standard Note forms have been modified to improve performance by putting the HTML and
javascript into separate files. This improves performance because the PDD parser does not have to
deal with ttle javascript which is the largest part of these forms.

- CCHPI il

o Utilizes new integrated symptom list program. This allows for sorting and selecting of
symptoms. Lists are now customized by provider, allowing them to select the systems they want
to use, as well as the symptoms and how they are are worded.

e Symptom / Problem and Dx button.

¢ ROS (review of systems) ﬁ

o Utilizes new integrated symptom list program. This allows for sorting and selecting of
symptoms. Lists are now customized by provider, allowing them to select the systems they want
to use, as well as the symptoms and how they are are worded.

e Customized Validation to direct user what needs to be fixed.

e Medical History .-
o Will return to previous button after save. le if you save while on the Surgery button, that is the
area that will display when you enter the form.

¢ General button was created for common data. This data used to display above the buttons.
This makes more room.

e lliness Injury Hosp Button
e Added Grid Control
e Send report to outbox
e Revised lliness List
e Surgery
e Added Grid Control
e Send report to outbox
e Revised Surgery List
¢ Immunizations
e Added Grid Control
o Ability to add immunization plan. These will be put into Alerts.
o Ability to add immunizations from plan to list.
e Send plan list to outbox
e Send immunization list to outbox.
[ )
[ )
[ )

Immunizations Quick list uses standard list and combines with users custom list
Manufacturer uses Quick list users standard list and combines with users custom list.
Immunization and Manufacturers Quick List are used to lookup information for trackable
data when immunizations are added.
o VIS field will pull up PER. Selecting a properly formatted VIS file (and sending to outbox)
will populate the VIS date field.
¢ Blood Trans
e Added Grid Control
e Send report to outbox
e Chest Xray
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¢ Added Grid Control

e Send report to outbox
e TB Test

¢ Added Grid Control

e Send report to outbox

Family History
o Added Date of Onset field.
e Supports both list view and grid view modes.
» Output report into outbox.

Vitals il
e Added calculator button for all numeric entry fields.
o Added show history to Head Circumference
e Added show history to Pulse.

Exam ﬁ

o Utilizes new integrated findings list program. This allows for sorting and selecting of findings.
Lists are now customized by provider, allowing them to select the systems they want to use, as
well as the findings and how they are are worded.

e Customized Validation to direct user what needs to be fixed.

PLAN il
e E/M Button - The Evaluation and Management button will activate the E/M coding dialog. This
form will evaluate the data collected on the current encounter and recommend the proper E/M
service level.
¢ Hide on note checkbox.

C

Notes Wl

¢ Interactive HTML Documents. In the past the notes where all contained in on file "Notes.pddf".
This file was customized to try to fit the needs of all notes that needed to be generated. But
notes could only be generated from data collected and signed off on. By using Interactive HTML
Documents (IHD), each note file can be separate, allowing for a library of different types of notes
that the user can select from when they are ready to create a note. The note links to data
collected in the system but is all held open until the note is signed off. If a Notes.pddf file does
not exist in the buttons area the program will default to using the interactive HTML Document
Editor. The IHD editor will first look for a custom Notes folder for the the resource. If a custom
folder is not found it will default to a folder named "Notes". After determining where to get the
note files it will look for a default Note file for the provider. If not found it will default to
Notes.htm. The user may then click on the file name within the IHD editor to use the file selector
to pick another note template if desired. _A standard IHD note is provided with the this release.
If you would like your notes customized to be an Interactive HTML Documents, please contact
your salesperson.

o Multiple Notes per Encounter without having to duplicate the encounter. (Duplicate button has
been removed)

¢ Dictation is stored for each note, used to be stored only for the encounter. (Dictation button on
encounter has been removed)

¢ Notes work list item is not removed, but archived. It now keeps a history of all activity with the
note. This allows a note to be sent back to the provider if reviewed. The provider can retract the
signature, make changes, and re-sign.

¢ Note Link features - Allows a signed note to be linked to a Tab. Note will still display in Notes
Tab as well as the Encounter.

Bug Fixes

These bug fixes from patches to 211 are also wrapped up in this update.

06/24/11 PARADIGM EHR 2.1.1 (PROGRESSION) PATCH 5

* Fixed bug with Problem List and special characters

* Changed out box logging to log when file is printed, or archived from outbox instead of being placed
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into it. This works directly with PER and showing when a file was given.
*emr.cgi. 2.1.1c 06/10/2011
- chart.c removed adding of EOBL file
* outbox.js
- added adding of EOBL record to file.
- deleted remving EOBL record when file is removed.
05/25/11 PARADIGM EHR 2.1.1 (PROGRESSION) PATCH 4
*emr.cgi. 2.1.1b 05/23/2011
- charge_slip.c looks at inv_date = fs|_date .. used to look at inv_date = cur_date when posting
charges.
* AMC_1 DASH - Automated Measure Calculations Dashboard.
- Fixed problem with not showing: Smoking, Timely Access, Vitals.
- Added ability to click on area to show report.
* outbox_archive
- Copies style sheet for xml documents.

05/18/11 PARADIGM EHR 2.1.1 (PROGRESSION) PATCH 3
* environment.js. Library Version was not set to 211

05/17/11 PARADIGM EHR 2.1.1 (PROGRESSION) PATCH 2
* Fixed bug with PDD forms in Administration / Buttons / Templates not displaying.
* Files left out of EHR_211 update that should have been included.

1.7 211
PARADIGM EHR 2.1.1

New Features

The Toolbar
e User button - New look. opens most items in frame next to menu.
e System Reports
o Administration
e Audit Form. Fixed Spelling Error
o User list now shows role of user in the selected data set.
e Buttons - Title on configurations showed "photo in tab" now reads "Button list"
¢ RBAC
e Added Co-pay
o Work List
e Messages - Added ability to print messages.
¢ Note / Dictation worklist. If a Dictation worklist item exit it will remove that item and create a
Notes worklist item and assigned to the user who created the dictation worklist item. If Dictation
does not exist it will assign the note worklist to the user who saved the note. This should
improve flow when dictation is used.
¢ Appointment Schedule
e Check-in
e Record co-pay
e Time column will display check-in, in care, fee slip sent, ad check out times on hover.
e The Room # field will display the check-in time when checked in. If the user clicks on that it
will turn white and blank out to let the user enter the room number.
o If patient is in care, clicking on the time field will allow you to check patient out. If a charge
slip has been sent it will check the patient out and take them to the Encounter screen if they
have PLUS permissions.
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o Retired resources will not display in the resource list of the appointment schedule.

¢ Retired locations will not display on appointment schedule.

e The patient's check-in status will not change until after the user has exited the the PARADIGM
PAT form. Before it would check them in before the PAT form was completed.

The Chart

e Cover Page
¢ Verbiage changes for Medications, Allergies, Problems when none exist.

Patient Header

e Shows patient flow status by changing the color of the encounter area to the flow color.
Chart now gives ability to check a patient in.
Chart now gives ability to put a patient "In-Care".
When hovering over Encounter Area it will show Flow times: check-in, in-care, check-out.
Next Appt: button under patients name. If next appt exist it will place a button showing next
appt. If user has PLUS access it will pull up the apt in scheduling in plus. In Recall added
ability to click on appointment in list to pull up in PLUS SCHD form if user as RBAC access
e Outbox

o Logs all exports in audit log if they are printed, emailed, portal, or archive.

o Created Email interface front end. CXI/EMAIL/outbox area for the interface to get data. The
CXI EMAIL interface is optional and requires that the client have their own email exchange
server.

¢ Recall

¢ In Recall added ability to click on appointment in list to pull up in PLUS SCHD form if user as
RBAC access

¢ Rx (med)

o Will display button bar when patient hasno recorded medications.
Patient has no recorded medications. Click Here to report "No medications are known for the patient".

¢ Clicking the button will report "No medications are known for the patient"
Problem
¢ Displays button bar that patient has no recorded problems.
o Clicking button will report "No problems are known for patient"
e Change spacing in "Problem History" dialog box and add title with description to fields; ICD
codes were not visible in their entirety.
Allergy
o Displays button bar that patient has no recorded allergies.
o Clicking button will report "No known allergies"
Trackable Data
e Hardcode 'COMMPREF'data value USPS as a Trackable Object default; The TDO would be
created when a chart is first displayed.
e Smoking Status coded from Social History
¢ Graphing of trackable data.
PER (Patient Education Resource)

e Changed search algorithm to allow for multiword phrases. le. "chest pain". ONLY words in the
index setup under administration will now be searched. (before it would also search the file
name). Words or phrases must be separated in the index via commas. Each word or phrase
will be search for in the problem list, drug list, and allergy list.

o It will now show all matches and where they are to aid decision making.

¢ A new column will show an information icon if the PER has been given to a patient more than
one time. Clicking on this icon will display the history.

File List
¢ New Indicator/Notification on screen that a patient has checked in. Added table at top of file list
that shows Patients that have checked in. If a provider is established in the user profile it will
show only for that provider, otherwise it will show for all providers. Added option on user profile
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to turn feature on or off.

File Display Area
e Document Header
o Added lock button on document header next to help button. Pops up Deny List for file. Allows
you to deny access to a specific file.
¢ Sign Off
e Retract a Signature. New feature allows a signature to be retracted.
e Encounter Buttons
e Standard Buttons
e Encounter Sign Off
e Retract an Encounter Signature . This will allow an encounter signature to be retracted.
¢ Notes
o Retract a Note Signature This will allow a note signature to be retracted.

Standard Note Generation
o Vitals
o Add Blood Pressure color alert indicator for Prehypertension and Hypertension (Stage 1 & Stage
2); Normal = white; Prehypertension = yellow; Hypertension Stage 1 = orange; Hypertension
Stage 2 = red.
¢ Vitals is now treated as a special form that allows entry of data historically (patient button) or for
an encounter. When pulled up as part of an encounter it will work as before, but when pulled up
without an encounter it will store the data as history for that date.
e You may now select and edit previous historical Vitals data via the "Vitals History" button. or date
field.
e Added English / Metric Radio buttons to control input to appropriate fields.
e Medical History
o Ability to add item (History) to patient Problem List
o lliness Injury Hospitalization - add DX button to allow user to add item (Description and Onset) to
Problem List
e Surgery - add DX button to allow user to add item (Description and Onset) to Problem List
e Chest X-ray - Add Comment field
e Chest X-ray - add DX button to allow user to add item (Description and Onset and Comment) to
Problem list
e TB Test - Add Comment field
e TB Test - add DX button to allow user to add item (Description and Onset and Comment) to
Problem list
e Immunizations - add checkbox to indicate Counseling was provided at the time of the
administration
e Social History
e Remove 'required' status on Occupation field in Social History; Doesn't apply to Pediatrics, other
practices have requested it's removal.
Change 'Preferred Language' field to required.
Change 'Race' field to required
Change 'Ethnicity’ field to required
Created Smoking Status Field that ties to Patient SMK field in PARADIGM. If Smoking Status is
not defined it will pull from PARADIGM-PAT-SMK field. Once it is set here it will feed back to
that field.
e Added Smoking Status Queried check box. When checked it will add the Smoking status to the
TRACK data so it may reported on. (CQM)
e Family History
o Added checkbox to check in cases where the Family History is Unknown or Unavailable (i.e.
adoption) with a note/comment area to note why.
¢ Dictation
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o Worklist item is not created unless the saved dictation file is changed from the one that is
checked out.
e Charge Slip
o Ability to add diagnosis to patient Problem List
e Images Button
o Created Images form to add to buttons. This allows the user to select from a library of images
to edit, instead of having a sperate button for each image.
Bug Fixes
o Rx - Fixed spelling error of E-Prescribe
e Diag Select
¢ Reduced font size when "No Diagnosis History found" was presented.
e When selecting from the patient problem list it validates that it is an actual ICD code and not free
form entry.
o Calendar widget did not display entire month when month spanned 6 weeks.
e Sentence Builder - Special characters did not move back and forth from the field.
¢ Logoff message still read "Thank you for using Progression" was changed to "PARADIGM EHR"
o Modeless Dialog boxes, as presented by the Message, Recall, Rx (med), Problem, Allergy, Alert,
Track, Orders, Reports, Procedures, and PER buttons did not pass back mouse or cursor activity
and would not reset the login timeout on the control panel. If a user spent to much time in one of
these areas, even though they where doing something they could get logged out.
1.8 2.1.0

PARADIGM EHR 2.1.0

PARADIGM EHR 2.1 (formerly PROGRESSION) is the first release of the software that meets ONC
certification. Many changes have been added to meet certification but every attempt has been
maintain the current look and feel of the PARADIGM EHR product. Below is a list of some of the
noticeable changes.

New Features

The Toolbar
e User button - New look. opens most items in frame next to menu.
e System Reports
¢ Administration
e RBAC - Added Reports, System Rpt, Account, and Amount
e System Reports Button - Place to store system reports.
e Track Button

e Enter New Trackable Configuration - Type and Description fields have been added

*** THESE WILL NEED TO BE MANUALLY MODIFIED ***

*** \/ITALS - BMI, HEIGHT, WEIGHT, & B.P. are tracked automatically with SNOMED

codes ***

e Lab Button - Configuration form for Lab interfaces
e Work List - Utilize GRID control instead of table sort. This allows for much larger amounts of data to
be viewed efficiently.

¢ New Outbox button, used for user outbox.
e Moved Patient Search closer to center to accommodate larger / bolder font.

The Chart
e Cover Page
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Added ETHNICITY, RACE and LANGUAGE fields
Added required Smoker validation entries.
Added Inactive section to Problem List
Improved performance
¢ Patient Header
e Account Information - New RBAC feature to enable access to the account button.
¢ Reports Button - New RBAC feature to enable access to button.
¢ Rx (med)
¢ List shows medication in Yellow if no RxNorm code.
e Enter New Rx / Medication
e New Field for RxNorm value (Certification)
¢ New Drug list with RxNorm codes.
e Problem
e New combined List / Form
e History for problem column in List
e Google Search column in List
¢ New Inactive List
o Allergy
e New combined List / Form
e Google Search column in List
e Alert Entry Form
e Added "PER" button
e Trackable Data
¢ New Grid Control of data
¢ New fields for Description and Type
e Expanded Value Field.
e Reports - Split Standard and Custom Reports
e Standard Reports
e Procedure - New Grid Control of data
e PER - Implementation of Given Date field

Notes

o Added "Sticky Note" feature to the Note through the whole cycle
** \Warning ** previous sticky notes will not display that where attached to notes in previous
release.
Old versions would name file based on header such as Note_Full Note.SNF. This created a
problem because all notes could be named that. Thus the Sticky note was not unique to the
note.

Quicklist
e When you add a new item it will now add the item, and return it to the form and close Quicklist.
Previously you had to select the item from the quick list after you added it.

Sentence Builder
e When you add a new item it will now add the item to the list as well as the sentence you are building.
Previously you would have to select the item from the list after you added it.

DiagSelect
o Added Suggest to search field.
e Now uses QRS ICD database. Improves performance.

Vitals
o BMI, Height, Weight, and B.P. are all recorded in Track able data using SNOMED codes.
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Plan

Added Sentence builder option to Plan Type as an option.
Integrated PER into PLAN. Can be set up as a plan type.

Medical History

Added Units and Amount to Immunization
Changed Immunization list to CDC - CVX code list.

Bug Fixes

Growth Chart

Fixed sorting bug of data causing line to not progress in time.
Centered plotting points.

General

Note, Rx and Message tab will turn green if data exists in database.

Fixed bug with Virtual Field rph_spec

Signature checking now returns GOOD, BAD, or NO signature.

Fixed issue with corrupt signatures or modified Notes. It now presents the modified file or corrupt
signature message on notes so it may easily be remedied.

Fixed bug with suggest_ret for DATATAB format. Last field would not output correct. Caused
problem on SuperBill.

Added logging to Database functions

Added Audit to Database (DB) functions.

Fixed bug with StickyNote Save ability. Should have been able to handle up to 64Kbytes of data but
was crashing after 16Kbytes.

Allergy Problem List/Report

Fixed bug with special characters

2.0.1
PARADIGM EHR 2.0.1

PARADIGM EHR 2.0 is an entirely new version of the PARADIGM EHR system with many changes
and enhancements. Every attempt has been made to keep the overall concepts of the original
PARADIGM EHR. Because of the number of changes to the system they will not be documented
here. Itis recommended that you review the documentation for any unfamiliar buttons that have been
added.

Some of the Major Enhancements that have been made are:

New Chart look. Much cleaner, presents more information.
Better integration with PARADIGM PLUS
New chart buttons for Allergy, Alerts, Track, Orders, Reports

File list is cleaner.

Chart display area provides toolbar with all available actions to perform on a file.

Electronic Signatures on any file.
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Integration of RX, Problems, Allergies into reportable database file.

Alerts

Order Entry
Reports
Trackable Data
Outbox

Customizable chart cover page.

Release Notes (What's New)
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Based on current understanding this version should meet or exceed ARRA certification requirements.

As the final rules are published we will make needed changes to receive certification.

08/10/10 PARADIGM EHR 5

emr.cgi

* Signatures with amendments that had multiple lines would not validate.
and the file would think it was not signed off.

* Added Amendment Button to note even if a counter signature is required.
This allows NP/PA to create amendment after signoff but before provider
signoff.

MedEdit.htm MedList_report.htm Cover.htm
* Added Remove feature to MedEdit to allow user to remove medication from
list. Modified report and cover to ignore medications with REMOVED status.

MedEdit.htm AllergyEdit.htm ProblemEdit.htm TDOEdit.htm
* Added confirmation to remove button.

08/06/10 PARADIGM EHR 4

emr.cgi

* Counter Signature button was displaying on notes that had been signed off
because the messages was in the archive. Should only display when the
messages is in the current messages.

08/05/10 PARADIGM EHR 3

Reports - Growth Chart
* Fixed Sorting of data so line does not zigzag.

S_CCHPI.pddf - Chief Complaint / History Present lllness
* Comment HPI would save more than one line, but did not display
anything but the first line when redisplayed.

Cover.htm - Patient Cover Page
* Added Inactive area to problem list
* Improved performance

* Added Hover Help to REFFERING, PCP, and FACILITY areas to show address info.

* When Exporting Cover to Outbox. It used to call the file Cover _{DATETIME}
now it just calls it Cover. So only one copy can exist in the outbox at
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atime. This is preperation for the outbox log file to come later.

PER - Patient Educations Resources

* Not complete does not currently do logging. This will be added
in a future update. The logging is used to show if you have already
given a file to a patient.

WorklistEdit.htm - Message form

* Added ALT-S support for Save button

* Does not add history on initial Save.

* Fixed Sorting of Names in Assigned to field.

MedEdit.htm - Medication Rx Entry
* Added ALT-S support for Save button

recall2.htm - Recall / Followup / Work In Entry
* Added ALT-S support for Save button

AlertEdit.htm - Alert Entry Form
* Added ALT-S support for Save button

TDOEdit.htm - Trackable Data Entry Form
* Added ALT-S support for Save button

ProblemEdit.htm - Problem Data Entry Form
* Changed Add / Update Buttons to Save button
* Added ALT-S support for Save button

AllergyEdit.htm - Problem Data Entry Form
* Changed Add / Update Buttons to Save button
* Added ALT-S support for Save button

ProblemList_report.htm - Problem List
* Will do Google Search search if click on item
* Added "Inactive" Area. You must add "Inactive" to list

MedList_report.htm - Medication List
* Will do rxlist Search search if click on item

AllergyList_report.htm - Allergy List
* Will do Google Search search on allergy if click on item

Library Updated

emr.cgi

* Put in PER admin Tab

* Fixed note Tab to only display notes in root and not subdirs. Also fixed
count on root folder.

07/29/10 PARADIGM EHR 2
emr.cgi
* Fixed bug in suggest? that caused program crash on some systems.

07/28/10 PARADIGM EHR 1
emr.cgi

* Autologin ability has been added back for setting up shortcuts.
* Templates for calling PARADIGM reports from PARADIGM EHR. These programs
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would give a javascript error on some systems. Have been reworked to call
the report in an iframe instead of a modal dialog box.

rhpi (Relay Health to PARADIGM interface) Date fix.

35
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Getting Started
PARADIGM EHR

PARADIGM EHR is sophisticated, Electronic Medical Record system, designed for ease and speed of
use. These help files should aid you in making the most of your PARADIGM EHR system. If for some
reason you can't find your answers here you may always call support at QRS, Inc. 1-800-251-3188 or
email them at ehrteam@grshs.com

Audience

The PARADIGM EHR system is designed to accommodate a wide range of medical practice clinical
needs including patient flow, work flow, charting, encounter data collection, note generation, and
tracking medications as well as other clinical data. PARADIGM EHR, as well as your operating
system, calls for proper usage in order to gain the benefits offered by a state of the art EMR system.
This guide explains how to, when to, and why to use PARADIGM EHR in order to optimize your
practice clinical needs, and minimize problems that may arise.

This guide is written for PARADIGM EHR users. These are the day to day users of PARADIGM EHR
who perform such tasks as patient check in, scanning, data collection, and note generation. Each of
these tasks as well as others are described within these pages. We have tried to lay the manual out in
a logical order for users who are new to the PARADIGM EHR system.

How to Use This Manual

The User’s Guide is divided into the following chapters:

Getting Started
The Toolbar

[ )

[ )

e Appointments

e Worklist

e The Chart

e Standard Note Generation
e Administration

[ )
[ )

Programming
Release Notes

Each chapter of this document is specific to a set of tasks that a typical user may perform. We feel
that it is important for all users to have a global understanding of all user tasks at some level and
therefore we recommend that each area be studied. However if your task is specific, such as
scanning, pay particular attention to that area. If in doubt about a particular procedure, you should be
able to reference this document. If for some reason this document does not cover your issue, please
contact the QRS Software Support Team.

Documentation Conventions

Warnings

0z
1

Ideas / Examples
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2.4

241

2.4.2

2.4.3

Software Conventions

Efforts have been made to provide visual cues and standard features that gives the PARADIGM EHR
application a consistent look and feel to the user. Understanding these software conventions will aid in
getting the most out of your PARADIGM EHR system.

Current Path (In the Pink)

When looking at the form you may notice certain items highlighted in a Salmon or Pink color.
This shows the path of what is in the File display area. In the following example we are looking at the
Knee Result file in the Xrays Tab.

| Patient Chart (Pending) 'Accoum: ' Encounter - Recent | Inbox Outbox | Trash Message | Recall Open a
Rx (med) | Problem | Allergy Track Orders Reports 9
110484 Create Walk In

Abbott, Jeff I BER

DOB: 09/02/1964 $1838.00 ;

This is an area for a crucial note. This note will display in the patient header
as long as the chart is displayed.

]
Note Rx| Labs Xrays Correspondence Messages Insurance Patlinfo DOC| AVery Long Tab Name Orders Procedures Cardio Timed Tab
QI .’,‘.l ﬂl Attach to Orderl Link FilEI Sticky NDtEI Historyl REnameI Mcwel Trashl InfoI Show [ Hide Signatures 'Ll A
Imaging Result: [ File Date: gl

Al b i f
s Kkt e Gpatiene. FH Ak
.Ajj.l.i&*fﬁln’ 1{’1 I:?,*‘tl raii

Electronically signed by: Aida Dillman (Aida) 06/21/2010 02:26 PM

S|R=| [« B o4 o/ o g] | [ J4p 7l AlternaTIFE

~

Buttons and Colors

Buttons activate functions and features within the software. Buttons may be text based or have icons.
When you hover over buttons they will change color to white to queue you that you are on the button.
The following is a list of colors and their meanings.

Red Needs Attentions

Yellow No Data exist

Green Data Exists for this button

Blue Data has been locked for this button

Show / Hide Bars

Show / Hide Bars are used in reports and list to allow you to show or hide sections of th data. This is
useful when you want to print this information out. The following is an example of the problem list.
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Q
B

3 Abbott Jeff [110484] Problem List -- Webpage Dialog
ﬁl Search leff Abbott's Problems: ‘ |
Checked Problem Actions: Change Status: j Resolved Date: |03/18/2015 Save Status Change | Remove
Current Problems
P Onset Type Problem Status Treating Provider Note
(] 0 |08/03/2010 Diagnosis CONSTITUTIONAL RED BLOOD CELL APLASIA [
(| 0 |12/18/2009 Diagnosis DEPRESSIVE DISORDER NOT ELSEWHERE CLAS active
C|®lo (12/03/2010 Diagnosis GLAUCOMA W OTH LENS DISORDERS [365.59 Craig Cole Anderson
M|®lo  |11/02/2010 Diagnosis HYDRONEPHROSIS [591]
[|#lo  |11/04/2010 Diagnosis MALIGNANT NEOPLASM OF PROSTATE [185] Michael W. Bratton
[|®lo |o6/24/2011 Diagnosis RUBEOSIS IRIDIS [364.42] E James Barham M.D:
[C|®lo |12/21/2009 Diagnosis TOXIC GASTROENTERITIS AND COLITIS [558.2
[C|Ef1  |os/28/2011 Diagnosis HEMOGLOBINURIA HEMOLYSIS EXT CAUSE [2{Resclved E James Barham M.D:
C|H1  |06/24/2011 Diagnosis IRRITABLE BOWEL SYNDROME [564.1] active Thomas A. Browning
N{
P Onset Type Problem Note
C|Hlo  |12/21/2009 Symptom chills-no chills
Resolved Problems
P Onset Type Problem Resolved Date Note
[M|Eo |12/18/2009 Diagnosis DERMATITIS DRUGS MEDICINES INTERN [693.0] 12/21/2009 note test
A- Added Today | N- New [Not Saved) | U - Updated Today ]

The light blue bars above each area allow you to show or hide that area. By clicking on the bar it will
hide the area and change the color of the bar to Black.

E] Abbott Jeff [110484] Problem List -- Webpage Dialog
ﬁl Search leff Abbott's Problems: ‘ | S
Checked Problem Actions: Change Status: j Resolved Date: |03/18/2015 Save Status Change | Remove
Current Problems
P Onset Type Problem Status Treating Provider Note
() 0 |08/03/2010 Diagnosis CONSTITUTIONAL RED BLOOD CELL APLASIA [.
C|®o |12/18/2009 Diagnosis DEPRESSIVE DISORDER NOT ELSEWHERE CLAS active
C|®lo (12/03/2010 Diagnosis GLAUCOMA W OTH LENS DISORDERS [365.59 Craig Cole Anderson
M=o |11/02/2010 Diagnosis HYDRONEPHROSIS [591]
[|®lo |11/04/2010 Diagnosis MALIGNANT NEOPLASM OF PROSTATE [185] Michael W. Bratton
M|®Eo  |0s/24/2011 Diagnosis RUBEOSIS IRIDIS [364.42] E James Barham M.D
M|Elo |12/21/2009 Diagnosis TOXIC GASTROENTERITIS AND COLITIS [558.2
[C|E1  |o6f28/2011 Diagnosis HEMOGLOBINURIA HEMOLYSIS EXT CAUSE [2{Resclved E James Barham M.D:
|1 |o6/24/2011 Diagnosis IRRITABLE BOWEL SYNDROME [564.1] active Thomas A. Browning
e |
Ina Problems
Resolved Problems
A - Added Today | - New (Not saved) | U - Updated Today ]

To redisplay the area click on the Black Bar. It will turn blue and the area will once again display.
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244

245

2.4.6

24.7

This is useful when used in conjunction with the "Print icon". Areas that are hidden will not print.
Hover Color

When moving the cursor around the screen you may notice items turn white or light green when you
hover over them. By clicking on these items you will select that data for display. You will notice this in
the Patient Header, File List and even in the Display area of the chart. Also in scheduling.

Print Icon

Many items with in PARADIGM EHR can be printed. Clicking on the Print Icon = will activate the
printer dialog. These print request will be logged as well.

Outbox Icon
I:'i'iﬂ There are two outbox icons. The Black icon will send the document to the patients outbox.
The Blue icon will send the document to the user's outbox.

Sortable Tables

Most all tables of data displayed in the PARADIGM EHR system may be quickly sorted by clicking on
the column header.

T',|'|::|-e='r Date Data

| ||

Clinical [11/08/2010 [test

.l (Clinical [08/25/2010  |weight
Jal[Clinical [04/04/2011  [Weight

ol [Clinical |08/25/2010 Temperature
Jl[Clinical (04/04/2011  [Temperature
Clinical (10/21/2010 Smoking Status
Clinical [04/13/2011 |Smoking Status
Clinical [04/27/2011 Smoking Status
Clinical [10/04/2011 |Smoking Status
Ll |Clinical |D8/25/2010 Pulse

ol [Clinical |08/25/2010 Pulze

Ll |[Clinical |04/04/2011 Pulse

Fliniesl 11017000 Foo
SCAN_20091128140338x | E|[11/28/2009
FRAM Tilo2/16/2010
382
Knee result
Corey3
Test_20100426182019  |+/|04/26/2010
test1 ar]04,/26,/2010
SCAN_20100517153402 | @l|os/17/2010

You may notice a triangle displaying either ascending or descending order. On some tables the
header will change color when sorted.
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2.4.8 Sticky Notes

Sticky Note or Internal notes are displayed in Yellow. These notes will only print if your export options
are set to print the Sticky Note. You will find them on the patient cover page and attached to
documents in the chart as a sticky note.

2.5 Help Central

The PARADIGM EHR plus system includes a comprehensive context sensitive help system known as
"Help Central". "Help Central" not only provides you with searchable documentation for the version of
PARADIGM EHR you are using but also links to our web side, our support phone numbers and email

starter, a printable manual in PDF format, and a link to our support web site were our representatives

can take control of your computer to help you with your needs.

PARADIGM Assisde Manual Remote PC Support

'PARADIGM EHR 800.251.3188 / 865.588.3188 @ «

support@grshs.com s

Contents | Search ~ | Getting Started ‘ * *

@ Release Notes (What's New)

‘g | PARADIGM EHR

[2] How to Use This Manual
Documentation

Conventions PARADIGM EHR is sophisticated, Electronic Medical Record system, designed for ease and speed of use. These
() software Conventions help files should aid you in making the most of your PARADIGM EHR system. If for some reason you can't find

[?] current Path (in the Pink) your answers here you may always call support at QRS, Inc. 1-800-251-3188 or email them at

Buttons and Colors ehrteam@gqrshs.com

IE Show /[ Hide Bars
@ Hover Calar
[ print icon
[7] utbox Icon
@ Sortable Tables
sticky Notes
¢ Help Central
[2] Login Screen
(2 Browser Setup
Tabs
% Security
@ Logging In
@ First Time Setup
@ The Toolbar

@ Appointments v

UORS. é
Healtheore Solutins

2.5.1 Using Table of Contents

The Table of contents on the left side of the screen allows you to review the documentation by section.
Clicking on the closed book icon in front of a section will open that section and display help topics, or
other books within that section.

You may click on any section to display that topic in the content panel of the screen.

Next and Previous Arrows

= & 65

SN
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2.5.2

2.6

In the upper right hand corner of the content window you will see Arrow buttons that allow you to select
the next or previous topic from the topic currently displayed. The Up arrow icon will close all topics
and put you at the Getting Started section.

Using Search

Clicking on "Search" in the navigation pane of "Help Central" will allow you to search all of the help files
for whatever keywords you enter.

PARADIGM EHR 14

Contents | Search

Enter one or more keywords to search
™ and " wildcards are supported):

Submit

Results per page: 10 W

Match: ® any search words ) all
sedrch words

Login Screen

The first step of using PARADIGM EHR is to log into the application. To do this you must first point
your Windows Internet Explorer web browser to the correct server. Your system administrator will
either give you the address or create a shortcut or favorite for you. Once you have the correct
address in IE you will see the following screen.
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LIRS .

Healthcare Solutions
PARADIGM EHR (4¢)

Name:|| |

Password: | |

(7} @ 1998-2015 QRS, Inc.

If you do not see a name and password area but instead see the following:

You will need to set up your browser. This process will ensure that you get the most
out of the PARADIGM EHR application.

2.7 Browser Setup

PARADIGM EHR is a web application and takes advantage of your PC. In order to
do this you must use MicroSoft Internet Explorer (MSIE) as your browser to access
PARADIGM EHR. PARADIGM EHR allows you to use other browser such as
FireFox or Safari but at this time these browser have not been fully tested. It is
known that these browsers will not support many of the features that PARADIGM
EHR has because they do not support ActiveX. But they will for the most part allow
access into the system for viewing information. Use other browsers at your own risk.

PARADIGM EHR is a WEB 2.0 application that takes advantage of many of the
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features of the modern MSIE (10 or greater) web browser. However many of these
features in MSIE are disabled by default.

To get the full functionality of PARADIGM EHR you need to make the following

changes to your MSIE web browser. First you will need to access your Internet
Options within MSIE. This can be found under the Tools Menu.

Internet Options ?

General Security | Privacy | Content | Connections | Programs | Advanced

Home page
l/" To create home page tabs, type each address on its own line,
..
A http:/fnaww.google.com/

IJse current IUse default Ise new tab

Startup

() Start with tabs from the last session
(®) Start with home page
Tabs

Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[ ] Delete browsing history on exit

Delete, .. Settings
Appearance
Colors Languages Fonts Accessibility
2.7.1 Tabs

PARADIGM EHR takes advantage of Tab Browsing. Tabbed browsing is a feature recently
implemented in Web browsers to effectively contain multiple pages or documents in a single window.
Each item occupies the browser's entire viewing area when displayed. Tabs facilitate navigation
among the items. The term "tab" arises from the visual similarity to the physical tabs on folders used to
store and organize hard copy. The entries displayed are the recommend tab settings for PARADIGM
EHR.
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Tabbed Browsing Settings

Tabbed Browsing
Warn me when dosing multiple tabs
Always switch to new tabs when they are created
Show previews for individual tabs in the taskbar®
Enable Tab Groups®
| Open each new tab next to the current tab
[ ] open enly the first home page when Internet Explorer starts

When a new tab is opened, open:

The new tab page W

YWhen a pop-up is encountered:
(" Let Internet Explorer decide how pop-ups should open
() Always open pop-ups in a new window
(@) Always open pop-ups in a new tab
Open links from other programs in:
) A new window
(@ A new tab in the current window

(") The current tab or window

* Takes effect after you restart your computer

Restore defaults Cancel

2.7.2 Security

Because PARADIGM EHR is an application, it takes advantage of many features of the MSIE web
browser. Normally when surfing the internet you would not want these options turned on because of
the security risk that they can present. However since PARADIGM EHR is a trusted application you
will need to turn on these features to take full advantage of what PARADIGM EHR has to offer.
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General | Security |Pr1'vaqr | Content I Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & v 0O

Internet Local intranet  puf=i=sh=i==| Restricted
sites
Trusted sites |
’ This zone contains websites that you

trust not to damage your computer or
your files,

Sites

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level,

[ ]Enable Protected Mode (requires restarting Internet Explorer)

| Customn level... || Default level |

| Reset all zones to default level |

| ok || cancl

Secure Server Setup

Select the Security Tab on the Internet Options window. Make sure that the “Trusted sites” is selected
for the security zone.

Click the Sites button.

Uncheck “Require server verification (https: for all sites in this zone)”
Click the Add button to add the site to the zone.

Close Trusted sites window.
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You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
| hittp://192.168.1.4 || Add

Websites:

Remove

[ | Require server verification (https:) for al sites in this zone

2.7.2.2 Settings

47

Click the “Custom Level” button on the Security tab of the Internet Options for the security zone you

selected above. Set the ActiveX control as follows:
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Settings

L4

|i'| Display video and animation on a webpage that does not use &
(@ Dizable
() Enable

|#| Download signed ActiveX controls
() Dizable
() Enable
(® Prompt

|#| Download unsigned ActiveX controls
(® Dizable
() Enable

() Prompt

|i'| Initizlize and script ActiveX controls not marked as safe for =
() Disable
®

O Prompt

|81 Aimb allais anmessad Asmoine Fa s Aetiea¥ withes o nesend

*Takes effect after you restart your computer

Reset custom settings
Resettor | mMedium (defauit)

e Click OK.
e Click YES when prompted

@ Are you sure you want to change the zettings for thiz zone?

Yes | | Mo

o Click Apply on Internet Options
e Click OK on Internet Options.

If for some reason you have security issues while using PARADIGM EHR, you should repeat this
procedure, but first the Trusted Sites Security Zone to the Default level.
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2.8 Logging In

Now that you have set up your browser Enter your Name and Password assigned to you by your
system administrator and click the button. If your name and Password are correct you will then
precede either to the select data set screen or directly to the PARADIGM EHR control panel unless the
system administrator has set your password to expire. If that is the case you will go directly to the
password screen. If either your Name or Password is incorrect you will be denied access.

If you are on a PARADIGM EHR system that has multiple data sets, and you are allowed to have
access to them, you will first see the Data Set Selection Menu.

Select Data Set
001 QRS Medical Clinic

If do not select a data set within 60 seconds, you will be automatically logged out.

Select the data set to proceed to the ToolBar.

mbroxson  Medical Fadiity ~Appointments  Work List (39-0)  Control Panel  Other | ,-/| + © PARADIGM EHR@
|Appointmenr5 V| |03,r'18,n’2015 | < | Wednesday | = AlLL-Resources ACross V| |ALL—L0cati0ns V|

[ continued [ overbook [ checked In Checked Out | & slip Submitted | (5] note Created | (4 Note Signed |

2.9  First Time Setup

If this is the first time that you have logged in you should take care of setting up your
password, user defaults and installing and PC or Window applications. The system
will attempt to guide you through most of this.

2.9.1 Password

The security administrator has most likely set you up an account with a password set
to expire the first time you log into PARADIGM EHR. So before being allowed into
the control panel you will be forced to change your password. The following dialog
will will appear, prompting you to enter a new password. You must then enter the
same password again and press the submit button.

Based on security guidelines established by the security administrator you may be
forced to enter a password that meets requirements for length and complexity.
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2.9.2

Change Password

Confirm

Expires

Submit [J TOO SHORT

PARADIGM Tools

PARADIGM EHR Tools are a set of programs that are loaded onto your PC to allow your PC to
communicate with the PARADIGM EHR application. These tools include a secure transfer program
used to exchange data between the PARADIGM EHR server and your PC. This allows you to use
your familiar PC applications to edit and manipulate data when needed.

Once you enter PARADIGM EHR the following screen will display if PARADIGM EHR Tools are not
installed:

Tools are not installed

Click Here to Install

For a complete list see window applications under the login button on the control panel toolbar.

After vou have mstalled it. Click here to reload the screen

Click on option to install the PARADIGM EHR Tools.

Click on Run
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Do you want to run or save this file?

] Mame: FPlusTools2 msi
I’:fl Type: Windows Installer Package, 2.48ME
From: rh90home

R || save || Concel |

= While files from the Intemet can be useful, this file type can
\ potentially ham your computer.  you do not trust the source, do not
run or save this software. What 's the rigk?

Click on Run again.

Internet “rer - Security Warning |.

The publisher could not be verified. Are you sure you want to run this
software?

Mame: PPlusTools2.msi

Publisher: Unknown Publisher

Run | | Don'tRun

|f This file does not have a valid digital signature that verifies its publisher. You
should anly run software fram publishers you trust. How can I decide what
software to run?

Click on Next
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Welcome to the PARADIGM+
Tools 2.0 Setup Wizard

The Setup Wizard will install PARADIGM + Tools 2.0 on your
computer, Clidk Mext to continue or Cancel to exit the Setup
Wizard.

WARMIMNG: This program is protected by copyright law and
international treaties.

Freeware

Click on Next

Ready to Install
The Setup Wizard is ready to begin the installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, didk Back. Click Cancel to exit the wizard.

Installer 2Go

Freeware
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Click on Install,
Then Click Next and FINISH

Then Click on the option to reload the screen. A dialog box will display prompting you to store an RSA
key. This Key will identify the server from this point forward. Enter'y'.

ER C\Windows\system32\cmd.exe |ﬂlﬁj

C:=“Userssjeff Desktoprecho off

The server’s host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it i=s.

The server’s rsa2 key fingerprint is:

cch—rza 1824 6f:39:61:46:6e:4c:29:4e:1c:bhB:8B7:17:6d:8c:5bh:-2A
If you trust this host, enter "y" to add the key to
PulT¥'=s cache and carry on cunnectlng.

If you want to carry on connecting j st once, without
adding the key to the cache, entepr

If you do not trust thisz host,. press Return to abandon the

connection.
Store key in cache? <{y-n>

2.9.3 User Button

Clicking on the user button of the toolbar will display the following menu:

mbroxson QRS Medical Clinic  Appointments  Work List (7-0)  Control Panel  Other

Mitchell Broxson

Account Information

Password

Uzer Defaults User: mbroxson
Hame: Mitchell Broxson

Log Off seid: EMR 152.168.0.37.14267T03756834237
Data: 001

Path: fusr/paradigm/data 001

These functions will help you complete your setup.

2.9.4 User Defaults

User defaults will allow you to customize how your screen displays. You may pick
your background color as well as a background image, a color for titles, and a font
size. The size of your font is related to the resolution of your screen. The higher the
resolution the larger the font size should be.

Enter your preferences and click the Update button to save them.
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294.1

User Defaults f Profile
General Options Display Options

Login mbroxson Page Color
Role Admin hd Title Color
Resource Selectif a Provider Font Size

Login Timeout - Menu Side
Appointment Refresh [N (RS Tab/Window
Default Mode Appointments v (w = AEURTA Y Unlimited b

Save Mode Manual W Use lcons

Use SuperBill
Patient Check In

Review Note

Order Assign

Favorite Users

Profile Information

The User Defaults / Profile form contains the following fields.

General Options

Login
This is the User login name. This will be established by the security administrator.

Role
This defines the users role as defined in the Role Based Access Control (RBAC). It
determines what features and functions the user has access to.

Resource

If the user is a service provider, select from the resources for the user. The resource
will determine what resource code, and associated physician code will be used when
a provider enters charges on the Charge Slip form. If the user is not a service
provider leave this field empty.

Login Timeout

Enter the number of minutes that a user may go without activity before they will
automatically be logged out. Leave blank for indefinite. If the security profile has an
Inactivity timeout established, the control panel will use the lesser of the two values.

Appointment Refresh
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Enter the number of seconds to elapses before the Schedule or Work list will
automatically refresh. Leave blank for indefinite.

Default Mode

Enter the user’s default work mode. This defines what work mode the user is put in
after they log in and select a data set. This can be either “Appointments” or
“WorkList”

Save Mode

This option will determine the save mode for PARADIGM EHR Data Documents.

The available selections are:

e Manual - In this mode you must manually save each form before selecting another
object or the data will be lost.

¢ Ask to save - In this mode, if you change data on a form and then select another
object without first saving you will be prompted to save the data. If you select "OK"
the data will be saved and the new object will be displayed. If you select "Cancel"
the data will not be saved.

e Automatic save -In this mode, if you change data on a form and select another
object without first saving, the software will automatically save the form and then
display the new object.

Administration Mode will always be manual save.
The Note on an Encounter will always be manual save.
User SuperBill
If the user has access to enter charges using the Charge Slip, this will determine if

the Super Bill will automatically display. Some users may prefer not to use the super
bill but just use the standard diagnosis and charge entry.

Patient Check In
Display patient check-in information while in a patient's chart.

Review Note
Assign user to review the Note before archiving the worklist item.

Order Assign
Default user(s) that will be assigned to orders as they are created.

Favorite Users
Favorite users list to show up in left column of user selection page.

Display Options

Page Color
This field allows you to select the background color for the major part of the screen
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for the user. You may use the Color Selector to select the color code. The color
selected here should be a light color because any text displayed where this color is
used will be show as black.

Title Color

This field allows you to select the background color for any title areas to display on
the page for the user. You may use the Color Selector to select the color code. The
color selected here should be a dark color because any text displayed in titles will
show as be white.

Font Size

Here you may select the font size the user wants to use. Font sizes range from 6 to
16 points. The smaller the font the more information you will be able to display on
the screen without having to scroll the page content.

Menu Side

This defines what side of the screen the file list menu will display when PARADIGM
EHR displays a patient’s chart. This can be especially helpful when using tablet PC’
s to avoid having to reach over to select a file.

Display Chart In

There are two options here:

1. Frame - Display in the Frame under the toolbar. With this method you will only be
able to work with one chart at a time.

2. Tab / Window - This method will open another tab or window (depends on
browser configuration) and display the chart. With this method you may have
multiple charts open at the same time.

When in Inbox Mode the display will revert to Frame Mode.

Chart Tab Width

This option will allow you to set the maximum width of tab names in characters. If
you have a lot of tabs with long names, using this feature may provide you with a
cleaner display.

Use Icons

This tells the software to use icons defined in the button setup for Encounter buttons
instead of just the defined text. It is also used by some forms such as Review of
Systems and Exam. These forms will display either Icons or Text Headings based
on this preference.

Patient Check In
This will show if patients check in as part of the patient header.
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2.9.4.1.1 Color Selector

The color select appears as a paint bucket icon on the Color and Title Color fields. It
will display a grid of colors from you to choose from. Hover over the color you want
and click and the color will be loaded into the corresponding field.

BE BEEE
EEEEEERRREEE
seanniees

SFFFFFF

© 2015 QRS, Inc. HealthCare Solutions



Part 3

The Toolbar



The Toolbar 59

3 The Toolbar

Once you have logged into PARADIGM EHR you will be presented with the toolbar. (This is your main
window) From here you have access to

The tool bar will appear similar to the following:

60.0 mbroxsen QRS Medical Clinic  Appointments  Work List (7-0)  Control Panel  Other | _o-)| + @ PARADIGM EHR@

You may access both the User Button and Practice Button from the toolbar.

The Toolbar controls the mode used to locate patient charts. You may find charts by Appointments,
Work Lists, Control Panel, Patient Search, or Other views.

Other Views include:
Administration

Audit Report

Chart Check-In

Chart Check-Out
History

Inbox

Lock Manager

News

Outbox

System Configurations
System Reports
Windows Applications

Some Other Views are enabled or disabled through RBAC and may not be in
your Other menu.

The * Icon will connect you to PARADIGM+ and automatically log you in if you have an account in
PARADIGM+.
And Last you may always access this help document from the toolbar.

The secadmin user will not have all options displayed.
3.1 Login Timeout

The Login Timeout will appear just before the User Button if you have set a timeout value in the user
setup.

60.0  mbroxson

3.2 User Button

Clicking on the User button will display the following menu:
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3.2.1

3.3

mbroxson QRS Medical Clinic  Appointments  Work List (7-0)  Control Panel  Other

Mitchell Broxson

Password Account Information

Uzer Defaults User: mbroxson
Hame: Mitchell Broxson

Log Off seid: EMR 19%2.168.0.37.14267T03756834237
Data: 001
Path: fusr/paradigm/data 001

e Log Off

e Password

e User Defaults

User based options can be found in First Time Setup.
Log Off

This option will log you out of PARADIGM EHR and close all of you PARADIGM EHR windows. You
may also log off by exiting the Control Panel window.

LIRS .

Healthcare Solutions

Thank you for using PARADIGM EHR

Copyright (<) 1003-2014
user logged out

Practice Button

The Practice Button will contain the name of the data base that you are currently working in. If you
have multiple databases on and privileges to access other data bases this button will allow you to
select a new database by displaying the Select Data Set menu similar to the following.

Select Data Set
001 QRS Medical Clinic

Click on the data set you want.

If do not select a data set within 60 seconds, you will be automatically logged out.

© 2015 QRS, Inc. HealthCare Solutions



The Toolbar 61

If you are viewing charts in separate tabs (windows), changing the data set will
close all open tabs (windows) displaying charts.

3.4  Appointments Button
The Appointments Button will display the appointment book below the Toolbar. This mode will allow

you to access a patients chart via appointments entered in the PARADIGM Practice Management
System. See Appointments for a full description of all options available under appointments.

mbroxson  Medical Fadlity ~ Appointments  Work List {(39-0)  Control Panel  Other | ﬂ + @ PARADIGIM EHR@

Appointments V-03,1’13f2015 <| Wednesday | > All-Resources Across All-Locations v
= 3 = —
Continued | Overbook | Checked In In Care a Slip Submitted \ El Note Created |  Note Signed

»| George Provider, M.D. X[ » David Smith, M.D. » Internist Butler, M.D. X
Time Patient Time Patient Room
(09:00 AM Smith,Mary J Jones, Mickey (09:00 AM Robinson,Alex
(09:30 AM Patient,Pathl Zyxv Utsrqponmlkjihgfedcba (09:30 aM LCLS,AFP12
10:00 AM Brown,Gertrude 10:00 AM lanes,Minnie A
10:30 AM Last,First ). Mr. 111 M.D smith,John 10:30 AM Barnaby,lonas
11:00 AM Patterson,Phyllis ji 11:00 AM Beasley,Ronald

41-20 ana irie aEnan

35 Work List Button

The Work List Button will allow you to access a patients chart via a work list item. Work List Items are
things that are marked to be followed up on for a patient. These include: Messages, Rx, Encounters,
Charge Slips, Dictation, and Notes. For a full description of all Work List options see Worklist.

mbroxson  Medical Fadility  Appointments  Work List (39-0)  Control Panel  Other P I ] PARADIGM EHR@
s st r: T o I v+ CERG )

11.20 ana U PO Moz o

[ R / Med M chargeslip [l
Account Patient Subject Assigned Priority Action Modified
] J | I | I |l Ml Vi |
M B 10026 ‘Weischel Mildred test mbroxson; 1 Urgent 02/12/2015 03:59:43 PM
n B 252430 Curry,Qiang Trystan Mote 33524 mbroxson; 2 Important |12,.’D4f2014 09:48:57 AM

The Work List button will display the number of work list items for the user, as well as the number of
new items since the last time the work list was viewed.

Work List (7-0)

3.6 Control Panel

The control allows you to define up to six (6) areas for displaying information, three on each side.
These areas can contain appointments, worklist, inbox, outbox, histories, reports, etc... Each item
based on its type can be customized and even set to automatically refresh.

mbroxson  Medical Fadiity  Appointments  WWork List (39-0)  Control Panel  Other e + @ PARADIGM EHR @
——
Appointments % || George Provider, M.D. v Mo Refresh W WorkList | | Mitchell Broxson (mbroxson) V||Al| ltems V| | No Refresh V|
Time Patient Room Account LOC FAC RPI Account Patient Subject A
09:00 AM Smith,Mary J. 10043 1
09:30 AM Patient,Pathl TEST10 1
10000 AM | | | | | |
10:30 AM Last,First .. Mr. 111 M.D. TESTING 1 M BJ.DDZG Weischel,Mildred test mb
p 5 N
11:00 AM Patterson,Phyllis 10021 1 N [4]252430 lCurry,Qiang Trystan Note 33824 mb
11:30 AM LCLS,AFP10 LC10 1
01:30 PM Parton Jerry 10020 1 I.Q 10006 Down,Hanna Encounter 33923 on 12/03/2014 |mb
g;ﬁ Em ;akam‘;'a'““ic““' 1%"1'; i |I'QQTEST1 TestTC1B Quest 2013Marl4_13.25_PLASMmb
e rown,susan
03:00 PM |I‘QQTEST1 Test,TC1B Quest 2013Marl4_14.20_SUREPAmb
I Zaresm Test TC1R Ouest 2013Marl4 13 55 HFPATImh

Your configuration is automatically saved when you make changes.
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3.7

3.8

Patient Search Button

Patient Search works in two ways. The first is, as you start typing it will suggest patients as you type.
This is based on the patients last name.

Pl + @

Fadlity  Appointments  Wark List (39-0)  Control Panel  Other 5m|

10011 |Smith Sr.,John |11/05 /1935 |M|259-55-6599| 10011
10015 |Smith, Jack |09/23/1975 |M|388-33-4555 | 10015
10014 | Smith, John |111/17 /2006 |M|258-36-4569| 10014
10016 | Smith,Mary |06/07 /1974 |F | 258-36-1285 | 10016
10043 ISmith.Marv J. 104/03/1945 |F1123-12-1111 110043

If the patient you are searching for appears in the list you may either click on the patient to display the
patients chart.

The Patient Search also search the patient database for other information, such as: SSN, address,
phone, DOB or account number.
Just enter what you are looking for in the search field and then click the Patient button.

mbroxson  Medical Fadlity  Appointments  Work List (39-0)  Control Panel  Other |Searching.... }3| + @ PARADIGMEHR@

Search Criteria for Patient: 122

35N

Account

Patient Name

Address

Home

Work

568-97-8451

10017

AlonsoJohnny

07/27/1925

12345 Main 3t Lenoir City,

TN 57772

(B65) 522-4714

553-12-1234

252430

Curry,Qiang Trystan

|02f 17/1977

800 Poplar Creek Road
Oliver Springs, TN 37840

(B65) 5BB-3188

|556—9?—415‘5

10006

Down,Hanna

|05,f50f19sa

123 Main 5t Anywhere, TN
99999

(865) 235-6254

You may then click on the patient you want to display the patients chart.

Other Options

The other options is the drop down select option on the toolbar.

- . I

Other |

Administration
Audit Report
Chart Check-In

I
L]
ut
g
200
30

Chart Check-Out
It History
1 00
1 ik 30
i Lock Manager :00
= 30
News -30
Outbox 00
=11
1 System Configurations 200
System Reports
Windows Applications
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3.8.1 Administration

Administration is only accessible by users with Admin RBAC access. This takes you into the data set
administration area.

mbroxson  Medical Fadlity Appointments  Work List (39-0)  Control Panel  Other | p| + @ PARADIGM EHR@
Administration

Users RBAC Buttons Templates Reports System Reports  Signatures = Dataset Alerts  Orders Track PER Lab  EScript’ phiMail

|[sers
Password (R~

Login Name Status Data Sets N Password | Profile Role
Expires
| L |l
Aida Aida Dillman Active 001, D02, D03 Password | Profile [Admin

3.8.2 Audit Report

Audit Report is only accessible by users with Admin RBAC access. This report allows you to see the
audit reporting tool for the data set that you are in. To see audit reports for other data sets you must
log in as secadmin or change to the data set you are wanting to view the audit report for.

mbroxsen  Medical Fadlity ~ Appointments  Work List (39-0)  Control Panel ~ Other p + @ PARADIGM EHR@
037192015 [J03/19/2015 | [Event(al) v| [swtus (al) v|  [User(al) v | | ~
|
Time Session Event | Status User Dsaetta Data Patient Encounter Tab Subdir File
| Il || I I | i i [/ vl vl
lDSfl‘?jZD]jD«B.Jj.lD EMR_192.168.0.3 button  |Success |mbroxson |002  |Medical Hx 10026
lloa/19/2015 03:02:04 |EMR_192.168.0.3chart  [Success |mbroxson [o02 g 10026 Pending
llo3/19/2015 03:02:07 |EMR_192.168.03bumion |Success |mbroxson 002 |Medical Hx 10026

3.8.3 Chart Check-In

Chart Check-In works in conjunction with Portable PARADIGM. This is where the .checkin file will be
loaded back into the server to check in all changes you have made to patient records while on the
Portable PARADIGM system.

mbroxsen  Medical Fadlity  Appointments  Work List (39-0)  Control Panel  Other je +* @ PARADIGM EHR@

File: Browse...

Load Chart Check-in File

3.8.4 Chart Check-Out

Chart Check-Out works in conjunction with Portable PARADIGM. This is where you select the patients
that you would like to check out for this session.
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mbroxson  Medical Faciity  Appointments  Work List {(39-0)  Control Panel ~ Other Pl + @ PARADIGM EHR@
Appointments W 03/19/2015 <| Thursday | > ALL-Resources v AlLl-Locations W
1 LC2
| jihgfedcha 1 ABCDEFGHIKL
11:30 AM Sinclair John 1 J74009153
01:30 PM Hamilton, Wendy 1 s 10038
02:00 PM LCLS,AFP14 1 5V LC14
02:30 PM Patient,Micro5 1 5V TEST9
03:00 PM Donr, Marlyn 5. 1 5V 10773
Patient - Account
10:30 AM  Jones,Mickey 1 10033
11:00 AM Step,Pete 1 123
11:30 AM Cross,David 1 10050
01:30 PM LastFirst 1. Mr. 111 M.D. 1 TESTING
02:00 PM Zyxv,Utsrgponmlkiihgfedcha 1 ABCDEFGHIIKEL
02:30 PM Stone Johnathan 1 9B87 72587
03:00 PM_ |Sanford Fred 1 10012
Patient " Account
1 |ie, 1 1003
11:30 AM Robi aloma 1 10042
01:30 PM Smith,Jack 1 10015
02:00 PM Zyxv,Utsrgponmlkjihgfedcha 1 ABCDEFGHIIKL
02:30 PM LCLS,AFP13 1 LC13
03:00 PM Miller Judy 1 10007
3.8.5 History
The History button allows you to find a patients chart based on a history of charts that you have worked
with. It gets this data from the log that is kept of all activity. Clicking the History button you will see
something similar to the following:
mbroxsen QRS Medical Clinic ~ Appointments  Work List (7-0)  Control Panel  Other ‘ ,O| + © PARADIGM EHR@
EAII Users v 03113,'2015 |los/1872015 | Search | | |
User Account Patient DoB Sex SEN Date Time
V| [ | J |l | Wil
mbroxson 110484 Abbott, Jeff 09/02/1964 10 123-12-1234 03/18/2015 19:40:06
By default it will display a history for your user for the current day. You may change the selection
criteria to display another user or all users. You may also select a date range by clicking in the date
fields to set a start and end date. After changing the dates click the Search button. You may also
enter in search text in the Search field to display only matching records.
3.8.6 Inbox

Inbox is a special mode that allows you to quickly file documents into patients charts that are placed
into the inbox folder. The inbox folder is a common shared folder for a data set that can be accessed
externally to allow other applications (such as faxing programs, or interfaces) to have a common place
to place documents that can not be automatically filed electronically.

These are documents that will require human intervention to be filed in the proper patient chart.
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Clicking on the Inbox option will display all files stored in the inbox and put the program in the inbox
mode.

mbroxson QRS Medical Clinic ~ Appointments  Work List (7-0)  Control Panel  Other | JD| + @ PARADIGM EHR@

Inbox

BI Editl Renamel Tlashl Inmm Q P
| Image Viewer Width 214 Height 82 Size | - 4| [[)|[ <] [Widtr v] Rotate [0 v| Print

Drummond
> > group 2

While in the inbox without a patient chart you will have the Transfer, and Scan buttons available.

Moving a File to a chart

While in the inbox mode, any patient chart selected using the Patient Search mechanism will be

displayed with the inbox and file selected.
Encounter Recent -I Outbox Trash Message | Recall H
Create Walk In Open Rx (med) | Problem | Allergy Track 0

No Encounter Orders. Reports | PER

Patient Chart (Pending)

$ 1838.00

This is an area for a crucial note. This note will display in the j
Next Appt:04/08/2015 11:20 AM [2] patient header as long as the chart is displayed.
Mote Rx Labs Xrays Correspondence Messages Insurance PatInfo DOC| AVery Long Tab Name Orders Procedures Cardio Timed Tab
I 15' Attach to Orderl Link Filel Sticky Notel Histuryl Editl Renamel MM' Trashl Info 7 A

Width | Rotate [0 | [Print

Drummond
> > gI'OUp 2

You may then click the Move button to move the file to correct tab within the patients chart.

' Image Viewer Width 214 Height 82 Size

The Transfer and Scan buttons are not available when in a patients chart and the inbox.

© 2015 QRS, Inc. HealthCare Solutions



66

PARADIGM EHR 14

3.8.7

3.8.8

If your profile default is to have charts open an separate tab / window the inbox will automatically
refresh when you return focus to the tab or window with the toolbar.

Lock Manager

This is an administrative tool that allows an administrator to remove stale lock files. A stale lock file
may be produced if a computer is shut down while a file is locked, or the web browser crashes for
some other reason.

mbroxson  Medical Faclity ~ Appointments  Work List (39-0)  Control Panel ~ Other p| + @ PARADIGM EHR@
Lock Manager

USER :mbroxson IP:192.168.0.37 SEID:EMR_192.168.0.37.1426703756834237 ---> 10026_Encounter__5_MEDHIST. pddf |

You may search for a lock by user, SEID, Patient Code, Tab, Encounter Number, or Form name.

Click on a lock and you will be prompted.

Windows Internet Explorer @

Igl Remowe Lock: 5062_Encounter_688_CC-HPLpdd

| ok || Cancel

If you click OK the lock file will be removed.

You may also access the lock manger by clicking on a lock notification of a file.

Allereies

If you are not an administrator, you will first be prompted for a password.

News

This area connects to QRS's website to view EHR and other QRS related news.
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mbroxson  Medical Fadiity ~ Appointments  Work List (39-0)  Control Panel  Other p| + @ PARADIGM EHR@
A
DRS ins. é Keywords /‘J
Healthcare solutions =

[iome | o] pusoonin | pwsoonon | sosors s

PARADIGM EHR News

Meaningful Use
05/06/ 14

QRS Inc - EHR 2014 Edition Press Release
01715/ 14

Outbox

The user out box provides a place for you to send documents to send to a third party. This is useful
for things such as school or work excuses that you want to securely email.

mbroxson QRS Medical Clinic ~ Appointments  Work List (7-0)  Control Panel  Other ‘ )J| + @ PARADIGM EHR@

Qut box for User: mbroxson

4] o M—:
Moo HIEE He@@- B -0 - g3 J@R, |y Eommenerr
- L : - % -
[ ] Note_33904.pdf [ “Jos/05/2014 “®, Zoomin - | ] [ || 100% - @ 2 -+
R D - " & g,

Doctors Office Knoxville

Best Physician M.D.
2010 Castaic LaneSuite A
Knoxville, TN 37931
Phane: (865) 588-3188

Individual files may be sent to the user outbox by clicking the red outbox button E‘- on the document
header.

System Configuration

The System Configuration is a group of configurations based on the types Clinical, Admin, and User.

mbroxson  Medical Faclity ~Appointments  Work List (41-0)  Control Panel  Other p + © PARADIGM EHR @
Tvpe e Do Celect Fort (v | [Siea [«+| B I U B === ¥ B3 9 ( iEHiE | um
V]| |
. Medical Facility, P.C.
L Export Setup 2010 Castaic Lane
Clinical CCDA
Clinical Exam Knowville , TN 37932
Clinical ROS Phone (865) -
User Patient Glance

3.8.10.1 Export Setup

Export Setup allows for configuration of the way that files print / export from the EHR.
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Header:

Select Font |-r | | Size |-r | B 7 U

T %

= ﬁ -_|=-*| m =y = ';E ";E HTHL
Medical Facility, P.C.

2010 Castaic Lane

Knoxville , TN 37932
Phone (865) -

B Selact Font |v | | Size |v | B 57 U

Number of pages (including cover): {numpages}

T %

HTHL

= yh@a 9o

Patient: {pat_name}
Account # {pat_code}
DOB: {pat_dobf}
Sex: {pat_sexf}
File: {file}

Include Signature:
Include Sticky Note:

Exclude Cover Page in O
Outbox:

Footer Left: | printed on 01/01/2014

V|

Footer Center: | patient: Example,Test [L0001] DOB: 01/01/1990 Sex: M |

Footer Right: | Page 1of 2

Vi

3.8.10.2 CCDA

CCDA Options allow you to configure how your CCDA documents (Clinical Summaries, Transitions of
Care, etc.) will export. These settings can always be overwritten on a per-file basis when generating

the CCDA file for a patient.
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Clinical Summary Default Options

Select what to show by default:

|:| Patient Name

|:| Patient Sex

Patient DOB

Patient SSN

Patient Ethnicity

|:| Patient Race

D Patient Language

|:| Encounter Information

Reason(s) for Visit

Procedures When not visit specific, show procedures completed between
| 2 Days before the Current Date V|and | 2 Days after the Current Date %

Medication Allergies

Problem List

Medications

Immunizations

Smoking Status

Functional and Cognitive Status

Instructions and Advanced Directives

[1 plan
[] vitals

Lab Results Show results received between
60 Days before the Visit/Current Date A | and | 60 Days after the Visit/Current Date %

Care Team

Referrals

3.8.10.3 Review of Systems / Exam

Review of Systems / Exam Configuration

The Review of Systems and Exam forms look at a configuration under System
Configuration. The form configurations allow you to setup the systems and
symptoms/findings for the form. The hierarchy that the forms look at is: 1st the appointment
Resource and Reason, 2nd just the Resource, 3rd just the Reason, 4th the Practice
Configuration, and lastly the QRS Standard Configuration.

At the top of the configuration page you will see a selection for the Resource and Reason
along with 3 — 5 buttons. The buttons are: Load Standard, which copies the QRS Standard
Configuration into your current Resource/Reason selection. Save, which saves your current
Resource/Reason selection. Clear, which clears the systems and Symptoms/Findings for
your current Resource/Reason selection. Load, which loads the saved configuration for your
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current Resource/Reason selection. And Remove, which removes the saved configuration
for your current Resource/Reason selection. The Load and Remove buttons only appear if
there is a configuration saved for your current Resource/Reason selection.

Under the Systems section of the configuration, you can add and remove Systems. Set the
numeric sort order for the systems. Temporary disable a system. Define a sex for the
system if it is only applicable to Males or Females. Set the default status of a system. And
set the Evaluation and Management system type.

Under the Symptoms/Findings section, you can add and remove items. Set the numeric sort
of the items. Set the item label. Define a sex for the item if it is only applicable to Males or
Females. Set the default status of an item. And set the default description of the item.

Please note that both numeric sort sections do not have to be in consecutive order. For
example, you can set the sort in increments of 10 to allow for adding additional systems or
items at a later time.

To copy one configuration to another, you would first load the configuration that you would
like to copy. Then select the configuration that you would like to copy it to. Make any
changes that you would like. Then press the save button.

| mbroxson | | Medical Facility|  |Appointments| Wk List (271-0) | | Control Panel | \Fatient| System Configuration = |+ | ¢/ 7

Type Configuration Resource: - Reason: bl
Load Standard | Sawal Clear|

-

Chinical ROS

System |3nrt l]i5| Sex 3tatu5| E&MType
Clinical Exam T T

L} [

3.8.10.4 Patient Glance

Please see the configuration section under the Patient Glance topic in Patient Reports.
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3.8.11 System Reports

Here you may access both standard and custom reports that are system based.

mbroxson  Medical Fadlity ~ Appointments  Work List (39-0)  Control Panel ~ Other p + @ PARADIGM EHR@
T —————

Automate Measure Calculation
Click Log POST data

Clinical Quality Measures
Data Portability

Generate Patient List
Immunization Due List
Imported Images

Lab Report Log

PARADIGM Tools Test

Patient Reminders

Physician Quality Reporting System (PQRS) Measures
Portal Activity

3.8.11.1 Standard Reports
Standard EHR Reports

3.8.11.1.1 Automated Measure Calculations

This option allows you to run a graph report for all Automate Measure Calculations for Meaningful Use.

mbroxson  Medical Fadlity —Appointments  Work List (39-0)  Control Panel  Other | p| + @ PARADIGM EHR @
# Go back to Report Module Automate Measure Calculation
[AMC] L Medical Facility Entry Mode

Graph All Automated Measures

Thisz program will generate a graphical status report of all Automated Measures

physician:l @ start pate:01/01/201578 gnd pate:02/26/20150F
Location: # Facility: 1 %
portal Client Number:14 stage: ? 8|

Number of Lab Reports not received electronically:0

If Stage 2:

number of Lab orders not ordered in the eHR: O
Number of Imaging orders not ordered in the EHR: 0

Lab order nNames without the word Lab: (i.e. qQuest, Pathgroup)

Imaging Order Names without the words Rad or Imag: (i.e. Quest, Pathgroup)

3.8.11.1.2 Clinical Quality Measures

This option will allow you to generate your Clinical Quality Measures for Meaningful Use.
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mbroxsen  Medical Fadlity —Appointments  Work List (30-0)  Control Panel  Other p| + @ PARADIGM EHR@
¢ Go back to Report Module Clinical Quality Measures
[CQM] L Medical Facility Entry Mode

Clinical Quality Measures

This program will generate a all Clinical Quality Measures

Physician: #| start pate:03/19/201579 gnd pate:03/19/2015[F
Location: #| Facility: |

Reporting Location for address in QrRDA files: |

3.8.11.1.3 Data Portability

The Data Portability report allows you to export one or all of your patients to a CCDA file. You will be
presented with a download option that will be a zip file with all patient's CCDA files within it.

mbroxson  Medical Faciity ~ Appointments  Work List {(39-0)  Control Panel  Other | D| +* @ PARADIGM EHR@

<3 Go back to Report Module Data Portability

Enter a single patient to export a CCDA file for, or leave empty to export all patient’s CCDA files in a single zip file.

Patient code: |

Bwor|

3.8.11.1.4 Generate Patient List

This program will let you generate a patient list based on patient demographics, problems,
medications, allergies, and track able data.
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mbroxson  Medical Fadlity ~ Appointments  Work List (39-0)  Control Panel  Other D| + @ PARADIGM EHR @
<& Go back to Report Module Generate Patient List
[GPLIL Medical Facility Entry Mode

Generate Patient List (170.302.i)

This program will generate a patient list to vour specifications.

Date Range From: To:09/30/201304

Use AND/OR Comparison:AND g
patient: Age from (inclusively):0 = To0:100 sex: [g

Problems: Use Date Range:Ys|
contain: DIABETES

Do NoT contain:

Medications Use Date Range:Y s
contain:
Do Not Contain:

Allergies: Use Date Range:Y s|
Contain:

Do Not Contain:

mbroxson  Medical Fadlity ~ Appointments  Work Uist (39-0)  Control Panel  Other | )’D\ + @ PARADIGM EHR@
@ Go back to Report Module Generate Patient List
[ePL] L 12| Medical Facility Entry Mode

Generate Patient List (170.302.i

Lab Results: Use Date Range:@g
Trackable Data object: operator: Trackable Data value: Use AND/OR:
] Al
@l ARl
= ARl
=l
Trackable Data: Use Date Range:N g

Trackable Data object:

Output |[PDF] Screen

3.8.11.1.5 Immunization Due List

The Immunization Due List looks for all Immunization Due alerts for patients in order for you to
schedule appointments with those patients.
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mbroxson  Medical Fadlity  Appointments ~ Work List (35-0)  Control Panel ~ Other ).:)| + @ PARADIGM EHR @
< Go back to Report Module Immunization Due List
[IMM_ALERT] L Medical Facility Entry Mode

Immunization Due Alert List

This report will generate a list of all patients who have an Immunization
due on or before the selected date.

The list is based on Alerts created from the Immunization Plan.

The Alert must be active and the Alert follow up date must be egual to or
older than the date selected.

To pate: AT X3

Output |Report SP dev Copies 1 Server 03,/19,/20157 09:25 AM
Fl-fccept [+] F2-Request —

3.8.11.1.6 Imported Images

The Imported Images report is an interactive report that allows you to view all of the images that you
imported within a given date range. This can be useful to validate and correct the Imaging Results
Automated Measure Calculation Report. By clicking on the image in the list on the left, the system
pulls up the image on the right and allows you to check the Imaging Results checkbox and/or set the
Image File Date.

mbroxson  Medical Fadlity — Appointments  Work List (39-0)  Control Panel  Other p| + @ PARADIGM EHR@

<3 Go back to Report Module

Imported Images

(20 0 ETed) 03/01/2014

(L 03/19/2015

Imagin, 3 —
Fatient 1D Fatient Name Tab sub File “’Egultg Rename | MEWEI TrashI Info | Show / Hide Signaturesl A "

| | | | V‘ | V| | | | V| Imaging Result: [] File Date: g

10026 'Weischel Mildred dual_screen_wall o A £ e ‘.}.HQ.‘ —
TEST1 Test,Patient Corresponden. SCAN_201412101052|No "‘jﬂ*fj‘l" %‘f'q‘xm e ":" i ::Cat::‘oi:';::l\sgldg:]ed by:

12/10/2014 11:00 AM

al||=|[Q | B[F oH a/f o/a) @[

A oo —~-

3.8.11.1.7 Lab Report Log

The Lab Report Log allows you to view a list of all labs imported through a Lab Results HL7 Interface
within a specified date range.
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mbroxson  Medical Faclity  Appointments  Work List (39-0)  Control Panel  Other })| + 9 PARADIGM EHR@
<3 Go back to Report Module Lab Report Log
[LAB_RESULTS] L Medical Facility Entry Mode
Lab Results Log
List Lalb Results imported in given date range.
start pate:[EEEJED x4 End pate:03/19/20150
Qutput | [PDF] Screen Copjes | Server (°/19/2015 09:30 AM

3.8.11.1.8 PARADIGM Tools Test

The PARADIGM Tools Test is a test page for the PARADIGM Tools Java Applet.

mbroxson  Medical Faclity ~Appointments  Work List (39-0)  Control Panel  Other | p| + @ PARADIGM EHR@

<3 Go back to Report Module PARADIGM Tools Test

Test Printing | Click this button to print a test document. A printer dialog box will appear. You can Print or Cancel prompting a "Success" alert. If you do not get the "Success"
alert, see Java updates below for Java installation

(Click here to test lava

3.8.11.1.9 Patient Reminders

Here you may generate reminder letters for patients based on patient demographics, problems,
allergies, medications and track able data. This is done by using the alert code definitions.
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mbroxson  Medical Faciity ~ Appointments  Work List {(39-0)  Control Panel  Other ,O| + @ PARADIGM EHR@
<3 Go back to Report Module Patient Reminders
[EALT_REM] Medical Facility Entry Mode

Patient Reminders (170.304.d)

This program will generate a patient reminder list as well as the option to
generate reminder letters and send them based on patient preference.

The letters are based on alert codes definitions.

The Alert must be Active and the current date muast be egual or past the
follow up date, or the followup date is empty.

¥You may want to apply the alert to all patients before generating the letter
¥You may print or send the letters from the Backup Print File Manager.
Letters Sent Via Email or Patient portal will be sent to the interfaces.

Alert Code :|MELLIEEIET %4
Apply: N
Follow up date from:10,/01/2014F

Generate Letters: N3
PUt Copy in Patient chart:<orrespondence/outgoing @l
Change status to: &
set Follow up date to: =

OQutput |Report 5P dev

Copies 1 Server 03/19/20150% 09:32 am

F1-Acoept [+] F2-Request | F3-Server [u[F4-Next | [F5-Previous | Fé-Gearch [1]
FoHelp 7/

The second page allows you to enter the letter you want to send. This letter will be stored with the
alert code for future use.

mbroxsen  Medical Fadlity ~Appointments  Work List {(39-0)  Control Panel  Other | D| + @ PARADIGM EHR@

< Go back to Report Module Patient Reminders

[EALT_REM] Medical Facility Entry Mode
Patient Reminders (170.304.d

It is time for you to schedule an appointment for a Mammogram. X
Please call our office at your convenience.

Output |Report SP dev

F1-Accept [+1 F2-Request

Copies 1 Server 03/19/20157 09:32 AM

F&-Clear
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3.8.11.1.10 Physician Quality Reporting System (PQRS) Measures

The Physician Quality Reporting System (PQRS) Measures Report allows you to generate your PQRS
reporting files. This report allows you to select the date range, applicable providers, applicable
locations, applicable facilities, and the reporting location for the PQRS files. If the Providers,
Locations, or Facilities checkboxes are all left blank, all of the Providers, Locations, or Facilities will be
reported for.

mbroxson  Medical Fadlity ~ Appointments  Work List (39-0)  Control Panel  Other | p| + © PARADIGM EHR@

f‘ Go back to Report Module Physician Quality Reporting System (PORS) Measures

Physician Quality Reporting System (PORS) Measures

This program will generate a list of all Physician Quality Reporting System (PQRS) Measures

Providers Locations Facilities

] [1] Physician M.D.,Best [ [1] Doctors Office Knoxville [ [1] Doctars Office

[ [2] Last M.D. First m. [T 21 Doctors Office sevierville [T [21 Knowville Hospital

[] [3] Butler M.D.Internist [ [3] Get Well Clinic [ [3] care Clinic

Reporting Location for QRDA | Doctors Office Knoxville W
Run Report

3.8.11.1.11 Portal Activity

The Portal Activity report allows you to view which patients have logged into the Patient Portal and
which ones have sent a message within the date range selected.

mbroxson  Medical Fadlity  Appointments  Work Uist (39-0)  Control Panel  Other | }3| + B PARADIGM EHR @
<3 Go back to Report Module Portal Activity
1y 14 LRl 03/19/2015 W = 03/19/2015 Refresh B
_—
Patient ID Patient Name Logged In Sent Message
| I | | ~J v]

3.8.12 Window Applications

Window applications are programs that you need or may be helpful when using
PARADIGM EHR.
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3.9

3.10

3.11

mbroxson  Medical Fadiity ~ Appointments  Work List {(39-0)  Control Panel  Other | ,D| + @ PARADIGM EHR@

~

Window Applications
Program Description (Tools and Programs you will need if you want to use the extended functionality they provide)

AlternaTIFT is a web browser add-on (ActiveX control or plug-in) that displays most of the common types of TIFF image files. If you
plan on using tiff images this is a great plugin for internet explorer for viewing them.

PDF Exchange Viewe| | Those wishing to View/Modify or perform simple editing of PDF files on their Windows PC's now have a FREE alternative! The PDF-
XChange Viewer 15 smaller, faster and more feature nich than any other FREE PDF Reader/Viewer/Editor available. This program 15 a

replacement for Adobe Acrobat. It includes a browser plugin. If you want to add Digital Signatures to PDF documents, you may
upgrade to the PRO version for a small fee.

PARADIGM Tools allow you to use a TWAIN scanner connected to your PC to scan directly mto PARADIGM EHR. It allows
saving scanned images as TIFF, PDF, or JPEG format. It also suports file transfer to and from your PC.

Program Description (Tools and Programs which are useful)

PDF Creator* PDFCreator is a free tool to create PDF files from nearly any Windows application.
PhraseExpress* | PhraseExpress organizes your frequently used text phrases and allows pasting them into the progression application.

Paint NET = Paint. Net is a modern replacement for the windows paint program. It allows more flexability when editing image files. This program
requires Microsofts NET framework to run. If you do not have the NET framework installed on your PC you will be prompted to
download and install it first.

Helpful Hint.. To automatically pull files up in the editor instead of the windows picture and fax viewer, Open the My Computer Icon
on your computer. Click on Tools--=Folder Options. Click on the File Types Tab. Find the File type GIF, and change it to used
Paint NET as the application to open the file. You may do the same for JPG and any other image files types you want to directly edit.

Transcription Buddy * |Record and Play audio (transcription) files usmg PARADIGM EHR

Helpful Hint.. To automatically pull files up in the editor instead of the windows media player, Open the My Computer Icon on your
computer. Click on Tools--=Folder Options. Click on the File Types Tab. Find the File type WAV, and change it to used transciption
buddy as the application to open the file. You may do the same for MP3 and any other audio files types you want to directly edit.

ieSpell (Spell Checke| |ieSpell is a free Internet Explorer browser extension that spell checks text input boxes on a webpage.

* Third party product which has been tested with our application. Note: QRS does not have access to the underlying source code therefore we do not support
third party applications.

The two tools that you may need are Alternatiff and PDF Exchange Viewer.
Scanned documents are usually in either TIFF (alternatiff) or PDF format.

PDF Exchange viewer is used in place of Adobe Acrobat, because it allows you to
not only view PDF files with a browser plugin, but also edit them to add annotations,
signatures, and sticky notes.

PARADIGM+ Access
+

This button allows into the PARADIGM+ control panel. You must have a concurrent account in
PARADIGM+ along with access established for your role in the RBAC file by the system administrator.

When pressed it will open PARADIGM+ in a new window and automatically log you in.

Help Button

?The Help button will open up this help document in a separate window. See Help Central.
Urgent Messages

The Urgent Messages feature of the toolbar will monitor work list items looking for new messages in

your worklist that have a priority of "Urgent". If a new messages is found it will automatically display
the "Urgent Work List Message" Dialog box in the browser tab or window that has the Toolbar program
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running. If you are on another tab you may notice the tab flashing for a moment on the browser tab
list.

D Urgent Work List Message -- Webpage Dialog

Account Patient Subject Assigned Priarity

110484 Abbott Jeff Please Call 1 Urgent

From the dialog box you may hover and click on the message item to pull up the information in another
window. (NOTE: If you close the dialog window, any windows opened under it will also close). Or
you may click on the message at the top of the form to open and display the work list items from the

toolbar. From there the items will open under the control of the toolbar.

The Urgent Message Dialog window will also monitor new messages as they come in.
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4 Appointments

The Appointments Button will display the appointment book below the Toolbar. This mode will allow
you to access a patients chart via appointments entered in the PARADIGM Practice Management

System.
mbroxsen  Medical Fadlity ~Appointments  Work List (39-0)  Control Panel  Other p + @ PARADIGM EHR @
Appointments hs -03,f19,-’2015 < I Thursday | > AlLL-Resources Across All-Locations W
Continued | Overbook | Checked In In Care A slip submitted \ = Note Created |  Note Signed
#| George Provider, M.D. X[] » David Smith, M.D. " Internist Butler, M.D. X
Time Patient Room Time Patient Room
109:00 AM Jones,Minnie A O'Reilly,0hhOhh Ohh (09:00 AM Rehinson,Frances
109:30 AM Surrett, Jeffery (09:30 AM
10:00 AM LCLS,AFP2 LCLS, AFPS 10:00 AM 7y, Utsrqponmikjihgfedcha
10:30 AM Jones,Mickey 10:30 AM Hebert Judy
11:00 AM Zyxv, Utsrqponmlkjihgfedcha : Step,Pete 11:00 AM Earnie,Dail
11:30 AM Sinclair John Cross,David 11:30 AM Robinston,Paloma
101:30 PM Hamilton,Wendy Last,First . Mr. 111 M.D 01:30 PM Smith,Jack
|02:00 PM LCLS,AFP14 k Zyxw, Utsrgponmlkjihgfedcha 02:00 PM Zyxv,Utsrgponmikjihgfedcha
102:30 PM Patient,Micro5 Stone Johnathan (02:30 PM LCLS, AFP13
|03:00 PM Daonr, Marlyn 5. Sanford,Fred 03:00 PM Miller Judy

4.1 Selection Toolbar

The Selection toolbar on the Appointment schedule allows you to select the appointment information
you want to display.

Appointments V-DSIIEI,-"ZDIS 'C Thursday 3"_ALL—RE5|:|ur|:E5A|:r|:|ss

It is divided into four parts.

Date

This controls the date that will be displayed. You may select the date by dropping down the month or
day, or entering the year. You may also click on the calendar icon next to the date to open a popup
calendar and select a date using this feature.

— ™
£  Select Date -- Webpage Dialog -

Mon Tue Wed Thu Fri

The Day of week Button will change the date to the current day if clicked. It will be displayed in red if
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4.2

4.3

the current day is not shown.
The > button will add 1 day to the current day
The < button will subtract 1 day from the current day.

Type

This determines if you are looking at appointments or hospital rounds.

Resource

This is a drop down list that will allow you to select either a specific resource or all resources for the

given day. When viewing all resources for a day you each book will have controls to allow you to
adjust the display.

Location
This is a drop down list to allow you to select a specific location or all locations on your book display.
Appointment Legend

The appointment legend is used to identify at what point a patient is in the patient flow for their
appointment.

Continued | Owerbook | Checked In Checked Out

You can see if the appointment is a continuation (long) appointment. If the patient is an overbook.
You may also easily identify patients that have been checked in, are in care, have had a charge slip
submitted or checked out.

E David Smith, M.D.

ime Patient
A 7 0'Reilly,0hhOhh Ohh

09:30 AM

10000 AM

1030 AM

11:00 AM Step,Pete

11:30 AM Cross,David

01:30 PM Last,First . Mr. 111 M.D.
02:00 PM Dyxv, Utsrgponmlkiihgfedcha
02:30 PM Stone Johnathan
03:00 PM Sanford,Fred
Appointment Books

The Appointment Book will display all appointments for a resource and location for a given date that
are in the PARADIGM appointment schedule file.
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E David Smith, M.D.

ime Patient
A 70'Reilly,0hhOhh Ohh

09:30 AM

10000 AM

1030 AM

11:00 AM Step,Pete

11:30 AM Cross,David
01:30 PM Last,First . Mr. 111 M.D.
02:00 PM Dyxv, Utsrgponmlkjiihgfedcha
02:30 PM Stone Johnathan
03:00 PM Sanford,Fred

The appointment schedule will display the time, patient name, account number, location, facility, room

number, reason and any notes for the appointment. You may select a patient and display the patients

chart by hovering over the patient name and clicking. The PARADIGM EHR appointment schedule will
also allow you to check a patient in or put a patient in care.

When viewing more than one resource at a time each book will display in it's own container. You may
use the Book Controls to adjust each book.

4.3.1 Checking a Patient In

Checking a Patient in is the easily accomplished by clicking on the time in front of the patients name
on the appointment book. You may only check a patient in if the the appointment book displayed is the
current date. When a patient is check in the appointment book will redisplay.

This will add a time stamp to the appointment schedule file.

Because checking a patient in is usually done at the front desk by administrative personnel, you may
also use PARADIGM to check a patient in.

Clinical people in the back office can see who has been check in and are ready to be brought to the
back for patient care.

If you have access to PARADIGM The PAT form in PARADIGM will display for you to review the
patient information.

Unchecking in a patient

If you accidentally check in a patient and want to uncheck the patient, simply double-click on the time
field again.

4.3.1.1 Record co-pay

If the patients primary insurance has a copay amount defined the program will automatically take you
to the Copay form if you have access. This form allows you to collect the copay for the patient.
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4.3.2

4.3.3

Patient
Insurance

Copay

|Cash Payment
|Credit Card Payment
|Check Payment
|Debit Card Payment
|IC SYSTEM PAYMENT
|DO NOT USE

|Money Order

Select the method of payment, enter a comment if needed and Save. You will then be prompted to
print a Receipt of the payment.

The system will create the core Encounter in PARADIGM showing the copayment. subsequent
charges from the charge slip will be sent to that same visit.

Putting a Patient In Care

After a patient has been checked in and registered, the room # column will display the time the patient
was checked in. By clicking on that time an input field will display in the room number column. To put
a patient in care simply enter a value in the room number field for the patient and press enter. The
schedule will automatically update the status of the schedule and redisplay it. You may enter any
value you like in the room number, but it's intended purpose it to identify where the patient is in your
medical practice. Therefore each time a patient is in care and moves you may change the room
number to reflect that.

For example: The patient is checked in. The nurse gets the patient and takes them to the nurses
station to get vitals, history etc.

At that point the nurse could put NS for the room. After the nurse has finished and placed the patient
in an exam room, the nurse could put the exam room number. This lets the provider know the patient
is in a room and ready to be seen. If the provider gives orders for lab or x-ray the room could be
update as well.

Once the patient is returned to an exam room, it may be updated again.

The patient will remain "in-care" until either a charge slip is submitted, or the patient is checked out.

Viewing a Patients Chart

To display a patient's chart from the appointment book, simply click on the patients name. The chart
will then display in either the frame where the appointment book displayed, or in a separate tab or
window depending on your personal preferences.

© 2015 QRS, Inc. HealthCare Solutions




Appointments 85

4.3.4 Check a patient out

When a patient is in care, clicking on the time field will allow you to check a patient out. If you have
access to PARADIGM it will take you to the Encounter form, otherwise it will just check them out.

4.35 Book Controls

When displaying multiple schedule at the same time, each book will display in its own container that
has controls that allow you to manipulate your view of that schedule.

E David Smith, M.D.

ime Patient
A 70'Reilly,0hhOhh Ohh

09:30 AM
10000 AM
1030 AM
11:00 AM Step,Pete
11:30 AM Cross,David
01:30 PM Last,First . Mr. 111 M.D.
02:00 PM Dyxv, Utsrgponmlkjiihgfedcha
02:30 PM Stone Johnathan
03:00 PM Sanford,Fred

4.3.5.1 Grab Bar

The Grab Bar, located top center of the schedule container, allows you to move the schedule in the
appointment book. There may be times you want to see one resource directly next to another, but
there is a third that is between the two. By clicking and holding the button down while the cursor is
over the grab bar you may move the schedule to either the left or right. Let go of the button to drop the
schedule in its new place.

Appointments A -03f19f2015 . = | Thursday ALL-Resources Across
Continued Overbook Checked In Checked Out é g
:
»| George Provider, k& I S Internist Bu
ime Patient | ul= ;
0900 AM Jones, MIOS0DCAM 0900 AM R
09:30 AM 09-30 AM 09:30 AM
10200 AN LCLS, AFR 10000 AM Fi
: 09:59 2
10:30 AM 10:00 AM 10030 AM y
11:00 AM Zyw, Ut L0530 AM 0955 4 11:00 AM E
11:30 AM Sinclaif{ 10 AM 09:59 £ 11:30 AM R
01:30 PM Hamiltgfd 1153 Al Cross,David 01:30 PM 5
02:00 PM LCLS, AFJOL:30 PM Last,First 1. Mr. 111 b.D. 0200 PM 7
02:30 PM Patient||02:00-PM Zywv, Utsrgponmlkjihgfedcba 02:30 PM L
03:00 PM Donr, ME2:30PM Stone[lohnathan 03-:00 PM Iy
0300 P Santord,Fred

4.3.5.2 Resource Button

The Resource Button in the upper left corner displays the schedule container. Clicking on this will
change the schedule to display only that resource. This is the same as selecting that resource on the
selection toolbar.
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4.35.3

4.35.4

4355

Expand Width Button
The Expand Width Button will expand the width of the container to display all columns defined for
the schedule.

Contract Width Button

The Contract Width Button will contract the width of the container to only show the time, patient and
room number in the schedule.

Close Schedule Button

The Close Schedule Button in the, is the"X" button in the upper right hand corner of the scheduling
container. Clicking this button will close the scheduling container. You must re-query the schedule to
have the book display again.
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Worklist

The Work list is used to communicate about items that need to be addressed on a patients chart.
These include but are not limited to:

Messages, phone and otherwise
Rx and medications refills

Files, documents that need review
Completion of Encounters
Completion of Charge Slips
Dictation

Completion of Encounter Notes
Review of Encounter Notes
Orders

Outbox Items

mbroxson  Medical Faclity ~Appointments  Work List (40-1)  Control Panel ~ Other Pl o+ @ PARADIGM EHR @
Sign Selected Create Message o el mbroxson ra o Current % B
[+] 211 tems [] Message [ ] Rx / Med g [INote [ cutBox
Account Patient Subject Assigned Priority Action Modified
1] J | I I ~I|l v V|| |
|:| N @999369999 Surrett, leffery MNote 34559 mbroxson; 2 Important Review 03/19/2015 10:05:48 AM o
] Q 10026 Weischel Mildred test mbroxsaon; 1 Urgent 02/12/2015 03:59:43 PM
D N QEZ!!SD Curry,Qiang Trystan Mote 33924 mbroxson; 2 Important 12/04/2014 09:48:57 AM
O .Q 10006 Down,Hanna Encounter 33923 on 12/03/2014 \mbroxson; 2 Important 12/03/2014 09:15:36 AM
O |‘QQTE5T1 Test,TC1B Quest 2013Marl4_13.25_FLASMAmbroxson; 2 Important Review 12/03/2014 09:10:15 AM
I:‘ |‘QQTEST1 Test, TC1B (Quest 2013Marl4_14.20_SUREPAmbroxson; 1 Urgent Review 12/03/2014 09:10:15 AM
I:‘ -E [QTEST1 Test, TC1B Quest 2013Marl4_13.55_HEPATI mbroxson; 1 Urgent Review 11/06/2014 01:40:35 PM
M E nopatient test GROUP-Admin; 2 Important 11/04/2014 02:30:36 PM
B | [+ 10026 Weischel Mildred Patient has info in Outbox mbroxson; 2 Important 10/22/2014 10:30:15 AM
M E 10026 Weischel, Mildred testing alert mbroxson; 1 Urgent 10/20/2014 10:36:08 AM
FAlinbox Received Secure Message mbroxson; 2 Important 08/18/2014 02:16:13 PM
E inbox Received Secure Message mbroxson; 2 Important |DB!13{2014 02:16:13 PM
FAlinbox Received Secure Message mbroxson; 2 Important |DBf13f2014 02:16:13 PM
E 10026 Weischel,Mildred LabCorp [08/07/2014 10:5% AM] |mbroxson; M Mew Order |DB!D?{2014 10:58:25 AM
[+ 10026 'Weischel Mildred Patient Referral [07/15/2014 03{mbroxson; M Mew Order |D?f:|5f2014 03:58:49 PM
M E 10026 Weischel, Mildred test mbroxson; 1 Urgent |06f1?f2014 01:23:14 FM
M (4| OREILLYS 0'Reilly,OhhChh Ohh Please Call mbroxson; 2 Important |02,f‘27f2014 11:03:51 AM
B E OREILLYS 0'Reilly,0hh0hh Ohh Fatient has info in Quthox mbroxson; 2 Important |02ﬁjf2014 01:159:11 FM
D N E ABCDEFGHUKZy, Utsrgponmikjihgfedchba  [Note 32259 mbroxsan; 2 Important 02/10/2014 06:33:23 PM
E 10026 'Weischel Mildred Pathgroup [01/30/2014 04:14 PMmbroxson; M Mew Order 01/30/2014 04:14:54 PM
E 10026 'Weischel Mildred Pathgroup [01/22/2014 09:10 PMmbroxson; P Pending Results 01/30/2014 04:13:47 PM
M E 10026 'Weischel Mildred Referral from mbroxson; 2 Important Needs Rx refill 01/30/2014 04:02:38 PM
E 10026 'Weischel Mildred \Atlas Lab [06/07/2012 09:53 AM]mbroxson; P Pending Results 01/22/2014 09:09:41 PM
B E 10014 Smith,Jchn Patient has info in Outbox mbroxson; 2 Important 01/21/2014 01:25:56 PM
] E 10026 Weischel Mildred Supplies mbroxson; 3 At Your Convenig 01/09/2014 02:23:00 PM
E TEST4 Test,AARPA In Office Lab [12/11/2013 04:24 Imbroxson; M Mew Order 12/11/2013 04:24:41 PM
[n E ABCDEFGHIIKZyiv, Utsrgponmikjihgfedchba  [Note 33558 mbroxson; 2 Important 09/09/2013 02:42:03 PM v
[+ 10006 Down,Hanna Dr. Glasscock Imaging [04/11/2{mbroxson; M Mew Order |D4f11f2013 08:47:39 AM

Work List items are created from a patients chart by one of the following methods:

¢ Creating a Message

Creating a new Rx/Medication with an attached work list item
Placing a file in the Pending area of the chart

Filling out and saving any form on a patients encounter.

Starting and saving data to a patients charge slip for an encounter
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Entering certain charges defined under "Administration Work List" on a patients charge slip.
Recording dictation for a patients encounter.

Saving but not signing off a patients notes for an encounter.

Creating an Order.

Placing items in the Patient Outbox.

Work list items may also be automatically put in the system by electronic interface program such as a
lab results program.

51 Selection Toolbar

The Selection toolbar of the WorkList allows you to limit your search of worklist items.

l Sign Selected I Create Message HMH mhbroxson m Worklist: m

The first option allows you to limit the list to all users or a single user. By default your login will the user
defined.

You may also use the Search option to further limit your search. This may be any part of the worklist.
For example if you only wanted high priority items you could enter in "High".

The Set controls which worklist you will look at. The default is the "current worklist". You may also
select the archive worklist. Once a worklist item is completed it will be put in the archive worklist.

5.2 Worklist Legend

The Work List Legend also allows you to narrow your selection of work list items. If you only want so
see work list items of a particular type click in the checkbox next to the type you want. To see all types
click on the Legend option.

[v]all 1tems | [] Message | [ ] Rx [ Med M charge slip |l [J outBox

Click on the legend title to display that type of message.

Dictation work list items will always display in a Frame.
5.3  Worklist Display

The Work List display will show the following header. You may notice up and down triangles on many
of the columns. These allow you to sort the displayed list either ascending or descending just by
clicking on the column header.

| | Account | Patient | Subject | Assigned | Priority | Action | Modified |

You may filter the data in the list by using the filter boxes beneath the header. Some filter boxes are
free text filters while others are drop down select options that show all the available values.

First Column
The first column displays checkboxes next to the File, Encounter, Charge Slip, and Note work list
items in order to select multiple items to sign off on at one time.

Second Column
The second column displays the type of work list item.
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5.4

Third Column

The third column displays a small document icon. You may click on this icon to edit the work list item if
you have permission to do so. A window will display showing the work list item. Make any changes
and then click save.

Account
This column will display the patients account number.

Patient
This column will display the patient's name in last,first order.

Subject
This column will display the subject of the work list item.

Assigned To
This column will display who the work list item is assigned to

Priority
This column will display the priority of the work list item.

Action
This column will display the action to be taken.

Modified
This column will display when the work list item was last modified.

Worklist Edit

The Worklist Edit page allows you to add or update a worklist item.

2 Worklist -- Webpage Dialog
Message |
Patient: Weischel Mildred Account: 10026 DOB: 04,/14/1939 Sex: F Provider: Last M.D_,First M.
Assign: |mbroxson:
+
Subject: |5upp|ies | +|
Priority: |At your Convenience % | Follow-up: |:|
Action: | | - |
Message:
o

History: | Mitchell Broxson(mbroxson) 01/09,/2014 02:23 PM
Assigned to changed from [undefined] to [mbroxson; ]

Mitchell Broxson{mbroxson) 01/09/2014 02:21 PM
Assigned to changed from [undefined] to [mbroxson; ]

Mitchell Broxson{mbroxson) 01/09/2014 02:13 PM
Priority changed from [2] to [3]

e ] o] e |

05/07/2011 02:49 PM jyoung LGN =0 B01/09/2014 02:23:00 PM m
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6.1

The Chart

The Chart is the core of the PARADIGM EHR system. Everything up to this point has been to help you
find a chart. Every attempt has been made to have the PARADIGM EHR electronic chart work the
same way as a paper chart. We took concepts from a physical chart and applied them to the
Electronic chart. These concepts include:

Patient Header

Tabs

Pending Items

The Chart also includes other items to help you navigate the information in the chart.

File List

File Display Area

Layout

The chart is divided into four main sections. They are the Patient Header, Tabs, File List, and File

Display Area.

Patient Chart (Pending)

Abbott,leff

DOB: 09,/02/1964
AGE: 50 Y1
B SEX: Male

Next Appt:04/08/2015 11:20 AM [2 | |

Account Encounter | Recent Inbox Outbox Trash Message | Recall ' h

110484 Create Walk In | Open Rx (med) | Problem | Allergy Track 2]
No Encounter Orders Reports | PER

$ 1832.00

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed.

o

Note Rx | Labs | Xrays Correspondence Messages Insurance Patinfo DOC AVery Long Tab Name Orders Procedures| Cardio| Timed Tab

Pathgroup [04,/10/2012 12
Pathgroup [02/16/2012 12
Medical Order [02/16/201.
Please Call

Please Call

Please Call

Insurance Denial
Xray_20100614144415 tif
Squirrel.jpg
SchoolExcuse_201103161
Encounter 344306
Encounter 341234
Encounter 339780 (Signatul E |08/08/2011
Charge §lip 331585 10/21/2010
Patient has info in Outbox | B |10/26/2011

02/16/2012
02/16/2012
M|08/00/2011
M|08/08/2011
M|08/04/2011
M|03/27/2011
02/16/2012
12/07/2011
02/16/2012
E|04/10/2012
E|11/30/2011

j 9 Medical Hx Family Hx Social Hx Vital Signs DAW CoL PEDHX Exam
mpending = EXC BIP Notes Review of Syst| BIP PEDHX GVBplan LAB Interfaces| GVBNote
File McCoyMNotes
Pathgroup [04/10/2012 O1:§8l04,/10/2012 ) g
eroup [04/10/ /10/ .‘_"‘. - [ Patient |

F'_s is a sticky note for the patient l
B

AGE: 50 Years
SMOKER: current status unknown
SSN: 123-12-1234

Abbott,leff
2010 Castaic Lane
Knoxville , TN 37932

DOB: 09/02/1964
SEX: Male MS: Married
CODE: 110484

HOME: (865) 0B6-0525 WORK: [ )- CELL:{)-
PROVIDER: REFERRING: PCP:
ETHNICITY: Not Hispanic or Latino RACE: White LANGUAGE:
‘ Notes |
‘ Insurance |
# Insurance Policy # Group Holder
1 Blue Cross Blue Shield ZEBS04782238 123952 QRS HealthCare Inc  Abbott Jeff

Medications

Trackable Data

Each of these sections has special controls to help you quickly find information.
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6.2 Patient Header
The Patient Header displays at the top of the chart and shows the basic patient information.

I Patient Chart (Pending) _ Account I Encounter . Recent Inbox Outbox Trash Message | Recall . "Br

Abbott, Jeff 110484 Create Walk In | Open Rx (med) | Problem | Allergy Track

DOB: 09/02/1964 Mo Encounter Orders Reports | PER
AGE: 50 Yr $1838.00
B SEX: Male

Next Appt:04/09/2015 11:20 AM [2] |

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed

o

Same thing using lcons.

| patient chart (Pending) I account [ Encounter Pola AEEIREREE & |alfl Ga
Abbott, Jeff 110484 CreateWalkin | | Ci o

DOB: 09/02/1964 No Encounter
o

AGE: 50'¥r $1838.00
B SEX: Male
Next Appt:04/05/2015 11:20 AM (2] |

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed.

From left to right the Patient Header is divided into six sections.

Patient Photo

Patient Information
Account Information
Encounter Information
Functions and Features
Security and Help

If you hover over the patients name you will see additional information such as the patients address,
phone, and notes.

The Patient Headers has several buttons that will help you easily find patient information as well as
manage files.

Patient Chart / Pending Button
Account Button

Encounter Button

Recent Documents Button
Inbox Button

Trash Can Button

Message Button

Recall Followup Walk in Button
Duplicate Chart Button
Medications (Rx) Button
Problem List (Dx) Button

Help Button (?)

© 2015 QRS, Inc. HealthCare Solutions



94

PARADIGM EHR 14

6.2.1

6.2.2

Patient Photo

This area will display a photo of the patient or the photo place holder

Clicking on the photo or the place holder will allow you to take a new photo of the patient using the
internal photograph software. This can be with either a web camera, or using a Cannon PowerShot
with optional software.

Patient Information

The Patient Information area will display the "Patient Chart (Pending)" button along with relevent
information about the patient. If the patient does not have a date of death it will display the Name,
Date of Bith, Age and Sex of the patient similar to the following:

Patient Chart (Pending) I

Abbott, leff
DOB: 09/02/1964
AGE: 50 ¥r

SEX: Male

Next Appt:04/08/2015 11:20 AM [2]

If the patient has a date of death it will also show the Date of Death. The AGE and DOD are colored to
represent that is the age of the patient at the time of Death.

Fatient Chart (Pending) I

Abbott,Jeff
DOB: 09/02/1964
DOD: 03/15/2010
AGE: 45 ¥r

SEX: Male

Next Appt:04/08/2015 11:20 AM [2]

When displaying old encounters you will also notice the age colored in red. This is the age of the
patient at the time of that encounter.

| Patient Chart (Pending) [

Abbott,Jeff
DOB: 09,/02/1964
AGE:

SEX: Male

Next Appt:04/08/2015 11:20 AM [2]

By hovering over this area you will see additional information in a pop up about the patient.
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NEXNT A0OT

CLICK TO EDIT

2010 Castaic Lane
Knoxville, TW 37932
Marital Status: M
Home: (865) 986-9525

Pathgro Work: () -

Pathgro Cel: () -
Medical| |

Pathgro

Please Call

Filaeea =l

Il

KA

If you have permission to use PARADIGM PLUS, this area will darken when you hover the cursor over

it.

e 09, 2011

fal-Riat-FL Tt

Clicking on it will pull up the patient registration form in PARADIGM PLUS with the defined patient.

= PAT [110484 ] Abbott Jeff -- Webpage Dialog “
PAT QRS Medical Clinic Update Mode
110484 T ssN123-12-1234 4 | uall0484 4 ssN123-12-1234
NAMEAbeT.t,JE'F'F +| NAMEAbbCItT.,JE'F'F +| %
ADDRZ010 Castaic Lane ADDR 2010 Castaic Lane
Knoxwville TH 37932 +| Knoxville TH 37932 +|

HomE (865) 986-9525 CHRT * HoMmE (865) 986-9525 reL O 5l
certC ) - EMP 8] % certC ) = EMP 8] ¥
worikk C ) = EXT work C ) = EXT

pog 09/02/1964 550 vr MsMs sExM g DOB )] coLFT s cLs ¥
E@ML E@ML

PHY  #] RPH +  # LoC | LS + ICD +| +|

DoD I DSF| 9| Fslg
comm USPS 8| ETH Mot Hi spam’cil LANG % RACEWh'itE #
NOTE
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6.2.2.1 Patient Chart (Pending) .

When you first enter a chart this is the default view you will have. The File Display Area will show the
EMC buttons and the Patient Cover Page. The File List will display any pending documents and task
in the work list for this patient.

Patient Chart (Pending) | Account | Encounter | Recent Inbox Outbox Trash Message | Recall &
Abbott,Jeff 110484 Create Walk In | Open Rx (med) | Problem | Allergy Track
DOB: 09/02/1964 No Encounter Orders Reports | PER
AGE: 50 ¥r $1838.00
B SEX: Male

Next Appt:04/08/2015 11:20 AM [2] |

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed.

K

Note Rx| Labs| Xrays Correspondence Messages Insurance  Patlinfo| DOC| AVerylong Tab Name Orders Procedures | Cardio| Timed Tab

j Medical Hx Family Hx Social Hx Vital 5igns DAW oL FEDHX Exam

EXC BJP Motes Review of Syst| BIP PEDHX GVBplan LAB Interfaces| GVBMote

= McCoyMNotes

Pathgroup [04/10/2012 01 A s S
Pathgroup [04/10/2012 12llo4/10/2012 e S0 ] Patient ‘
Pathgroup [02/16/2017 12 |M02/16/2012 This iz a sticky note for the patient
Medical Order [02/16/2012)§]02/16/2012
Please Call M |08/09/2011
iy M08 042011 _
Please Call M|08/04,/2011
Insurance Denial | \M/03/27/2011 Abbott,leff DOB: 09/02/1964 AGE: 50 Years
Xra\:r_201:00614144415.tlf 02/16/2012 2010 Castaic Lane SEX: Male MS: Married SMOKER: current status unknown
Squirrel jpg 12/07/2011 a
schoolExcuse 201103161 02/16/2012 Knoxville, TN 37932 CODE: 110484 SSN: 123-12-1234
Encounter 344306 E 04/10/2012 HOME: (865) 986-9525 WORK: ()-  CELL:(])-
Encounter 341234 E|(11/30/2011 PROVIDER: REFERRING: PCP:
Encounter 339780 (Signatul E |08/08/2011 ETHNICITY: Not Hispanic or Latino RACE: White LANGUAGE:
Charge slip 331585 10/21/2010 ‘ N ‘
Patient has info in Outbox | B |10/26/2011 otes

‘ Insurance ‘

# Insurance Policy # Group Holder

1 Blue Cross Blue Shield ZEB904782238 123952 QRS HealthCare Inc  Abbott Jeff

Medications
Problem List
Allergies
Alerts
Trackable Data

At any time you may click this button to redisplay this information for the patient.

The PENDING file list is synonymous with items that are clipped to a paper chart that need review or
completed before being filed in the chart. You may view / edit any of the PENDING items by clicking
on the file name.

6.2.2.2 Next Appointment

At the bottom of the patient information a Next Appointment button will display if the patient has a
future appointment.

Patient Chart (Pending)

Abbott, leff
DOB: 09/02/1964
AGE: 50 ¥r

SEX: Male

Next Appt:04/08/2015 11:20 AM [2]

This button shows the date time and resource for the appointment.

If you have permission to access PARADIGM PM, then clicking on this button will display that
appointment in the PARADIGM SCHD form.
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e
Update Mode

RES: 2 % Loc:1 % REA: #
TYPE: A% sLIP: 330757

SCHD [110484] AbbottJeff -- Webpage Dialog

SCHD QRS Medical Clinic

paT: 110484 o1 ADDO x|;|
Thursda) 04:’09/’20155 TIME:11:20 AmME

LEN: O

_Elun r‘-'lon. Tue. Wed. Thu. Frl. Sa. Start 12:00 am Stop 11:59 PM EiZ=R[<

Jwﬂé X JWJ% X qué
Thursday ERRERFERES : EEEEED| Thurs EEERE]| Thursday [(EFEEFRFUERES :
IME |LOC|REA|PATIENT NAME LOC |REA PATIENT NAME IME ILDCIREAIPATIENT NA
09:10]1 ofticer,Doyle 1 7:
09:20]1 Thomas ,April D. 1
09:40]1 Guinn,el 1
10:10]1 Lee,Brenda C 1
10:20]1 Back,vivian L. 1
10:40(1 McAmis,wWwillie Mae 1
10:50]1 Justice,wanda 1
11:10]1 overby,Chad M 1
11:20]1 Abbott,leff 1
11:30]|1 Bible,Jennifer L 1
11:40(1 Mullins,Christopt 1
11:50]1 gradford,mason CF 1
02:10]1 SV |Yeary,Pastora M 1
02:20(1 SV 1
02:30]1 SV 1
02:40(1 sv laldred,Barry 1
03:10]1 Pearson,Robin F 1
03:30]1 sluss,Jamie Lee 1
03:40](1 1
(I ) 1
R e U | EEE T [T Cortued 0 Overbsok 0 Checked1n 0 ESSESONN DTN Chesied Out 0
F1-fccept [+]| F2-Remove | | | | Fe-gearch 1] |Fegiear 1] | F11-Meany |

Enter patients name JEENG-duN
< >

Fo-Help 7

Account Information

The Account area shows the patients account number along with the current outstanding balance for
the patient.

Account

110484

$1838.00

If you have access to PARADIGM PLUS the area will darken when you hover over it.

Clicking on it will allow you to view and edit financial data in the NCTR form of the PARADIGM PLUS
system.
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& NCTR [110484 ] Abbott Jeff -- Webpage Dialog
NCTR [1-3] QRS Medical Clinic Query Mode
DOB:09/02,/1964 AGE:47 ¥Yr SEX:M NOTE:
paT: 110484 | pNAME : Abbott, Jeff +| sLIp: 0 |
GuA: 110484 #| GNAME : Abbott, Jeff # VISIT:
vISITH B H zcoa *  PHY! ¥ Aas 8] LABN®
STATEMENT 8] ICDB +  PHYL 4 EempLOoMN & CHG
11 * V3 ICDC # Locl @ aAcDT 8 DoI =
12 % 3 ICDD # RPH % sT & DsI £
ICDE ® FacHFM% EpspTNE  TOF =
ICDF % CLs % EMRG % TOT £
ICDG +| DHA =
ICDH + FS°%  pbwp =

CHARGED - PAID

FROM | TO  |LAST PAY|

1 03,/28/12|03,/28/12 |10/27/12 50, 00 50,00

|1 |11/04/11|11/04,/12| / | 0.

|2 |10/13/11 | 10/13 /11 |11 /14,11 | 50.00 50.00 0.

|1 |04/28/11|05/02/11|11/16/11| 120,00 10,00 -21.74 88
E |11/09/10|05/12/11| F / | 165.00 0.00 0.00 165
E |03/27/11|03/27 /11| | 65. 00 0.00 0.00 65
|2 |/ /7 | 4/ |o3s27s11| 0.00 20.00 20.00 0
E |03/ 10011 |03/ /21 21 /| 62.00 0.00 0.00 62
|2 |12,/07/10|12/07 /10| 12/07,/10| 50.00 50.00 0.00 0.

PENDING CURRENT 30-60 &60-90 S0-120 OWVER 120 TOTAL

o.00 ]
LST ST DATE tsTsTaMnT  [ACEINE AT rese

INS: 50.00 Gua: 0.00 cFs: 50. 00 CA: 0.00 ceaL: 0.00

| |Fatistory |FaNen
[ REREAN  Enter Patient Code for wisit

| Fo-Previous |FESemrch ]| FGid  |FaClear[] |Fii-Menu  |F1zsens

6.2.3.1 Account Button

The Account button allows you to see the current financial status of the patient. It will display both a
summary of all of the visits for the patient as well as allow you to look at each visit in detail.
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Al Jef

DOB: 09/02/1964

AGE: 50 ¥r

SEX: Male
Next Appt:04/09/2015 11:20 AM [2] |

Mote Rx Labs Xrays Correspondence Messages Insurance Patinfo DOC  AVery Long Tab Name Orders Procedures Cardio Timed Tab

The Chart 99

Encounter Recent Inbox Outbox Trash Message | Recall E
Create Walk In Open Rx (med) | Problem | Allergy Track (7]

Mo Encounter Orders. Reports | PER
K

$ 1838.00

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed.

=
All Providers "Abbott,Jerﬁ |
All Locations W
PHY _ [LOC__FROM [[abbottseff |
1 1 03/28/2012 " Blue Cross Blue Shield |
1 1 11/04/2011
2 1 10/13/2011 || |
1 1 04/28/2011
2 1 11/09/2010 SALMONELLA GASTROENTERITIS
2 1 03/27/2011
2 1
2 1 03/10/2011
2 1 12/07/2010
1 1 08/25/2010
1 1 06/11/2010 QRS Medical Clinic
2 1 07/02/2010
2 1 07/02/2010 |[Parker m.0.sames e.
2 1 07/02/2010
1 1 0672372010 [[Parker m.D.James E.
1 1 05/05/2010
sBC |1 06/02/2010 o] I
SR TR DR ToA/CPT_—Doescrpmon fom _To __Trosposunn] o
Charges BENERERERN Aujusuents  iESSEGESH oS EESRCSBUSRNNN 000
R | 183800
< >

On the side of the screen you will see the summary of visits with a total at the bottom. Clicking on any
item on the list will display the detail of that visit in the chart area. You may also narrow your selection
to either a specific provider and / or location.

6.2.4 Encounter Information

The Encounter Information area shows information about the Current Encounter.

| Encounter .

Flintstone M.D. Frederick
QR3 Medical Clinic

Including the slip number, date and time of appointment, resource and location.

If you entered a chart without an Encounter by searching for just a patient, or from the work list you will

see like the following:
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6.2.4.1

6.2.4.2

Encounter |

Create Walk In |

Mo Encounter
Parker M.D_ James E.
QRS Medical Clinic

In this case it displays "No Encounter" and shows the patients normal provider and location. It also
adds the "Create Walk In" button.
Encounter Button

The Encounter Button allows you pull up a previous patient encounter from the electronic chart.
Clicking on the Encounter button will display a screen similar to the following:

Abbott, Jeff 110484 325008 Open Ri(med) | Problem | Allergy Track
DOB: 09/02/1964 SRR 0150 PM
ace: BENE $1838.00 Flintstone M.D. Frederick
SEX: Male QRS Medical Clinic

Next Appt:04/09/2015 11:20 AM [2 ] |

Patient Chart (Pending) | Account | Encounter | Recent Inbox Outbox Trash Message | Recall 3
o

Orders | Reports | PER

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed

[

Encounter | Mote Rx Labs Xrays Correspondence Messages Insurance Patlinfo DOC AvVery Long Tab Name Orders Procedures Cardio | Timed Tab

j 7] CCHPI Review of Syst|| Medical Histo|| Family History| Sacial Histary|| Vital Signs
73 Display Chart With NO Encounter m Charge Slip Create Note 1
DATE RES LOC REA RPH FAC .fl. = E 1 Encounter |

o 12f14/2000 |2 1 - . - . —
o | /2010 = b TIME: 05/07/2010 1:50 PM PROVIDER: Z Flintstone M.D. Frederick LOCATION: 1 QRS Medical Clinic
i1 |11fos,
1. 067142010 2 1 FACILITY: REFERRING: I\EA,S{_}N.
5 |o5/10/2010 (T2 1 Appointment
11 |p5/07/2010 (2 1 Patient |
iz [05/07/2010 2 f1 This iz a sticky note for the patient
5 |osfosfz010 |2 1
1% [osfos/2000 2 1
15 |osfodfzoi0 |2 1
o4 |oafzefz010 |2 1 EI
i1 |04/27/2010 |2 1 Abbott,leff DOB: 09/02/1964 AGE: 50 Years
<% loasza/2000 2 |1 . . . : .
il 2010 Castaic Lane SEX: Male MS: Married SMOKER: current status unknown
75 |0a/1e6/2010 2 1 .

Knoxville, TN 37932 CODE: 110484 55N: 123-12-1234
t¢ [0a/14/2000 2 |1
1% 0372472010 2 1 HOMIE: (865) 986-9525 WORK: ()- CELL:()-
o5 lozf23/2000 |2 1 PROVIDER: Parker M.D.,James E. REFERRING: PCP:
Y5 |12/29/2009 2 1 ETHNICITY: Not Hispanic or Latino RACE: White LANGUAGE:
<Y [12/24/2000 |2 |1 | Notes |
75 |12/23/2009 2 1

| Insurance |

# Insurance Policy # Group Holder

1 Blue Cross Blue Shield ZEB904782238 123952 QRS HealthCare Inc  Abbott Jeff

Medications
Problem List
Allergies
Alerts
Trackable Data

On the side is a list of all of the encounters in the electronic chart. Clicking on one will change the
encounter number and display the cover page. You may then review any information about that
encounter. You also have the option of displaying the chart without an Encounter.

The duplicate icon = will allow you to open the chart in a new browser tab / window instead of
replacing the chart in the existing browser tab / window.

Create Walk In Button

When the patient's chart is displayed without an encounter the Encounter information area will display
similar to the following:
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Encounter

Create Walk In

Mo Encounter
Parker M.D_ James E.
QRS Medical Clinic

The "Create Walk In" button can be used to create an encounter immediately for the patient. Clicking
it will pull up the Followup / Recall / Walk in dialog.

& | Followup / Recall / Walk-In -- Webpage Dialog
Patient 110484 Abbott Jeff
Type -
Time 1 - Days ~
Resource | @
Location E]
Reason
Notes

Save

Future Appointments, Recalls and Follow-ups

Type Date * Reason Provider Location Note
Appointment 06/08/2010 08:40 AM|[ ] Tinnel LPN, Tammy [4 ] QRS Medical Clinic [1 ]

Appointment 06/03/2010 11:50 AM [ ] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ]

Appointment 06/02/2010 11:45 AM [ ] Clark FNP,Mary [9 ] QRS Medical Clinic [1 ]

Appointment 05/27/2010 Blood Work [BW ] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ]

Appointment 05/27/2010 Drug Screen [DS ] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ]

Appointment 05/24/2010 03:10 PM [ ] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ]

Appointment 05/19/2010 10:00 AM|[ ] Clark FNP,Mary [9 ] QRS Medical Clinic [1 ]

Appointment 05/18/2010 [1] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ]

Appointment 05/06/2010 [1 Flintstone M.D. Frederick [2 QRS Medical Clinic [1 ] stich remaoval
Appointment 05/06/2010 [1] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ] note one note tv
Appointment 05/05/2010 09:15 AM [ ] Flintstone M.D. Frederick [2 QRS Medical Clinic [1 ]

I T | k

Select the Resource an Location for your encounter and Save. An appointment will be added to the
appointment schedule for that resource and location for the present time. The chart will then be
redisplayed with the new Encounter.

6.2.4.3 Patient Flow

When a patient is displayed with an encounter number, you will also have options to control the patient
flow. (These same thing can be done on the Appointment schedule).

6.2.4.3.1 Check In Patient

If the patient has not been checked in you will see the following:

© 2015 QRS, Inc. HealthCare Solutions



102 PARADIGM EHR 14

I Encounter .

'03/19/2015 09:30 AM
Flintstone M.D. Frederick
QRS Medical Clinic

Check In Patient

By clicking the "Check In Patient" button the patient will go through the check in process and the chart
will redisplay.

6.2.4.3.2 Register

If the patient has been checked in you will see the following to register the patient.

| Encounter .

351372

03,/19/2015 09:30 AM
Flintstone M.D. Frederick.
QRS Medical Clinic

6.2.4.3.3 Place in Care

After registering the patient, you may place them in care by assigning a room number.

Encounter

After they are placed in care, you will see the following and can change the room number by clicking
on the room number field.

Encounter

351372
03,/19/2015 09:30 AM

Flintstone M.D_ Frederick}
QRS Medical Clinic

6.2.4.3.4 Patient has checked out

If the patient has checked out and the chart is displayed you will see the Encounter area show as

follows:

Encounter -
351372
03,/19/2015 09:30 AM

Flintstone M.D. Frederick
QRS Medical Clinic
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6.2.4.3.5 Hover to show times

When you hover over the Encounter area you will see information about the appointment as well as
the flow times.

Patient Chart (Pending) Encounter

. . 30473 Rx (med)
Weischel,Mildred 05/15/2015 08:29 AM |[emu—

 DOB: 04/14/1939 George Provider, M.D.
AGE: 76 Yr Doctors Office Knoxvill

Slip: 39473
Encounter| Notes| Rx| Labs| Xrays| Procedures| Time: 051572015 08:29 AM B
}E_ Provider: 1 George Provider, M.D. i
Location: 1 Doctors Office Knoxville B
Bl rendin: R =1L ] E Faciliy: -
Referring: i
Reason:
LISINOPRIL TABLET 10 MG Motes:

Medical Test [04/08,/2014
Medical Test [04/08,/2014
Medical Test [04/08,/2014
Solstas [04/08/2014 12:04 ([l04/08/2014

BAdadic=l Tart [MA fnd F3md A A fng Fena A

08:29 AM Checked In
08:29 AM Registered
08:29 AM In Care

Lo

6.2.5 Functions and Features

The functions and Features area displays buttons for related to the patient and security assigned to
you. Not all of functions and features may be available to you based on your security profile. This
area is also used to display if a patient has alerts that must be addressed.

Recent Inbox Outbox Trash Message | Recall

Open Ex (med) | Problem | Allergy Track

Orders Reports | PER

This is an area for a crucial note. This note will display in the ﬂ
patient header as long as the chart is displayed.

6.2.5.1 Recent Documents Button

(YThe Recent Documents Button will by default display a list of all documents added to the patients
chart since the last encounter. You may change the Since Date to expand you list by clicking on the
calendar icon and selecting a new date.
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6.2.5.2

6.2.5.3

| Patient Chart (Pending) - Account l Encounter Recent Inbox Outbox Trash Message | Recall E
Abbott,Jeff Create Walk In Open Rx (med) | Problem | Allergy Track @

DOB: 09/02/1964 No Encounter Orders | Reports | PER
$ 1908.00 Parker M.D.,James E.
SEX: Male QRS Medical Clinic

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed.

MNote Rx Labs Xrays Correspondence Messages Insurance Patinfo DOC AVery Long Tab Name Orders Procedures Cardiu| Timed Tab
al .:.l_"‘,‘;l Attach toOrderl Link FiIeI Sticky Notel Historyl EditI Ranamel Mcwel TrashI Info | Imaging ult: ile 2 A

Date: g
POF
ools

o

Next Appt:04/09/2015 11:20 AM [2] |

W@ MEReE- 1= FEN)| LW ) 2t
\%Zoomln'ﬂj 2% @ Q. ®o- - & $ G-

The Date, Tab, and File name are displayed and sortable by clicking on the BA on the column.

Inbox Button

&= The Inbox button will allow a user to view the content of the inbox while in a patients chart. Upon
viewing a file in the inbox you may move it directly into any Tab for the patient displayed. See Inbox
Button.

Patient Chart [Pending) Account Encounter Recent |[Inbox | Outbox | Trash | Messagze | Recanl H
Abbott,Jeff Create Walk In Open Rx {med] | Problem | Allergy Track [~

DOB: 09,/02/1964 Mo Encounter Orders Reports | PER
AGE: 50 ¥r $190800  parker M.D,James E.
SEX: Male QRS Medical Clinic

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed.

o

Next Appt:04/09/2015 11:20 AM [2 | |

Note Rx | Labs | Xrays Correspondence Messages Insurance Patinfo DOC AVery Long Tab Name Orders Procedures| Cardio| Timed Tab

9 maging S
9

-4 ][E1][ ] [wign V] [Rotate [0~ v] [Print &)

Drummond
> > g I'Ollp A

The Inbox can be used as an exchange area for files that are wrongly filed. For example: You
accidentally filed a document in one "Smith,John" account then realized it was the wrong "Smith,John".
You can move the file to the inbox from the wrong account. Pull up the right account and move the
file from the inbox to the proper Tab.

=] Attach to Order | Link File | Sticky Note | History | Edit| Rename | Move | Trash | info

_ Date

Tlos/28/2015 | | Tmage Viewer Width 214 Height 82 Sire

Outbox Button

i:".'i The Outbox button will allow a user to view the content of the patients outbox. Files are places
here by clicking on the outbox icon in the Document Header when a document is displayed in the File
Display Area.
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| Patient Chart (Pending) _ Account l Encounter . Recent Inbox Outbox Trash Message | Recall -?

Abbott, Jeff 110484 Create Walkin | Open [ Rx(med) | Problem | Allergy Track

DOB: 09/02/1964 Mo Encounter Orders Reports | PER
i $1908.00 Parker M.D. James E.
SEX: Male QRS Medical Clinic

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed.

K

Next Appt:04/09/2015 11:20 AM [2 ] |

Mote| Rx Labs Xrays Correspondence Messages Insurance PatlInfo DOC  AVery Long Tab Name Orders Procedures CardiD|TimedTab|

|

al :‘_‘;I Remove from Outhoul

Current Immunizations - Vaccinations

D Current Immunizaticns |«
[ ecH_2011092710172
[ c15_20110927101231 { =} DOB: 10/03/1964
[[] pER__ASTHMA pdf AGE: 47 Years
| SEX: MALE

Patient: Jeff Abbott

The outbox allows you to create a list of files to export to a patient or other entity specifically for that
patient. (IE. Copy of the patients chart). The Outbox has several functions that you may perform.

This is to export the documents to the QRS Patient Portal. If you participate in the Patient Portal
and the patient has created an account and elected to receive documents via the portal this button will
appear. By clicking on it you will be prompted.

Message from webpage k u'
; e —

:I Do you want to send all the files to the QRS Portal.

; l Cancel

Clicking OK will send them to the QRS Patient Portal. You will then be prompted to remove the files
from the outbox.

Files are sent to the PORTAL via the PORTAL interface. This utilizes a VPN (Virtual Private Network)
to connect to the PORTAL server. The data is then transmitted through the VPN using SSH protocol
for encryption within the tunnel. Thus providing redundant security for the data in transit from your
server to the PORTAL server.

22 This button will allow you to create an archive of the files. After the Archive is created you will be
prompted to download the archive file.

r ™
oo i

Do you want to open or save this file?

i MName: Abbott,Jeff.zip
Type: Compressed (zipped) Folder, 16.2KE
From: arrah
I Open ] [ Save ] [ Cancel

Always ask before opening this type of file

I--"\ While files from the Intemet can be useful, some files can potentially
@J ham your computer. f you do not trust the source, do not open or
B save this file. ¥What s the risk?
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From hear you may save the archive to a removable media (IE, CD-ROM, Thumb Drive, Floppy) to
give to the patient, or save it to your computer to email to the patient. The Archive created is an
encrypted "zip" file and given a password. The Password is the patient's account number.

*NOTE* Your office should have a policy in place for giving the password for a file to ensure the
person asking is who they say they are. Such as, validate SSN, DOB, Address, Phone etc.

After you save the archive you will be prompted to remove the files from the outbox.

1 This button will prompt you to remove the files from the outbox. If you click OK, all the files in the
outbox will be removed. It is good practice that after you create an archive that you remove the copies
of the files in the outbox.

6.2.5.3.1 Viewing the Archive

6.2.5.4

The Archive Created will include all of the files in the Patients outbox along with an index file. The
index file list the contents of the archive and provides a SHA1 checksum of each file to verify integrity.

The Archive is an encrypted ZIP file (AES-256) that will require a password to open. The password is
the patient's account number. Most modern operating systems have the ability to extract the zip file.
Use your tools to extract the zip file.

Clicking on the index.htm file should display the archive index (manifest) similar to the following. The
SHA1 checksum is the for the uncompressed (unzipped) file.

=X

W& C\Users\JefRDesktopVAbOTE IEfindexhitm & Windows Intemet Expiore

QI & ctsesvevesopsbotatinde - 4| X

< Favorites | @ C:\Users\Jeff\Desktop\ Abbott Jeffi... B v v d® v Pagev Safetyv Tookv @~

';l Google P

-

| File | SHA1 Checksum
|Cm'erPage.hnn |3836‘f1 57595746b5295edc48 2eeeddf4b2e5901b
Ilnsurance SCAN 201003241 55303.tif|2d026550b45 laba36a407386352580a80c802b223
|Xraw_.-'s Knee result pdf |ﬁcl 39972e8def3chasfalT431c87adaSachb3s2

& Computer | Protected Mode: Off

You should be able to view each file by clicking on the file, assuming your computer has a program
capable of reading that file format.

Trash Can Button

I The Trash Can Button will display the contents of the trash can folder. The Trash can folder is a
special folder where files go when put in the trash can.

The Trash can be used as an exchange area for files that are wrongly filed. For example: You
accidentally filed a document in one "Smith,John" account then realized it was the wrong "Smith,John".
You can move the file to the trash from the wrong account. Pull up the right account and move the file
from the trash to the proper Tab.
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6.2.5.5 Message Button
The Message button will allow you to create a message for the patient. A Message is a work list
item and will show on the work list of the user(s) and / or group(s) that it is assigned to. It will also
display in the patients Pending folder.

The Message is unique in that when the message is Archived, it will automatically move to the Tab
defined for messages in the dataset setup.

After clicking the Messages Button the Message / Work List form will display:

el Worklist -- Webpage Dialog
Message |
Patient: Abbott Jeff Account: 110484 DOB: 09/02/1964 Sex: M Provider: Parker M.D. James E.
Assign:
+
Subject: | |ﬂ

Priority: | Important ~| Follow-up: I:I
Aﬂt'mn:l |ﬂ

Message: ﬂ

Save

Here you must enter a subject of the message, and assign it to at least one user or group, then save
the message.

Quick List are available for the Subject and Action. The Sentence builder is available for Message and
Response.

6.2.5.6 Recall Followup Walk in Button

E2 The Recall Followup Walk in button allows you to create any of the defined for the patient. When
you click this button a window will display allowing you to enter the information as well as show a list of
Future appointments, Recall, and Follow-ups.
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& Followup / Recall / Walk T WebpageiBioiog : gl

Patient
Type Followup -
Time 1 - Days ~

Resource 4 |Tinnel LPN. Tammy

Location 1 |QRS Medical Clinic
Reason

C3(CIED

Notes

Save

Future Appointments, Recalls and Follow-ups

Type Date * Reason Provider Location Note

Appointment 06/08/2010 08:40 AM|[ ] Tinnel LPN, Tammy [4 ] QRS Medical Clinic [1 ]

Appointment 06/03/2010 11:50 aM [ ] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ]

Appointment 06/02/2010 11:45 AM|[ ] Clark FNP,Mary [9 ] QRS Medical Clinic [1 ]

Appointment 05/27/2010 Blood Work [BW ] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ]

Appointment 05/27/2010 Drug Screen [DS ] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ]

Appointment 05/24/2010 03:10PM [ ] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ]

Appointment 05/19/2010 10:00 &AM|[ ] Clark FNP,Mary [9 ] QRS Medical Clinic [1 ]

Appointment 05/18/2010 [1 Flintstone M.D. Frederick [2 QRS Medical Clinic [1 ]

Appointment 05/06/2010 [1 Flintstone M.D. Frederick [2 QRS Medical Clinic [1 ] stich remaval

Appointment 05/06/2010 [1 Flintstone M.D. Frederick [2 QRS Medical Clinic [1 ] note one note tv

Appointment 05/05/2010 03:39 PM [ ] Tinnel LPN, Tammy [4 ] QRS Medical Clinic [1 ]

Appointment 05/05/2010 09:19 AM [ ] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ]

] n k
e

Follow-ups are put into the PARADIGM appointment schedule and instruct the administrative staff to
schedule an appointment on or about that time for the resource, location, and reason that you specify.
These are typically things such as follow-up in two weeks for lab work.

Recalls are put into the PARADIGM appointment schedule and are used to contact the patient in the
future to schedule a new appointment. Such as 6 months form check up.

Walk-ins are used to schedule patients immediately for a resource, location or reason. When
scheduling a Walk In, the Encounter will change to the new Walk in when it is saved.

By hovering and clicking on an appointment in the appointment list it will open the appointment in the
PARADIGM scheduling form if you have access.

6.2.5.7 Duplicate Chart

14 The Duplicate Chart (Open) button will open the same chart in a new Tab / Window. (even if your
default is frames).
This can be helpful when needing to look or copy some text from another part of the chart to the form
you are reviewing.

6.2.5.8 Medications (Rx) Button
To view or modify a patient’s medication record, click on the =1 ‘Rx (med)’ button in the
Patient Header section of the chart. The top section of this screen is the action section that

allows you to work with multiple medications at the same time. This rest of the screen is
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broken up into Current Medications, Discontinued Medications, and Cancelled Medications.
In the top-right corner of the screen, you will see a “Reload Data” button. This button allows
you to reload the patient’s information that is currently saved to the server. You can use this
button to discard any changes you've made to a patient’s medication record during the

current session.

-l
Wtp:/ ey e/ emt. egitform= chanBtab=Pendingfipat_code=TEST O ~ & i| + PARADIGM EHR [mbrowmson) # TestPatient [TEST ] | N A1
Fatient Chart (Pending) | Account | Encounter | Recent | Inbox Outbox | Trash | Message| Recall | Open | a8
Test,Patient TEST Create Wakin | Rx (med)| Problem | Allergy | [NBENENE Track | Orders | Reports | 7|
| DOB: 03/17/1970 No Encounter Procedun| PER
AGE: 43 ¥r $ 0.00 Glasscock 0.0.,T. Donet
| ‘ SEX: Female Princeton Family Healthcar L}
|| Motes | Rx Labs Xrays| Procedures Cardlo| Orders Correspondence  Messages Insurance| Pat Info| 01234567 B9ABCDEFGHL
Vitals Medical Hx | FamilyHx | SocialHx | CSCCEsam | CBLINE | OPTICAL | tab grid |
Patsert Glanct
=i _Patient |
Failled E-Rx Plavix 75 o

(Quest Diagnostics [04
Encounter 33258

Tesl, Patient 771970 AGE: 43 Years
123 Any Strest le MS: Marnied SMOKER: zrmaker
Roanoke , Vi 24038 T SSN: 111-11-1110
4) 111-1111  WORK: (304) - CELL: (304) 222-2222

G FCP:
erician Indian or Alaska NativiLANGUAGE: Englich

Notes |
[ Insurance |
# Insurance Puolicy # Group Halder
1 Railroad Medicars 111111110 5642134859 Test

PROVIDER: Glasscock D.O.,T.
ETHNICITY: Higpanic or Lating

6.2.5.8.1 Indicators

The left column of each medication record is a ‘Reviewed’ column; this column indicates if
any user has reviewed a medication with a patient on the current day. To set a medication
as ‘Reviewed’, click the left column and the box will turn orange with a black “R” in it; you
can un-mark the medication as being reviewed by re-clicking the “R”.

The next column to the right indicates that a medication has been Added Today, Updated
Today, or is New. This column will have a green background and a black “A”, “N”, or “U” for
Added, New, or Updated. A New medication is one that has not yet been saved to the
patient’s chart; these are the only medication records that can be removed from the patient’s
chart by clicking on the “N”. After a medication has been saved to the patient’s chart, it
changes to an “A” (Added today) and can no longer be removed; instead, you must change
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the status of the medication to ‘Cancelled’ and then select a reason.

The third column is a worklist indicator. This column can contain an “E”, for Pending in
EHR, or a “P”, for Pending in NewCrop. If this column has one of these indicators in it, you
can click on the letter to open the worklist item.

e # http:/ara/ e/ emi.cgitform= chanftab=Pendingfipat_code=TEST 2 = & ||+ PARADIGM EHR (mbroxson) + Test Patient [TEST | x
— d . — . P | o - Lan P x_ﬁ,
=] Test,Patient [TEST] Medications / RX List -- Webpage Dialog
\ E Loglnlo E-Rx| Search Patient Test's Medications: | | __T.,!
Checked Medication Actions: Change Status: | | Stop Date: 07/31/2013 |8 Save Status|  Prescribe | Merge |
Current Medications
Medication Sig Started Reason M| Issued |Disp| Ref
Bl |7|=Plavix 75 mg 1 daily 07/01/2013 I lo7/31/2013(30 |2
RIAE| | ® Zoloft 15 mg tablet 1 daily [
RIN| || Mintuss MS 2 mg-10 mg-5 mg/5 mL Syru| + |0 |3 O=
TEE . I
Discontinued Medications
Medication Started Reason Stoped Status
Al | |EXanax 1 mg tablet As neaded 06/30/2013 [To escape 07/31/2013 DisCoOnLinL e
N M= -
Cal 5
Medication Started Reason Stoped Status
RIA| |~ |® Upitor 20 mg tablet Wrong Medication 07/31/2013 Cancelled
R - Reviewed Today | A - Added Today | N - New (Mot Saved) | U - Updated Today | E - Pending in EHR | P - Pending in NewCrop |

6.2.5.8.2 Fields

The forth column of a medication is a checkbox that allows you to select multiple
medications and perform actions to all of them at one time. The actions that can be
performed are: change the status of medications, prescribe medications, and merge
medications. These actions are in the top section of the screen and can only be performed
if you have at least one medication selected.

The next column contains a plus sign that is used to expand the view of a medication. From
this expanded view of the medication, you can add or edit notes, administered by, dispense
quantity, and number of refills. Below this row, you will see any history that is associated
with this medication.

The next columns are the specific information related to a medication record. You may
modify the record directly by clicking on the table cell and typing directly into it. You will also
notice that after you click on one cell for a medication, all of the quick list widgets become
active for that medication.
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The right three columns on the current medication list are the last issuance details. These
are the last date the medication was prescribe, the quantity dispensed last, and the last
number of refills given.

- =
e # hitp://arra/emr/eme.cgifform=chart8tab=Pendingfpat_code=TEST O = C ||+ PARADIGM EHR (mbroxson) + Test,Patent [TEST | b
— L R - I — Loy Ir Laa |
| 3 Test,Patient [TEST] Medications / RX List -- Webpage Dialog 1
| & LogIno E-Rx| Search Patient Test's Medications: | | E
Checked Medication Actions: Change Status: v| Stop Date: 07/21/2013 |7 Save Swaws| Prescribe | Merge |
Current Medications
Medication Sig Started Reasan M| Issued |D|sp| Raf
Al | |® Plaviz 75 mg 1 daily 07/01,/2013 I 0?.-'31,{2013_30 _2
RNE W | ® Zoloft 15 mg tablet 1 daily I
(= E [+ = [-C
Discontinued Medications
Medication Started Reason Stoped Status
Al || Xanax 1 mg tablet As needed 06/30/2013 |[To escape 07/31/2013 Discontinue
N = *
Cal 5
Medication Started Reason Stoped Status
RIA| [|* Lipitor 20 mg tablet Wreng Medication 07/31/2013 Cancelled
L3

R - Reviewed Today | A - Added Today | N - New (Mot Saved) | U - Updated Today |E - Pending in EHR | P - Pending in NewCrop |

J

6.2.5.8.3 Prescribing

To prescribe a medication, or multiple medications, start by entering the medications you
want to prescribe. Select the corresponding checkbox for all of the medications you want to
prescribe and click the ‘Prescribe’ button. This will prompt the ‘Prescribe Medication’ dialog
box to pop up. Enter the prescription and issuance information for each medication. If you
need any medications placed on the worklist for follow-up at a later date or by another user,
you can set that information here as well. When you are done with all changes, you must
click the Save bar at the bottom of the page.
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@" : | * hirp//ama/emi emi.ogilforms chanfab=Pendingfupat_code=TEST O ~ & _ + TestPatient [TEST | x

=

Loginio E-Rx| Search patient Test's Medications: L4
| |Checked Medication Actions: Change Status: | Stop Date: 07/31/2013 |[F] Sawe Stats| Prascribe| Mergs
Current Medications
[ |_|_|_ Medication Sig Started Reason M Issued |Disp|Ref
i | [8] |7|®Mintuss MS 2 mg-10 mg-5 mg/5 mL Syrup C
g | |8 |T[=lPlavix 75 mg 1 daily 07/01/2013 I |o7/31/2013[30 |2
¢ [RAE[ = zoloft 15 mg tablet 1 daily r
£ mE . I
Discontinued Medications
| | | Medication Started Reason Stoped Status
I|_ |=Xanax 1 mg tablet Az needed 06/30/2013  |To escape 107/31/2013 Discontinue:
M= -
Ca
N Medication Started Reason Stoped  Status
RA |~[®|uipitor 20 mg tablet Wrong Medication |07/31/2013 Cancelled
I|— | #|Mintuss MS 2 mg-10 mg-5 mg/5 mL Syrup Wrong Medication |07/31/2013 Cancelled

b

6.2.5.9 Problem List (Dx) Button

& Clicking the Problem List (Dx) button will display the patients problem list in a window.

This list is divided into active, inactive and resolve problems.

You can add, modify, and remove Problems directly within the grid layout.

Problem History can be seen by expanding a Problem record by clicking the plus sign.
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E Search leff Abbott's Problems:
Checked Problem Actions: Change Status: j Resolved Date: |03/18/2015 Save Status Change Remove
Current Problems
P Onset Type Problem Status Treating Provider Note
[|Elo |os/o3/2010 Diagnosis CONSTITUTIONAL RED BLOOD CELL APLASIA [
[C|Elo  |12/18/2009 Diagnosis DEPRESSIVE DISORDER NOT ELSEWHERE CLAS|active
[C|Elo |12/03/2010 Diagnosis GLAUCOMA W OTH LENS DISORDERS [365.59| ICraig Cole Anderson
M|®Elo  |11/02/2010 Diagnosis HYDRONEPHROSIS [591]
[|#lo |11/04/2010 Diagnosis MALIGNANT NEOPLASM OF PROSTATE [185] Michael W. Bratton
[C|®o |06/24/2011 Diagnosis RUBEOSIS IRIDIS [364.42] E James Barham M.D|
C|Hlo (12/21/2009 Diagnosis TOXIC GASTROENTERITIS AND COLITIS [558.2
[ 1 |06/28/2011 Diagnosis HEMOGLOBINURIA HEMOLYSIS EXT CAUSE [2iResolved E James Barham M.D|
[[E1 |o6/24/2011 Diagnosis IRRITABLE BOWEL SYNDROME [564.1] active IThomas A Browning
N
Inactive Problems
Onset Type Problem MNote
[ 12/21/2009 Symptom chills-no chills
P Onset Type Problem Resolved Date Note
[|#lo |12/18/2009 Diagnosis DERMATITIS DRUGS MEDICINES INTERN [693.0] 12/21/2009 note test
A- Added Today | N - New [Not Saved) | U- Updated Today

6.2.5.10 Allergy

L Clicking the Allergy button will display the patients allergy list in a window.

© 2015 QRS, Inc. HealthCare Solutions



114 PARADIGM EHR 14

£ Allergy List -- Webpage Dialog
Patient: |1710434 Abbott, Jeff
Type: EEEENIEE Y -
Source: | :
Beaction: | +

Date Identified: |03/19/2015 Inactive Date: I:I
Save Remove

m Active Allergies
Type Allergy Source Reaction Identified
IC] orue Aspirin Razh 04/21/2010
[C] misc Bees Edema, Insemnia 11/04/2010
[C] En. Indemethacin 08/15/2010
IC] e Marphine Itching 04/21/2010
IC] Fooa milk 12/03/2010
|C] Food peanuts 12/03/2010
I| Inactive Allergies
Type Allergy Source Reaction Inactive
[C] Foea Feanut Butter burps 04/21/2010

This list is divided into active and inactive allergies.

From here you may Enter new Allergies, Update Allergies, Remove Allergies or print the Allergy list.
6.2.5.10.1 No Allergies

The patient may have no allergies. When you first enter the allergy form and the patient has no
allergies recorded it will display as follows:

Patient: UG 13 ngranm.weagin Kea
Type: v
Source:
Reaction:
Date Identified: 05/02/2011 Inactive Date:

[ﬁ Remove Clear |

[ Patient has no recorded allergies. Click Here to report "No known allergies”. |

By clicking on the button bar, it will record that there are no known allergies for the patient and display
as follows:
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Patient:

Type: oelectType -

Reaction:

Source:

Date Identifiesd: 05/02/2011 Inactive Date:

No known allergies for patient.

By adding an allergy it will change the status and display them. If you remove all the allergies it will
revert back to no recorded allergies.

6.2.5.10.2 Add a new Allergy

You may Add new allergies to the allergy list by completing the form and pressing the Save button.

FPatient:
Type: Select Type -
Source:
Reaction:

Date Identified: 05/02/2011 Inactive Date:

Select the Type of allergy. (Food, Drug, Misc)
Identify the source and reaction of the allergy.
And Set the date of onset or reported.

Click "Save" to save the information.

6.2.5.10.3 Edit Exisiting Allergy

By hovering over the allergy in the allergy list and clicking you may edit or remove an existing Allergy.
The allergy you selected will be displayed in the form.

Make the changes and press the "Save" button.

If you enter and Inactive date and save the allergy it will appear on the Inactive allergies list.

6.2.5.10.3.1 Remove an Allergy

Follow same procedure as above and click Remove button.

6.2.5.10.4 Print Allergies List

Press the Printer Icon button to print the allergy list. It will only print the sections of the list that you
have displayed using the button bars.

6.2.5.11 Alerts and Reminders

@ Clicking the Alerts button will display the patients Alert list in a window.
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21 Abbott Jeff [110484] Alert / Reminder List -- Webpage Dialog
El Enter New Alert/ Reminder |

Active |
Date v P Active Alert Follow up

12/09/2014 11. Colorectal Cancer Screening

12/07/2011 OE. Fatient Has Ambien

12/07/2011 OE. Influenza Vaccination

12/07/2011 O&[ff Male over 40

12/07/2011 GE. Prostate Cancer Screening

08/03/201110L IGIV

06/24/2011 04. Glaucoma Screening

11;0-1;201001. Allergic to Bees

05/07/2010 esfff] High Blood Pressure Risk 03/28/2012
D’B}U?ﬁﬂiﬂﬂ!. has more than one drug

Date ~ Addressed Alert
08/08/2011 08 DTaP
08/03/201102 RIG

08/03/2011 02 MMR
08/03/201102 DTaP
07/18/2011 03 Hep B, adult
07/18/2011 02 DTaP-IPV
07/18/2011 02 Hep 4, adult
07/18/2011 02 Hep A, ped/adol, 2 dose
07/12/2011 08 DTaP-Hib
07/12/2011 089 Hep &, NOS
07/11/201108 DTaP

Mot Applicable

Date ~ Not Applicable Alert

< >

This list is divided into three areas active, addressed and Not Applicable.

The Active List shows the Priority of the alerts as either High (in red) or Low (in yellow). It also displays
the Follow up date if defined. The Alert button and notification area of the Functions and Features will
display in red if there are active alerts that are in need of attention because the follow up date has
been reached.

Alert definitions are created by the administrator. These definitions are reviewed each time a chart is
entered to see if the patient meets the criteria for that alert. If so the alert will be added to the patients
active alert list to be worked. Alerts can be based on

patient data, problem data, medication data, allergy data and track able data. Contact your system
administrator for the setting up alerts and reminders.

From here you may also Enter new Alerts and Reminders specific for this patient, As well as modify
them and print the list.

6.2.5.11.1 Edit/ Work and Alert

By hovering over the Alert in the list and clicking you may edit or work it. This will display the Alert in a
window.
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ID

Active

History
Date Time * User Change From To
05/05/2010 05:13 PM jeff Priority High Low
05/04/2010 06:27 AM jeff Follow-up 05/18/2010
05/04/2010 06:26 AM jeff Follow-up 05/18/2010
05/04/2010 06:25 AM jeff Follow-up 05/02/2011
05/03/2010 09:18 PM jeff Follow-up 05/02/2011
05/03/2010 04:12 PM jeff Priority Low High
4| T |

‘ ‘Enlered ‘ 03/17/2010 12:36 PM Auto ‘Hodiﬁed | 05/05/2010 05:13 PM jeff

Make the changes and Update press the Save button.

Your changes will be logged in the History of the alert and saved.
6.2.5.12 Trackable Data

Trackable Data are data elements that you may want to track over time. These include things such as
vitals, lab results etc. This data can then be used to generate reports or graphs plotting trends on the
information. Trackable data can also be used for more static information that must be captured for
reporting purposes such as Race.

Clicking the Track button will display the current trackable data for the patient.
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Abbott Jeff [110484] Trackable Data List -- Webpage Dialog

gl Enter New Trackable Data | Graph Trackable Data |
Type Date Data Description Value Mote
[ vl | I | I
Clinical |10/04/2011 110 DTaP-Hep B-IPV RX¥MN:204525%310752+763103:MANLImmunization Entered on
Clinical |10/04/2011 133 Prneumococcal conjugate PCV 13 |REN:B54831:MANUWALLOT:S1451{Immunization Entered on )
Clinical |10/04/2011 B7 IGIV E&Ma b RXM:MANULOTAMNT:UNIT: Immunization Entered on
Clinical |10/04/2011  |[Smoking Status Trivial smoker 266920004 Less than one cigarette/d
Clinical |08/09/2011 03 MMR RXN:762B20:MANULOTAMNT:UNImmunization Entered on
.all|Clinical |08/09/2011 107647005 Weight in lbs 200
«all |Clinical 08/09/2011 162755006 Height in Inches 72
«all[Clinical |08/09/2011 163030003/ 163031004 |Blood Pressure Sitting (Systolic /[120/20
Ll [Clinical (0B/09/2011  |60621009 Body Mass Index 27.13
Clinical |08/08/2011 20 DTaP RXM:204525:MANU:BAHLOT:AMNTImmunization Entered on
Clinical |08/03/2011 20 DTaP RX¥MN:204525:MANULOT-AMNT:UNImmunization Entered on
Clinical |08/03/2011 34 RIG REXMN:MANLADLOTAMNTUNIT: [Immunization Entered on
.all[Clinical |07/26/2011 107647005 Weight in lbs 200
«all |Clinical 07/26/2011 162755006 Height in Inches 76
«all |Clinical 07/26/2011 60621009 Body Mass Index 24.34
«all|Clinical 07/21/2011 107647005 Weight in Ibs 200
«all|Clinical |07/21/2011 162755006 Height in Inches 71
.all|Clinical |07/21/2011 163030003,/163031004 [Blood Pressure Sitting (Systolic /|115/70
Clinical |07/21/2011 30 HBIG REMN:MANL:LOTAMNT:UNIT: Immunization Entered on
.all|Clinical |07/21/2011 (364075005 Heart Rate (pulse) LLE 72
Ll [Clinical (07/21/2011  |60621009 Body Mass Index 27.83
Clinical |07/18/2011 106 DTaP, 5 pertussis antigens RXMN:MANUABLOTAMNTUNIT: [Immunization Entered on
«all|Clinical 07/18/2011 107647005 Weight in lbs 200
Clinical |07/18/2011 110 DTaP-Hep B-IFV RXM:204525%3107524763103:MANLUImmunization Entered on
Clinical |07/18/2011 130 DTaP-1PV RXMN:2045254763103:MANU :LOT::Alimmunization Entered on| v

From here you may search, print, enter new data, or edit existing data.

6.2.5.12.1 Search

At the top of the columns are filter headers that allow you to filter the data (search) for specific values.

T Date Data Description Yalue Mote
- pulse|

Cl08/25/2010  |Pulse 76

Gq06/23/2010  |Pulse a0

Ge05/20/2010  |Pulse g9 LLE

Gg05/20/2010  |Pulse 70 LUE

Gg05/20/2010  |Pulse a0 RUE

Enter the value into the filter header to refine your search.

6.2.5.12.2 Print

Pressing the Print Icon button will print the list that is currently displayed.
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6.2.5.12.3 Enter New

Pressing the "Enter New Trackable Data Object" will allow you to enter a new patient trackable object
for the patient. The following form will appear.

Date 10/26/2010 [
Unique 0

Type General -

Data | [¢
Value

Note
‘ Remove

Select the object you want to track and assign it a value.

The Note is optional

The Date defaults to the current date. If the data you are tracking is static and does not change over
time, set the date to "00/00/0000"

If you have multiple of the same item for the same date use the Unique field to assign a sequence.

Save the data.

6.2.5.12.4 Edit

By Hovering over the Item you want to edit and clicking. It will pull up the record in the form.

& | Trackable Data Edit -- Webpage Dial =5
Abbott.Jeff

Patient 1045

Date 05/28/2010 [
Unique 0

Type General

Data Weight

Value 200

Note Pounds

‘ Save | Remove

Make the changes and press the Save Button.

6.2.5.12.4.1 Remove

Follow the procedure above but click the Remove button.

6.2.5.12.5 Graph

The Trackable Data Graph is a way of displaying Trackable Data Objects in a line or point graph that
have a numeric value. These two objects will have independent lines/points to represent them. The
graphs can be used to see trends either over a set period of time or the entire period of the patient’s
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data. They can be printed or sent to the patient’s outbox where you can archive them or send them to
the PARADIGM® Patient Portal.

A blank graph can be launched from the Reports menu inside of the patient’s chart. The graph can

also be launched through the Trackable Data List by clicking on the il icon. This will automatically
graph the item that you selected. Note: Only items with numeric values will have the graph icon.
Additionally, Blood Pressure is split into Systolic and Diastolic so that it can be graphed.

The dropdown selections allow you to choose up to six objects to be graphed. These objects are built
dynamically to only include objects in the patient’s Trackable Data that have a numeric value.

By default, the graph uses a date range of the first and last items found for the objects selected to be
graphed. By clicking on the bars at the bottom, you can display a sort-able table of the data for that
object. The color of the line and point match the color of the table headers at the bottom (e.g. the pink
line on the left side of the graph below represents the BMI object).

A |rackable lata raph -- Webpage Miglog E] |_
Etart Dcte: | T End Dazc: | ] Print| | Sendto Outheo
Systoic Blood Fressure | w Dizstolic Blood Fressure |w weight in Ibs hd
dzigh: n Inches w Sadv Masc Indew ¥ ENMI ~

140

. e T~

100

60
’ =]
. O,/’D——_
40
0 f——C0
20 m— o—0
1/1/2010 2/1/2010 5/1/2310 712010 /1/3010 11f1/2010 1/1f2011 2/1/3011

Lrat=: | I:l
Systolic Blood Pressure
Diastalir Bland Prescarr
Weightin lbs
Height in Inches

Body Mass Inde=
DMI
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The example below you will see how you can select a date range for the graph to display the objects
that you select. When you hover over a point, the tooltip line changes the label to match the point that
you are hovering on and the color of the date and object value change to match the color of the line
and table header to assist in the interpretation of the graph.

fB Trackable Data Graph -- Webpage Dialog

Start Date: [01/01/2311 |[7] Erd Date: [ Prt|  Sendto Outkox
systolic B ood Fressure | Liaztolic Elood Fressurz (% Weight in bs bl
deight in Inches » b b

Line | [ensmts Lhat|

150

140

150

120

inn

90

oo

70 o i c o
—_—

————
—

o L ! I ! ! ! ! I | ! I
12001 Wef2011 /1642011 1/24/2011 2172011 2872011 2/15/2011 2F22/2011 3/1/2011 3/8f201L 3/16/2011

Date: |07/15/2011 Diastolic Blood Prascara: | F0.0O0

Systolic Blood Pressure
Dlastolic Blood Fressure
WeigliL in Ibs

] &3

HeighLin I lhies

Tyne MNate Mat= Nesrnptinr Walie Mote
Clinical 0222201 AG275500G0 Feighlin Inzhes 71
Clnlcal 0203200 C1e2TEs006 Felgnin Inzhes il

6.2.5.13 Orders

Orders are special forms used to communicate provider instructions for services not performed by the
provider, but by another service provider. These include but are not limited to lab, radiology,
cardiology, audiology, nuclear medicine, referrals, and consults. When an order is created a work list
item is created with it to track the order and keep you abreast of the orders status. When results are
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returned they are attached to an order so you can then see the order, status, and results all together.
Order forms can be created to suit your practice's needs. These forms can be paper based, or
generate electronic orders (HL7) that are routed automatically.

& Clicking the "Orders" button will display the orders menu. The Orders module allows you to create
an order using "New Medical Order" or selecting a "Custom order form..." from the drop down. A grid
displays all of the orders for the patient along with the order status and last modified date. Orders
created using the Medical Order Form will have plus sign next to them so that you can quickly view the
details of that order. Applicable order items will also have a plus sign to signify that there are
guestions associated with that order using the Ask at Order Entry system. To open an already saved

order, click on the clipboard icon [ to the left of the order.

5 Abbott Jeff [110484] Orders - Webpage Dialog
Create New OrdEl'” Custom order form... V|
Order |

=] Pathgroup 04/10/2012 01:13 PM

& [ | o
[ Culture Wound
Albumin

| patheroup B c+/20/2012 12:56 P
| = patheroup o2/ 26/2012 1244 P

Fecal Fat, Quantitative 48-Hour Collection (Includes Homogenization)

[+ Culture Wound

= Medical Order 02,’154’2012 12:40 P
Hemoglobin Alc

Outpatient Imaging Order

Patient Referral 07[12,"2011 02:50 FM
ﬂ?fDﬁfZﬂll 06:18 FM
GSIH]E-,"ZUJ 112:58 FM
ﬂEfZDfZﬂlﬂ 03:53 FM
05,;20;"2010 03:44 PM
nsfu,-'zulu 04:17 PM
DS{GE,"EGJD 08:02 AM
DS,"MJ'ZGID 09:55 AM
04,’27;"2011} 01:14 FM
MIZZJ'ZG:LG 10:55 AM
M{Z 2/2010 10:53 AM
D4,I’22f2010 10:52 &M
D4f2 2/2010 10:47 AM

Hospital Order Form

Test_lA

Hospital Order Form

Outpatient Imaging Order

Outpatient Imaging Order

Hospital Order Form

Outpatient Imaging Order

Outpatient Imaging Order

ConsultRequest

Outpatient Imaging Order

Outpatient Imaging Order

Outpatient Imaging Order

(G [ [ [ | | | (D |0 |0 |0 |0 |G |G| |

6.2.5.13.1 Creating a New Order

New orders can be created via the "Create New Order" button or by selecting one of your customized
order forms in the "Custom order form..." drop down list.

6.2.5.13.1.1 Medical Order Form

The Medical Order Form consists of three main sections. The header provides relevant order
information including patient name, address, date of birth, social security number, and phone number
as well as the primary and secondary insurances that are on file for that patient. The header also
includes the location name and address for the office that is placing the order, the date and time the
order was entered, and the provider that is placing the order. The general order details allow you to
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enter order appointment information. And the order items are the test/procedures that you will
requisition for that patient as well as their associated diagnosis codes.

Upon saving a Medical Order you will be prompted to save a worklist item associated with that order.
This worklist item is used to track the specific Medical Order that you are saving. The status of the
order will default to "New Order" and you must select a user or group to associate the worklist item
with.

There are a few features that have been implemented in the Medical Order Form:
¢ The first thing that you will notice is that the Save button has been changed to a Save bar that
stretches the full width of the window.
¢ Next, the new Save Bar remains at the bottom of the window even if the form keeps on going. This
allows you to change something at the top of the form and save it without having to scroll to the
bottom to save your entry.
e The Standard Medical Order Form offers the ability to sign off on the order.
- Please note that the signature selection at the bottom of the form is different from a user signing
off on the order. The signature selection at the bottom of the form allows for any user to include
the provider's signature to be printed with the order while signing off on an order can only be

performed by users with a signature loaded into the EHR and locks the document from future
modification.

General notes about the Medical Order Form:

e The Medical Order Form must be printed utilizing the EHR Outbox. After an order is saved, it can be
sent to the patient or user outbox.

e The Medical Order Form was designed to be compliant with HL7 standards to allow the processing

of electronic orders through PARADIGM EHR. Please contact QRS if you would like to more
information about an HL7 interface.

5 Abbott Jeff [110484] Orders - Webpage Dialog
¢ Go back to Order Module Medical Order Order #: New
[ QRS Medical Clinic ~

2010 Castaic Lane
Knoxville, TN 37933-0949
Phone: (B65) 588-3188

Order Date: Thursday, March 19, 2015 Time: 10:56 AM Collection Date: | ‘ Time: | |°
Ordering Provider: James E. Parker M.D. NPI: Bill To: hd
Patient: 1eff Abbott MRN: 110484 Primary Insurance: Secondary Insurance:
2010 Castaic Lane DOB: 09/02/1964 Name: Blue Cross Blue Shield Name: Not on file
Knoxville, TN 37932 SSN:123-12-1234 ID #: ZEBSD4782238 1D #:
Home Phone: (865) 986-9525 GRP #: 123952 GRP #:
Cell Phone: () -
Appointment Date:| ‘ Time:| |° | | Additional Information: ‘|
Appointment Lo{:ation:| |‘|
P\easa:| V|
Fax resu|r5| | Call with results‘ | Call patient with results [[] mail to patient
Notes: ‘|
Order Diagnosis

The order header allows you to click on the office information and select another location from the
PARADIGM Location table.
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2 Select [LOC] -- Webpage Dialog =

— oo

S5

1 [QRS Medical CTinic
? |QRS Medical Clinic2

[2010 Castaic Lane
|2010 Castaic Lane

You can also click on the Ordering Provider's Name to select another Provider from the PARADIGM

Physician table.

2| Select [PHY] -- Webpage Dialog =

[t
[Sean | ¥

[Parker M.D.,James E.

2 |Flintstone M.D.,Frederick
| Trinnel LPN,Tammy

6 |E1lington MSN FNPC,Betty 3

3 |3immons D.0.,Ronald B.

9 |Jarnagin FNP,LaTasha M

14
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The order details section of the Order form allow you to specify the order date, time, and other
appointment information. This section also include the request of what you would like the performing
party to do (Evaluate and Recommend, Evaluate and Treat, Second Opinion, or Perform Appropriate
Procedures), what to do with the results, and any notes for the order.

There are a couple of features built into this section of the order form that can be utilized as needed.

The first deals with the Appointment Date. The appointment date is set to the current date upon the
initial opening of the order form. To change this date, simply click on the date to open the calendar
widget.

Appointment Date: Thursday, March 19, 2015

&) Select Date - Webpage Dialog [

| R | |
[ [ owon [ o] > [

Sun Mon Tue Wed Thu Fri Sat
1 2 3

T 1

B
u = [l

21 22 2%

28 29

If the date of the appointment is unknown at the time of creating the order, you can select the Cir
button in the calendar widget. This will change the date text to an input text area and include a date

select icon to the right.

o =T L a This will allow you to free type into the text box (such
as "Patient to make appointment") or select the calendar icon to reopen the calendar widget to

select a date.

The next feature deals with the results section of the order details.

The order items are powered by the PARADIGM Quick List with Data Base engine.

£ Quick List -- Webpage Dialeg = = — ﬁ

Search

UEEEREEERDYEEDEEEEERE 0] E

Object

i Albumin
o0 Culture Wound
) Fecal Fat, Quantitative 43-Hour Collection (Includes Homogenization)

The data base portion of this program is modified through the Administration module of the EHR.
Each order item allows you to enter a note specific to that order and select the diagnosis for that

order.
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- denotes required fields. Diagnosis

%0 1: [ [ownp Culture Wound + [283.2 | HEMOGLOBINURIA HEMOLYSIS EXT CAUSE
send note back with results: [ [[] [364.42 ] RUBEOSIS IRIDIS
‘ ‘ | [] [564.1 ] IRRITABLE BOWEL SYNDROME
*

Specimen Source: ¥ |

Specimen Site:
02 |;||FFAC14 ||FE|:aI Fat, Quantitative 48-Hour Collection (Includes H0m0:|0| ox| [] [283.2 ]| HEMOGLOBINURIA HEMOLYSIS EXT CAUSE
Send note back with results: [ [364.42 ] RUBEOSIS IRIDIS
D [564.1] IRRITABLE BOWEL SYNDROME
°|
Fecal Weight (grams): * | 3
Duration of Collection: * V|
®3:[|[ae |[A16umin |o| [] [283.2 | HEMOGLOBINURIA HEMOLYSIS EXT CAUSE
Send note back with results: [ [] [264.42 ] RUBEOSIS IRIDIS
[564.1 ] IRRITABLE BOWEL SYNDROME
o
Add Order

The diagnosis selection utilizes the Diagnosis Sentence Builder widget to select the diagnosis that
will appear on the order form, then each diagnosis will have a checkbox for you to select the
diagnosis that only apply to that order item. Below the notes for the order item is where the Ask at
Order Entry system will display the questions that are relative to that order. Questions that are
required for that order item are marked with a red asterisk (*). If a question is configured to only
accept numeric answers then there will be a calculator icon to the right of the text box. The same
will happen for order questions that are configured to only accept dates with a date icon. If an order
guestion is configured to only accept specific options, the Ask at Order Entry system will use those
options to build a drop down list for that question.

6.2.5.13.2 Custom Order Forms

Click on the order form from the Order form Menu. Your order form will appear in a new window
similar to the following:
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PROGRESSION EMR —
[= B

QRS Medical Center el
PHYSICIAN ORDER FORM
(| Outpatient Centralized Scheduling 588-3188
Fax Orders to KCH outpatient Registration 588-3188
Pre-Registration 588-3188 or 800-648-8394 Insurance Vertification 588-3188
If you are not the parent of the child, you must bring proof of court-appointed guardianship/custody papers with you.
The test or procedure will be canceled if you do not have this information.

Name Jeff Abbott Test Date Test Time

Birthdate 09/02/1964  |phone (Home) (865) 588-3188 (work) (800) 251-3188 ordering Physician

Definitive Diagnosis and/or Signs and Symptoms (Must Be Completed) [ call Results to

l ["IFax Results to

Please arrive at Out[?atient R(.agistration on the Ground . = T (st TS SrEeal TR TT R

Floor AT LEAST 45 minutes prior to your scheduled test time or AS INSTRUCTED.

["IAcute Hepatitis Panel "] Air Contrast Barium Enema* "I Cyslosporine [CIBAEP (BAER)™

|"IBasic Metabolic Panel ["|Barium Enema (Colon Study)* | [ |Digoxin |"|EEG (Routine)*

[CIBilrubin Fractionated [CIBarium Swallow {Esophagram)* | | Dilantin ["IEEG (Sleep Deprived)®

Ccec [ClcT scan* ["Iphenobarbital [CJeme/nCv

["|comprehensive Metabolic Panel Specify "I Tegretol Specify g

|"lCulture & Sensitivity [Cvp= "I Theophylline |"1sSEP (Upper)™
Source [l1vp with vcu= Other [1sSEP (Lower)™

[CIElectolyte Panel [CIMRr= [Clvep=

[lelucose Specify "] Gastric Emptying Scan® Other

[ Glucose Tolerance Test [Ishunt Series ["|Hepatobiliary Scan*
Hours & [TIskull Series [CILiver/Spleen Scan*™ Specify

["|Hepatic Function Panel ["lultrasound* ["Meckles Scan*

|l Immunoglebulin Series Specify [IMuclear Cysto (VCU) |"lPulmonary Function™®

[“ILipid Panel Cuer* [IRenal Scan [C1aBG

[“ImMonospot [CJUGI with SBFT* [|Bone Scan Other

[CIpku [Cveu Other AUDIOLOGY

[CIPT/PTT On Blood Thinner? | [[]x-Ray Spacify CARDIOLOGY EE‘;;‘UEB?UEH';EV'OFB‘ Audiological

©Yes ONo # Other [C|Echocardiogram [CIABR* (Auditory Brainstem Response
[C1SED rate (Westergren) [CIEKG Evaluation)
["1SED Rate (Zeta) [CIPh Probe™ [“IHolter Monitor Eaﬁ:té(;e)ntra\ R AT =
["Isweat Chloride OTHER TESTS NOT LISTED [7] Stress Test* Other
[“urinalysis (w/o micro) [ZITilt Table
[“lurinalysis (with micro) Other

Other

Complete your order form. Double check before saving the form. Once the form is saved it can NOT
be modified. If it is incorrect the order will have to be canceled and redone from scratch. Once
complete Save the form. The Order work list will appear. This is used to track an order. The Status
will default to "New Order". Assign the order to a user or group, set action if needed and save.

e Worklist -- Webpage Dialeg

Patient: Abhott Jeff Account: 110484 DOB: 09,/02/1964 Sex: M Provider: Parker M.D_lames E.
AsSIgN: | mbroxson;

+
Subject: | pathgroup [04/10/2012 01:13 PM] e |
Slabi: e I:I [Isend order [ Print Order
Action: | | + |

Message:
+|

04/10/2012 01:18:30 PM mbriliiG ]

[ Bl 04/10/2012 01:22:30 PM mll

That completes the order creation process
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6.2.5.13.3 Outstanding Orders

The Order is now tracked through the work list mechanism. You will see the outstanding orders in two
places. One is in the Work List area. The other is in the patients Pending area.

When displaying in the File List of the pending area of the patients chart, An "N" for (New Order), "P"
for (Pending Results) or "O" for (On Hold) will display for the order.

When an Order is displayed in the File Display Area, you will notice the following header.

[w/orkList | Sticky Note|[Info] 0 Attachments
Order

MNC MAadi-al ot

Clicking the WorkList button will display the work list item in a dialog box. Using the work list you may
change the status of the order or make other comments, re-route if needed.

Changing the status of an order to "Canceled", "Discontinued”, or "Finished" will remove the work list
item from the "WorkList" as well as the patients (Pending) area. You will need to use the "Show all
orders for a patient" feature to review that order.

The header shows how many attachments are on the order. If you have attachments you can either

scroll down to view the attachments or use the "show/hide bar" to hide the order and view the
attachments.

6.2.5.13.4 Attaching Documents to Orders

When you display any document that has not been attached to an order the Document header in the "
File Display Area"

| [WDrkList][.ﬁ.ttach ko Drder][Stick_l,l Nnte][ Sign fo][MDve][Trash][ Inh:u]

| v b I e i B ¥ 2T == =

Clicking on the "Attach to Order" button will display a list of open orders.

-
& | ‘WorkListReport -- Webpage Dialog "ﬁ

his patient has current orders. If this document is associated with an order select the order from this list make
changes if needed and Save the order. If not Exit the window to continue moving this document.
Subject Assigned Priority Action Modified

Outpatient Imaging Order [05/04/2010 0 jeff; 0 On Hold 05/06/2010 08:58 AM jeff

Hospital Order Form [05/06/2010 07:56 . jeff; N New Crder Print and give to 05/06/2010 08:57 AM jeff
Referral to jeff; P Pending Results 04/30/2010 01:14 PM jeff

Select the order you want to attach the document to. The Work list item for that order will then display.
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A Worklist -- Webpage Dialog
Patient: Abbott Jeff Account: 110484 DOB: 09,/02/1964 Sex: M Provider: Parker M.D. James E.

Assign: | mbroxson;

Subject: | pathgroup [04/10/2012 01:13 PM] |ﬂ

s E— s P e o
Ax:t'lun:| |ﬂ

Message:
K

== B 04,/10/2012 01:18:30 PM mbrii G5 TT= B8 04/10/2012 01:22:30 PM ml

If you are still waiting on more results for an order, keep the status as "Pending Results" If this
completes the order change the status to "Finished" and save the work list item. This will file the order

away.

Reports

il The Reports Button will show you the reports list. The reports list includes an and all reports you
may generate from the PARADIGM EHR system. Reports are programs that collect data and output it
in a defined format. These reports programs may be links to reports in the Practice Management
System (PARADIGM PLUS), or reports of clinical information from with PARADIGM EHR. Reports
can also include Graphs that plot trends based on historical data. The reports show here are patient
specific reports. You may also access system specific reports under the user button on the Toolbar.
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Standard Patient Reports
Body Mass Index Graph

Clinical Summaries

Growth Charts

Immunization Registries

Patient Glance

Procedure List

Send Secure CCOA

Trackable Data Graph

Transition of Care

Aged AR Report

I Custom Patient Reports

Automate Measure Calculation

Body Mass Index Graph

CDA

CDA_to out

CoverFast

CoverSlow

Cover_aAida

Growth Charts

HLY

ImmunizaticnRegistries

PQRI

6.2.5.14.1 Standard Reports

Standard EHR Patient Reports

6.2.5.14.1.1 Body Mass Index Graph

This program will plot the BMI for the patient.
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http:iid1dmb/emr/fimage/BMI.gif

Body Mass Index

NAME Abbott,Jeff (DOB: 09/02i1964)
110484

RECORD #

Weight [pounds])

180 210 230 250 270 290 310 330

Un
BM

Height [meters]

<

The Chart

131

350
B'G

o
w

L
o
-

Height [feet and inches]

.
i

53

6.2.5.14.1.2 Clinical Summaries

This program will create a clinical summary file for the current encounter. You may send this as an

XML file to the patients outbox.
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<3 Go back to Report Module

Ehow Clinical Summary Options I Send to Dutb-m{l Patient Declined |

Clinical Summary

Date of birth

Race

Contact info

Jeff Abbott Eng
September 2, 1964 Male
White Mot Hispanic or Latino

Primary Home:
2010 Castaic Lane

Patient IDs 110484
123-12-1234
Knoxville, TN 37932, USA
Tel: +1-(B65) 986-9525

Dacument Id
Document Created:

QRS_CCDA
March 19, 2015, 10:59:22 -0000

Healthcare service

Performer

Office Visit from March 19, 2015, 10:59:22 -0000

James Parker

Tel:

Contact info

James Parker

Work Place:

2010 Castaic Lane

Knoxville, TN 37933-0949, US
Tel: (865) 588-3188

Document
maintained by

Contact info

QRS Medical Clinic

Work Place:

2010 Castaic Lane
Knoxville, TN 37921, US
Tel: (423) 587-9777

T_Li_ L s a_

6.2.5.14.1.3 Growth Charts

Child Growth Charts
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6.2.5.14.1.4 Submission to Immunization Registries

This program will produce HL7 data to send to the Immunization registry.
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= Patient Reports -- Webpage Dialog = B

<3 Go back to Report Module Immunization Registries
Immunization Registries Submission
Extended Demographics
Next of Kin

Immunization: 20110809 MMR

Completion: Vlm;;lﬁ\ddflnsert '
Orders
Observations

Immunization: NaNOMaNONaN DTaP, 5 pertussis antigens
Completion: | pB: | Add/Insert v
Orders
Observations

Immunization: 20110711 DTaP, 5 pertussis antigens

Your HL7 to Registries:

MSH | A~\& | PARADIGM EHR| | | | 20150319111532 | [VXUAVDAAXU_V04]|20150319111532_VXU|P|2.5.1] | |ALIER
PID|1]|110484NAAMAANMR™~123121234AMAMAANSS | | Abbottrleffanant] | | 19640902 M| | 2106-3 MW hiteAHL70005 | 2010 Castaic ~
LanerKnoxvilleATNA37932AUSAM | | "PRNAPHAMEE549869525 | ||| ]111]]2186-54Not Hispanic or Latina"CDCREC

ORC|RE| |9999~CDC

R¥A|0]|1]20110809| |03AMMRACYX 999 | |014Historical information - source unspecifiedNIPOOL| A2 [ 1TTTTTT1A

ORC|RE| |99994CDC

R¥A|Q]1]20110711] | L067DTaP, 5 pertussis antigens™CVX |993| | |01 Historical information - source

unspecified®NIP001| |~~21] | || | |AB*Abbott Laboratories*MVX| | | |A

ORC|RE| |99994CDC

R¥A|Q]1]20110712] | 1064DTaP, 5 pertussis antigens™CVX |993| | |01 Historical information - source

unspecified®NIPOOL] |22 [ 11111 ] 1A

ORC|RE| |9999~CDC

R¥A|Q]|1]20110718] | 1064DTaP, 5 pertussis antigens~CVX |993| | |01 Historical information - source

unspecified"NIPO01| |*a1] | | 1] 1AB Abbott Laboratoriesanvx] || 1A

ORC|RE| |9999~CDC

R¥XA|0]|1]|20110718| | 110~DTaP-Hep B-1IPVACVX|999] | |01 Historical information - source unspecified*NIP0OO1 | |~221] | | | | |ADMAdams
Laboratories, Inc.AMvX ||| ]A

ORC|RE| |9999~CDC V]

** NOTE ** this requires the IMM interfaces be installed and configured to function.

6.2.5.14.1.5 Patient Glance
The Patient Glance is a split view window that allows you to view multiple files at the same time.

When you first go into the Patient Glance you will see one of several screens depending on the patient
that you are in and the profiles you have set up.

The first view that the program looks for is a previously saved Patient Profile. If anyone in the office
has saved a Patient Profile, the exact files and layout that they saved will be pulled up in the Patient
Glance.

Next, the Patient Glance looks for a profile named Default in your configured profiles. If you have a
Default profile set up, it will be opened.

Next, the Patient Glance looks to see if you have any profiles set up for your user. If you have any
profiles set up you will be presented with the profile selection view.
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£ Patient Reports -- Webpage Dialog = B

¢ Go back to Report Module Patient Glance

Select Profile "3

Lab Results

The last view that the Patient Glance will show on opening will be select layout view. This will be the
default view if you have not set up any profiles and have not save a patient specific profile.
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55 Patient Reports -- Webpage Dialog = =

¢ Go back to Report Module Patient Glance

Select Layout

Two Horizontal Two Vertical

Three Horizontal Three Vertical

Six Comparison

The Patient Glance has multiple layouts to allow you to view from two to six documents in different
layouts.
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55 Patient Reports -- Webpage Dialog = =

¢ Go back to Report Module Patient Glance

Select Layout

Two Horizontal Two Vertical

Three Horizontal Three Vertical

Six Comparison

The Header Menu is accessible by right-clicking on the blue file label bar.

2

< Go back to Report Module

a
Change File
Select Profile
Select Layout

Show Full Screen

Show Configuration

Sawve Patient Profile

From this menu you can select multiple options depending on the patient you are in and file you have
displayed. When you have a file displayed from within the EHR, the buttons that would normally
appear on the file header toolbar are shown as header menu items below the default Patient Glance
menu items.
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<3 Go back to Report Module

Corcovado.jpg

Change File

Image

Viewer

" Select Profile

Width ‘Sﬂﬂ

Select Layout

Show Full Screen

Show Configuration

Save Patient Profile

Show / Hide Toolhar

Print

Export File to Patient Outbox

Expart File to User Outhox

Attach to Order

b Link File

Sticky Note

4 History

Edit

Rename

Mowe

Trash

Info

File Deny List (Security)

Help

After choosing the Select File option in the Header Menu you will be presented with a grid view of all
files in the patient's chart. To display a file, select the file out of the grid.
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Select File

<3 Go back to Report Module

Subdirectory

v|

Creek.jpg

10/27/2012 10:10:49

Leprechaun.gif

10/27/2012 10:10:14

arrah - emr.pdf

10/27/2012 10:10:05

SchoolExcuse_20110316103921 pdd

02/16/2012

X¥ray_20100614144415 tif

02/16/2012

Souirrel jpg

12/07/2011

Dutgoing

HBP_1317239075 fxt

09/28/2011 15:44:35

339780|Notes.pdd

08/17/2011

339780 |Notes2.pdd

08/17/2011

A Basic IHD_20110706181707 .htm

07/06/2011 15:19:10

AVery Long Tab N

SchoolExcuse_20110124143826.pdd

01/24/2011 14:40:24

Cardic

Release_20110124121228. pdd

01/24/2011 12:13:34

Lahs

Pathology HLTY

12/02/2010 17:16:34

Correspondence

Incoming

test.HL7

10/19/2010 11:43:10

If you have profiles configured for your username under the Patient Glance you can see and select
from any of those profiles using the Select Profile option in the Header Menu.

3

Patient Reports -- Webpage Dialog

- cEEM

<3 Go back to Report Module

Select Profile [

Patient Glance
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If you would like to see a fullscreen view of one file that is being displayed in the Patient Glance you
can select the Show Fullscreen option in the Header Menu or you can double-click on the blue file
header bar.

= Patient Reports -- Webpage Dialog = B
<3 6o back to Report Module patient Glance
Pathology.HL7 T
Q.‘P{] Electronically signed by: Jeff Abbott C.D. {jeff) 12/03,/2010 09:34 AM
Name: TEST, PATHOLOGY Report Date: 02/05/2008 A
DOB: 09/10/1952 Report Time: 19:12
SEX: Ll Coll. Date: 01/31/2008
55N: 123-45-6789 Coll. Time: 00:00
Phone: Req. Phy.: TESTING REPORT
PID: 11557 Accession: 52008-001778
Test Code Test Description Result | Units Ref Range Flags

FINAL: Pathology

Performed at: Spectrum Laboratory Network

4380 Federal Driwe, Suite 100

Greensboro, NC 27410
9000 Pathology:

FINAL DIAGNOSIS:

1. SKIN-BIOPSY, LEFT UPPER CHEST

DTAWMEPRITEDN SRFRADDHET™ WRDATNASTS

You can go back to the layout view by clicking on the collapse button = * .

The Profile Configuration page is shown when you select the Show Configuration option in the Header
Menu. From here, you can create, modify, or delete profiles for the Patient Glance. Profiles allow you
to configure some of your usual viewing options that you would like to use the Patient Glance for. An
example profile that might be configured would be to view the current lab results side-by-side with the
last set of lab results.

&) Patient Glance -- Webpage Dialog = =

Profile Name: | | Select Profile I Save I

To create a new Profile for the Patient Glance: Enter the profile name that you would like to use. If you
would like to set up a profile that opens when you open the Patient Glance, create a profile named
Default with the configuration you would like.

In this example we will use "Lab Results" as the profile name. After entering a profile name, the Select
Layout button on the top right of the screen will become active.
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] Patient Glance -- Webpage Dialog = B
Profile Name: [Lab Results | Select meilel Savel Select Layout

Click the Select Layout button. Next you will choose the layout that you would like to view your files
with. In this example we will use the "Two Horizontal" layout.

= Patient Glance -- Webpage Dialog = =

Select Layout

Two Horizontal Two Vertical

Three Horizontal Three Vertical

Six Comparison

After selecting the layout that you want to view your files with you will be presented with the file
selection options for each cell in the layout selected.

£) Patient Glance -- Webpage Dialog = =
Profile Name: [Lab Results | Select meilel Savel Select Layuutl
a < ?

To set up our two most recent lab results we need to configure each cell. For cell a: we select a Tab
of Labs, File Name of .HL7 (this is just a searching name, not a full file name), and a Date of Newest.
For cell b: we select a Tab of Labs, File name of .HL7, and a Date of Second Newest.
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21 Patient Glance -- Webpage Dialog = =
Profile Name: |Lab Results | Select meilel Saml Remcmel Select Layout
a < >

We then click the Save button to save our profile.

Editing an existing profile works much like creating a new profile for the Patient Glance. While on the
Profile Configurations screen click the Select Profile button. You will be presented with the list of
profiles that you have saved under your username.

= Patient Glance -- Webpage Dialog = B

Select Profile ==

Lab Results.

After selecting the profile you would like to edit, the program will load that profile's settings into the
configuration screen. From here, you can make any wanted changes and click the Save button to
update your profile.

£ Patient Glance - Webpage Dialog = B
Profile Name: |Lab Results | Select Profile | Save | Remﬂuel Select Layout
a < ¥

Removing a profile works much like editing an exiting profile for the Patient Glance. While on the
Profile Configurations screen click the Select Profile button. You will be presented with the list of
profiles that you have saved under your username.

= Patient Glance -- Webpage Dialog = =

Select Profile X

Lab Results

After selecting the profile you would like to remove, the program will load that profile's settings into the
configuration screen. From here, you click the Remove button.

&) Patient Glance -- Webpage Dialog = =
Profile Name: |Lab Results | Select Profile | Save | Remcmel Select Layout
a L4 >
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If you would like to configure a profile that all users will see for a particular patient you can use the
Save Patient Profile option in the Header Menu options. If a patient already has a profile saved
specifically to them, you will also have a Remove Patient Profile option in the Header Menu.

Save Patient Profile

Remove Patient Profile

6.2.5.14.1.6 Procedures

The Procedures report will provide a list of all procedures recorded for the patient.

=1 Patient Reports -- Webpage Dialog - DR

€3 Go back to Report Module Procedure List
Date Code Description =

| vl v |

03/19/2015 99213 OFFICE/OUTPATIENT VIS IT EST

03/28/2012 99212 OFFICE/OUTPATIENT VIS IT EST a
11f04/2011 59212 OFFICE/OUTPATIENT VIS IT EST

11/04/2011 01961 AMNESTH C5 DELIVERY TIME:~13271337

10/13/2011 99212 OFFICE/OUTPATIENT VIS IT EST

04/28/2011 90473 IMMUNE ADMIN ORAL/NAS AL

04/28/2011 59214 OFFICE/OUTPATIENT VIS IT EST

05,/02/2011 ‘50473 IMMUNE ADMIN ORAL/MAS AL

11/09/2010 99214 OFFICE/OUTPATIENT VIS IT EST

11/08/2010 B2746 BELOCD FOLIC ACID SERU M

05/12/2011 73000 ¥-RAY EXAM OF COLLAR BONE

03/27/2011 46600 DIAGNOSTIC ANOSCOPY

03,/10/2011 59212 OFFICE/OUTPATIENT VIS IT EST

03/21/2011 81000 URINALYSIS NONAUTO W/ SCOPE

12/07/2010 99212 OFFICE/OUTPATIENT VIS IT EST

08/25/2010 99203 OFFICE/QUTPATIENT VIS IT, NEW

06/11/2010 BOD61 LIPID PAMEL

06,/11/2010 11080 Testosterone #mg NDC00591322379

06,/11/2010 GO180 Certification Home Health Oversight

07/02/2010 85018 HEMOGLOEBIN

07/02/2010 99203 OFFICE/QUTPATIENT VIS IT, NEW

07,/15/2010 81000 URIMALYSIS, NONAUTO W /SCOPE

07/02/2010 85018 HEMOGLOBIN

07/02/2010 99203 OFFICE/QUTPATIENT VIS IT, NEW

07/15/2010 B1000 URINALYSIS, NONAUTO W /SCOPE

07/02/2010 85018 HEMOGLOBIN v

6.2.5.14.1.7 Send Secure CCDA

The Send Secure CCDA relies on Direct Messaging being configured by QRS for you.

had Direct Messaging set up you will receive the following message:

If you have not
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i Secure Messaging is not set up.

Please contact GRS Support.

Email: ehrteam@qrshs.com
Telephone: (800) 251-3188

After Direct Messaging has been configured for you, this report will allow you to send the CCDA to
other providers via Direct Messaging.

<3 Go back to Report Module

send from email: | tsnyder@direct.phimail-dev.com

Send todirectemail:l
Send Secure Email

Show CCDA Options | Send to outbox

Transition of Care ~

Patient Information not available

April 1, 1982

Race Eth ity Mot Hispanic or Latino

Contact info Primary Home: Patient IDs ABCDEFGHIIKL
2010 Castaic Lane 121-23-0000
Knoxville, TH 37932, USA
Tel: +1-(865) 588-3188

Document Id QRS_CCDA

Document Created: March 19, 2015, 12:25:26 -0000

Healthcare service Office Visit from March 19, 2015, 12:25:26 -0000

Performer

Author
Contact info Work Place:

L, Us
Tel: (865) 246-1430

Medical Facility, P.C.

Contact info Work Place:

2010 Castaic Lane Suite 221
Knoxville, TN 37932, US
Tel: (865) 246-1430

3 =]
& cl
= 1]
u g
E- =n
- -
<

6.2.5.14.1.8 Trackable Data Graph

The Trackable Data Graph allows you to generate a graph from any numeric trackable data that you
have saved in the system.
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] Patient Reports -- Webpage Dialog = B
¢ Go back to Report Module Trackable Data Graph
Start Date: | End Date: | | E | .:'i'i |
Body Mass Index W s W
' ' '

|Line Vl |Generate Chartl

10/1/ 2009 1/1/2010 4/1/2000 F/fzo10 10/1/2010 1/1/2011 4/1/2001 Ff011

Date: |08/25/2010 Body Mass Index:

Body Mass Index

3]
B

6.2.5.14.1.9 Transition of Care

This report will provide you with a CCDA document for this patient. This document can be sent to the
outbox and then processed on from there.
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£ Patient Reports -- Webpage Dialog = B

¢ Go back to Report Module Transition of Care

Show Transition of Care Opticl-nsl Zend to cutbox |

Transition of Care ~

Date of birth September 2, 1964 Male
White Ethnicity Mot Hispanic or Latino

Contact info Primary Home: Patient IDs 110484
2010 Castaic Lane 123-12-1234
Knoxville, TN 37932, USA
Tel: +1-(865) 986-9525

Document Id QRS_CCDA

Document Created: March 19, 2015, 12:21:40 -0000

Healthcare service Office Visit from March 19, 2015, 12:21:40 -0000

Performer James Parker

Tel:

James Parker

Contact info Waork Place:

2010 Castaic Lane

Knoxville, TN 37933-0949, US
Tel: (B65) 588-3188

Document QRS Medical Clinic
maintained by

Contact info Work Place:

2010 Castaic Lane
Knoxville, TN 37921, US
Tel: (423) 587-9777

6.2.5.15 PER (Patient Education Resources)

The PER (Patient Education Resources) button will provide a list of all PER files you have available. It
will automatically check the resources that are relevant to the patients problems, medications, and
results. If a PER file has already been given to the patient it will show the date it was given. You may
automatically send all of the checked files to the patients outbox.

The top section is a list of Problems, Orders, Results, and Medications that can be searched on the
National Library of Medicine for educational resources.

The Match column will display each match of the indexed words for the resource file to the Problems,
Medications, and Lab Results. The Match will display as underlined bold text. If you hover over this
column it will display the index assigned to the resource file.
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Send Files to Outhox |

Search the National Library of Medicine

Send Type Date Description MNotes
v |l | | ||

] Problem 06,/21/2010 LINS GASTRITIS GASTRODUODENITIS [535.50]
_] Medication |01/11/2012 |Lipitor 20 mg 1 tablet by mouth daily
] Medication [01/31/2012 |Xanax 1l mg 1 tablet by mouth daily as needed |
_] COrder 01/10/2012  |Phyllostachys pubescens Ah.IgE
] Order 01/10/2012 |Urate crystals.microscopic observation
_] COrder 01/10/2012  |Urate crystals.microscopic observation
] Order 01/10/2012  |Phyllostachys pubescens Ab.IgE
_] COrder 01/10/2012  |Phyllostachys pubescens Ah.IgE
] Order 01/10/2012 |Urate crystals.microscopic observation
_] COrder 01/10/2012  |Urate crystals.microscopic observation
] Order 01/10/2012 |Urate crystals.microscopic observation
_] COrder 01/10/2012  |Urate crystals.microscopic observation
] Order 01/10/2012 |Urate crystals.microscopic observation
_] COrder 01/10/2012  |Urate crystals.microscopic observation
] Order 01/10/2012  |Phyllostachys pubescens Ab.IgE
_] COrder 01/10/2012  |Phyllostachys pubescens Ah.IgE
] Order 01/10/2012 |Urate crystals.microscopic observation
_] COrder 01/10/2012  |Urate crystals.microscopic observation
] Order 01/10/2012  |Phyllostachys pubescens Ab.IgE

Send Resource File Match

v .

] Acne.pdf
. Acne_NIAMS.pdf
] Amylase. pdf
_] Aspirin.pdf
] Asthma.pdf
_] Avandia.pdf
] Breast Cancer_ACS.pdf
_] Breast Cancer_Men_ACS.pdf

6.2.5.16 Checked In/In Care

If the user defaults option "Patient Check-In" is set to yes the chart header will notify the user of
patients being check in or placed in care. This is base on the "Resource" setting in the user defaults.
If left blank it will show for all resources, other wise it will only show for the resource defined.

© 2015 QRS, Inc. HealthCare Solutions



150 PARADIGM EHR 14

B¥checked 1n B care

When the status of either of these items change it will show both list combined. It will leave this on the
screen for 2 seconds for each patient.

BEchecked In E¥in care

09:40 AM|Hodge,Darrell W. E:,‘E'zke‘j tn:11:11
Underwood,Ronnie  |Checked In:11:31

:1[].1[1 AM M AM

09:10 AM|York,Ronald S. Room:22

You may hide this by hovering over either area and then moving the cursor.

You may also display either list by hovering over the appropriate header. It will display until you move
the cursor away.

6.2.5.17 Critical Note

The Crucial Note is entered on the patients cover page or using the sentence builder button in the
Patient Header.

IRecent Inbox Outbox Trash Message | Recall -

Open REx (med) | Problem | Allergy M

Orders Reports | PER

This is an area for a crucial note. This note will display in the |
. B ; *
patient header as long as the chart is displayed.

6.2.6 Security and Help
Security and Help Buttons
6.2.6.1 Chart Deny List (Security)

This button will only display if you are an Administrator.

It allows the administrator to create a deny list for the chart.
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Any user or group on this list will not have access to the chart and will see the following when they
attempt to open the chart.

Access Denied

You are denied access to this information. Contact your system administrator.

It is also possible to lock the administrator out of a chart using this option. If that is the case it can only
be manually overridden by calling support. Be prepared to present in writing your request with a
signature from the patients provider.

6.2.6.2 Help Button (?)

7 The Help button will open up this help document in a separate window. See Help Central.
6.3 Tabs

Tabs are section dividers for the contents of your chart. The Tabs (hames) are defined by the system
administrator. The tabs will display directly under the patient header, and appear similar to the
following:

Note Rx| Labs | Xrays Correspondence Messages Insurance Patinfo DOC AVery long Tab Name Orders  Procedures Cardio Timed Tab

If you the tab is tinted Pink that is the tab you are currently reviewing. You may change tabs simply by
clicking on the tab you want to view the contents of. The tabs contain the documents that have already
been filed in the patients chart. When you enter most tabs by clicking on the tab button the files will be
displayed in the file list with the most recent file at the top of the list. That file will also be displayed in
the file display area.
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6.3.1

6.3.1.1

6.3.1.2

6.3.1.3

Special Tabs

There are several special tabs that you may find in a chart, they are:

Encounter Tab
Notes Tab
Rx Tab

Messages Tab

Encounter Tab

There are several special tabs used by PARADIGM EHR. The first is the Encounter Tab.

Encounter '

The Encounter Tab will only appear when you are viewing an Encounter, either from a current or past
appointment.

The Encounter Tab allows you to access the Encounter Buttons and document that allow you to
document that patients encounter and generate progress notes for that encounter. The Encounter
Tab also allows you to store documents that are relevant only to that encounter.

Notes Tab

The Notes tab is a user defined tab that stores the notes (progress notes) files fore review. Your tab
name may be called something else but for this example we will assume it is call Notes.

When looking in the Notes Tab you will see that it not only contains a file list as other tabs do, but also
a list of Encounters. These are historical notes that have been filed in the patients chart.

| Patient Chart (Pending) — Account r Encounter F Recent Inbox DOutbox Trash Message | Recall 'L
110484 CreateWalkin | | Open | Rx(med) | Problem | Atlergy ek | @
Mo Encounter Orders Reports | PER
$1908.00  parker M.D.JamesE.
SEX: Male QRS Medical Clinic This is an area for a crucial note. This note will display in the ﬂ
Next Appt:04,/09/2015 11:20 AM [2 ] ‘ patient header as long as the chart is displayed.

Mote Rx Labs Xrays Correspondence  Messages Insurance Patinfo DOC AVery Long Tab Name Orders Procedures Cardio Timed Tab

] & off Al o] s ] :

QRS Medical Chnic

Fredenck Fintstone M.D.

test2 =|/08/23/2010 2010 Castaic Lane
Full Note +|06/14/2010 Knowville, TN 37832
Full Note +(05/07/2010 P“"::;_m
Full Note +(05/06/2010 :

Full Note +05/05/2010 PATIENT

Clicking on any of these Encounters will display the notes compiled for the encounter listed.

You will also have a file list beneath the PARADIGM EHR generated note list. These files may have
been scanned from paper charts, or converted from a previous EMR system. You may also view
these by clicking on the file name.

Signed encounter notes will always display here or in the encounter. They may also be linked to other
tabs if the Note has been programmed to do so.

Rx Tab

The Rx Tab (name) is defined by the system administrator and may be called something other than
Rx, but for the description here we will use Rx.

The Rx Tab is where prescription records are stored. And when you first enter the Rx tab you will see
the Medications list for the patient.
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Abbott, Jeff 110484 Create Walk In Open R (med) | Problem | Allergy Track

Mo Encounter Orders Reports | PER
] $1908.00  parker M.D.James E.
SEX: Male QRS Medical Clinic

Next Appt:04/08/2015 11:20 AM [2] |

| Patient Chart (Pending) - Account l Encounter F Recent Inbox DOutbox Trash Message | Recall

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed.

ol

Mote Rx Labs Xrays Correspondence Messages Insurance PatiInfo DOC  AVery Long Tab Name Orders Procedures Cardio\TimedTab|

= | Log Into E-Rx| Reviewed With Patient | search 1eff Abbott's Medications: | | s
Checked Medication Actions: Change Status:| | Stop Date: |03f19f2015 ‘ Save Stﬁt‘-'SI Prescribel Mergel
Current Medications
Medication Sig Started Reasaon ] Issued Disp | Ref "
[ ABILIFY TABLETS 5 MG + |As Needed 01/05/2010 [|os/28/2010 (30 3
| =|ABREVA 10% + |As Needed 04/22/2010 Clos/17/2010 23 |3
| =|AMBIEN TABLETS 10 MG + |As Needed 09/03/2010 |oo/o3/2010 30 |2
A| (| EH|Abilify 5 mg tablet 1 tablet by mouth twice a day 05/18/2011 (|
(I Abreva 10 % 1 application apply on the skin as direc 07/12/2011 Cjo7/12/2011 |1 (e}
(] Abreva 10 % 1 application apply on the skin as direc 07/12/2011 Clo7/12/2011 |1 (e]
Al (]| H|Accupril 10 mg tablet 1 tablet by mouth daily 05/25/2011 (I
A| [T E|accupril 20 mg tablet 1 tablet by mouth daily 05/20/2011 ]
[ Ambien 10 mg 1 tablet by mouth as directed as needed 07/12/2011 lo7/12/2011 |1 (e]
ul [ Ambien 10 mg tablet 1 tablet by mouth at bedtime as needed 07/12/2011 [C|o7/12/2011 |1 0
(I KADIAN CAPSULES 80 MG + |As Needed 01/21/2010 [|oa/24/2010 (22 2
Al T Lanoxin 125 mcg tablet 1 tablet by mouth daily 06/08/2011 O
] Lipitor 10 mg 1 tablet by mouth daily as needed (PRN) 07/12/2011 [|o7/12/2011 |30 [0
ul ™ Lipitor 10 mg tablet 1 tablet by mouth daily a7/12/2011 C|o7/12/2011 (30 (o]
| E|Lipitor 20 mg 1 tablet by mouth daily 07/12/2011 Mlo7/12/2011 |30 [0
Al (] One Touch Test strips 1 unitin vitro daily 05/25/2011 (|
A| [T E|paxil 20 mg tablet 1 tablet by mouth daily 06/07/2011 ]
Al [T Plavix 75 mg tablet 1 tablet by mouth daily 05/20/2011 O
Al (] Qualagquin 324 mg capsule 1 capsule by mouth daily 05/19/2011 ]
A| [T E[risperdal 0.5 mgtablet 05half tablets by mouth twice a day 05/18/2011 ]
Al Viactiv 500 mg-200 unit-40 mcg 11 tablet by mouth daily 05/23/2011 |— v
— e 4 4 lioal, e . e A7iininnaa [l P P P 4
<> R - Reviewed Today | A-Added Today | N~ New (Not Saved) | U- Updated Today | E- Pending in EHR | P~ Pending in NewCrop

You may also click on any File to display the full detail of that medication or prescription.
Other documents that contain medication information may also be stored along with PARADIGM EHR
medication documents.

6.3.1.4 Messages Tab

The Message Tab (name) is defined by your system administrator, but for this documentation we have
called it Messages.

The Messages Tab is used to store messages create by the Message Button. The Message is
initially put in the Pending area of the chart. When the message is complete and filed it will
automatically be placed in this tab.
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6.4

Account Encounter Recent | Inbox | Outbox | Trash | Message | Recanl H
Create Walk In Open Rx (med) | Problem | Allergy Track 9
No Encounter Orders Reports | PER

$1908.00  parker M.D.James E.
SEX: Male QRS Medical Clinic

Next Appt:04/08/2015 11:20 AM [2] |

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed.

o

MNote | Rx| Labs Xrays Correspondence Messages Insurance | Patinfo| DOC| AVerylong Tab Name Orders Procedures| Cardio Timed Tab

@ allitems () Message LR/ Meds

Subject Assigned Priority Action Modified
| Ji [ | V]| | V||
E ‘Charge Slip 351372mbroxson; 2 Important 03,/19/2015 09:34:36 AM
E Charge Slip 338203jeff; lanice; 2 Important |09!02{2013 03:22:46 PM &
E 'Charge Slip 33978(jeff; Janice; 2 Important 08,/02/2013 02:57:34 PM
E Pathgroup [04/10/Imbroxson; M Mew Order 04,/10/2012 01:22:30 PM
#|Encounter 344306 |mbroxson; 2 Important 04/10/2012 01:20:39 PM
E Pathgroup [04/10/Imbroxson; M Mew Order 04,/10/2012 01:00:19 PM
E Pathgroup [02/16/]mbroxson; M New Order 02/16/2012 12:53:16 PM
E Medical Order [02{mbroxson; N Mew Order |02f].6f2012 12:42:37 PM
@&:hoolExcuse_ZDl GROUP-Admin 2 Important Rogue File |02f].6f2012 12:21:23 PM
g}(ray_zomoﬁlnmekoup—au 2 Important Rogue File 02/16/2012 12:21:23 PM
@Suuirrel.jpg GROUP-Adm 2 Important Rogue File 12/07/2011 11:46:20 AM
M E Please Call jeff; 2 Important Needs Rx refill Complete 12/06/2011 05:48:31 PM
M|[#Please Call jeff; 3 At Your Convenigasdfas fdk alskd jkasdf 12/06/2011 03:59:37 PM
E Encounter 341234 |jeff; Janice; 2 Important 11/30/2011 06:11:13 PM
E Patient has info injeff; 2 Important 10/26/2011 09:08:29 AM
E 'Charge Slip 8 jeff; lanic 2 Important 10/13/2011 06:07:55 AM
M E Final Signature  |jeff; Janice; 2 Important 08/17/2011 03:30:28 PM
M E Final Signature  |jeff; 2 Important test |0«Bfl?f2011 02:44:50 PM
I!_G Encounter 339780 |jeff; lanice; 2 Important |03f1?f2011 02:44:31 PM
M E Please Call jeff; 1 Urgent |03fo2011 10:53:05 AM
(] E Records Request |jeff; 1 Urgent Complete |07f29f2011 08:39:53 PM
] E Please Call jeff; 2 Important 1 |07f29f2011 08:39:39 PM
I!E Encounter 338205 |jeff; lanice; 2 Important |07!2,B!2011 03:11:46 PM M
£ >

You may also store other documents in this Tab.
File List

The file list will display on either side of you File Display Area depending on your user preferences. It
displays the files that are present in that tab of the patients chart. To view any file simply click on the
file name.
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SCAN_20100622085643
AbAtest

bgBody

Untitled_image
SCAN_20091224205350
Babycha

test farm2 i#05,/05/2010

htmlTest wred 04,/30/2010
Corey3 Eos/16/2010
FrBack_20091224191752 [3lo3/16/2010
Corey2 [&los/12/2010

6.4.1 List Show / Hide Button

At the top of the file list you will see a tool bar with a arrow button. ®! This is used to hide and display
the file list. This is very useful if using a tablet computer in portrait mode. After selecting a file, you

may click this button to move the file list out of the way and display much more of the file you have
selected.

Before Hiding List:
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DOB: 09/02/1964
AGE: 50Yr
SEX: Male

| Patient Chart (Pending) - Account I

Encounter Recent Inbox Outbox Trash Message | Recall
Create Walk In Open Rx (med) | Problem | Allergy Track
P Mo Encounter Orders | Reports | PER

Parker M.D. James E.
QRS Medical Clinic

Next Appt:04/09/2015 11:20 AM [2 ] I

Mote Rx Labs Xrays Correspondence Messages

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed

o

Insurance Patlnfo DOC AVery long Tab Name Orders Procedures Cardic Timed Tab

<] alfe

Erat info |&2|a|a |® &

SCAN_20100622085643
(AAAtest

bgBody

Untitled_image
SCAN_20091224205350
Babycha

test form2
htmlTest
Corey3
FrBack_20091224191752
Corey2

[Lo3/16/2010
[Slos/16/2010

[Hos/12/2010

After Hiding List:

L

EI .;I ﬂl Attach to Orderl Link FiIeI Sticky Ncn:el HistDryI Renamel Mcwel TrashI Inful Show [ Hide Signaturesq

Date:

testl

test2

testd

AGE: 50T
SEX: Male

| Patient Chart (Pending) - Account I

Encounter Recent Inbox Outbox Trash Message | Recall E
Create Walk In Cpen Rx (med) | Problem | Allergy Track 9
SsEraTy Encounter Orders | Reports | PER

Parker M.D.,James E.
QRS Medical Clinic

Next Appt:04/09/2015 11:20 AM [2] |

Note Rx | Labs Xrays Correspondence Messages Insurance

This is an area for a crucial note. This note will display in the
patient header as long as the chart is displayed.

PatInfo DOC AVery Long Tab Name Orders Procedures Cardiu| Timed'lab|

Hlale

EI .;I ﬂl Attach to Orderl Link Filel Sticky NDteI Histuryl Renamel Mcwel Trashl InfDI Show [ Hide Signatures

Br=tinto

testl

test2

test3

Untitled_im
scan_2009:
Babycha

[Corey3
FABack_200
Corey2

You may unhide the list by pressing on the arrow button again.
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6.4.2 Folder Button

I
Qratineo Each folder will show the folder name preceded by the number file file found in
that folder. Clicking on this button will show or hide the files in that folder.

6.4.3 Folder Buttons

Each folder may have a set of buttons that allow you to either link to other web based systems, or
exchange data within that folder. The buttons will look similar to:

ERECEREE

They are known as:

Link Button

Transfer Button

Scan Button

Photograph Button

New Document Button
Outbox Button

Folder Deny List (Security)

6.4.3.1 Link Button

‘EThe link button will be present if this tab is in conjunction with other web services. For example

p J p
you may use an E-prescribe service. So on your medications or RX tab you may have a link to that
service. Or you may have a service for Medical information pamphlets. The link could take you to that
service.

6.4.3.2 Transfer Button

i] The Transfer button will allow you to transfer a file from your workstation into the patient's chart.
You may have the file on your hard drive, a network drive, a CD ROM, a DVD ROM, or a thumb drive.
Any file you can access from your workstation can be transferred into a patients chart. By clicking on
the Transfer Button a form similar to the following will display:

Transfer A Document

Patient |11D484

Tab |Pat Info

|
Enc 0unte:r| |
|
|

Sub |

File Browse...

Click of the Browse button to allow you to select the file you want to transfer.
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6.4.3.3

© ~ 1 El » ThisPC

Organize +

8 Downloads
%7'_ Recent places

1. mbroxson

a8 This PC
I | jg Desktop
I | g Downloads
I g Music
I &l Pictures
I @ Videos
I &y Local Disk (C:)
I* w Local Disk (D:)
€% DVD RW Drive (E:
1+ 58 SDP (Wmsdc1) (3
[ 58 Company_Share

File name:

New folder

Ll

v

PARADIGM EHR 14

+ Documents

ame

J 2014 cert

. Add-in Express

. Announcements

. BB Flashback

. BB FlashBack Express Updates
. BB FlashBack Movies

. Clients

J ConnectWise

. Custom Office Templates
. Downloads

J dumps

; DYMO

J EHR

) Fax

. Fiddler2

L ElmminaDank Mobklichar

Date modified

2/18/2014 9:39 AM
9/17/2014 9:34 AM
3/11/2014 401 PM
7/19/2013 12:35 PM
10/17/2014 8:26 AM
7/31/2013 8:25 PM
3/24/2015 8:39 AM
11/26/2014 407 PM
2/20/2014 10:15 AM
7/19/2013 12:55 PM
12/24/201410:57 ...
2/18/2014 9:04 AM
2/4/2015 8:00 PM
7/19/2013 12:55 PM
7/19/2013 12:55 PM

FA0INAD 1755 DRA

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Cile £nldar

v & Search Documents

= -

v | | Al Fites ()

| Open |v|| Cancel

After you select the file it will fill in the File block for you. Then click the Send button. The file will
transfer into the chart and display in the file Display Area.

Scan Button

E The Scan Button allows you to scan a document directly into a patients chart. PARADIGM EHR
has it's own scanning software built in, and it supports TWAIN compliant scanners. Most scanners
made today are TWAIN compliant. After clicking on the Scan Button a screen similar to the following

will display:
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SCAN

Patient

Encounter

Tab

Sub

File Name |SCAN_20150325120656 |
Profile Document |

Save Profile | Remowve Profile | Create Profile Name

Template  |SCAN_%Y%M%d%H%m%s |

File Format | ® TIF (Best for B&W O PDF (Best for Gray and Color O JPG (Best for Color
Documents) Documents) Photos)

Resolution || (100 | C150 | ®200 | 300 ©400 | O 500

Image @ Black and white Gray (Use B&W 256 color (Try this 24-bit color
Mode ~ (Smallest File) " unless needed) " color first) " (Largest File)
Source ® Flat Bed | O Automatic Document Feeder Front | () ADF Front & Back

f;c::lafte:[ (OYES (Requires Editing Program on PC) | @ NO

Se  |Widthl35 |  LefOffsetl0 |  Lemgh{ll |  [TopOfferd |
Source [] Check here to be prompted which scanner to use.

‘ Scan ‘

This form allows you to define how you would like to scan the document. The first four you will not
have access to, they are completed by the program. The following details the other fields.

New File Name
Enter the name of the file. This field will default to template defined.

Profile

This field will display the profile name. On first login the profile will default to document, If you change
the profile and scan, the profile name will default to the last profile that you have used. See Scanning
Profiles.

Template
This field is used to enter the naming template used by the profile. This allows for the following special

characters to be used in a file name.

%Y 4 character year
%y 2 character year
%M 2 character month
%d 2 character day
%H 24 hour

%h 12 hour

%m minute

%s second

%a AM or PM
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Do NOT use "/" or ":" in file names.

File Format

PARADIGM EHR can scan in either TIFF, PDF, or JPG format. TIFF images are best for black and
white documents because they take up the least amount of space. If you are scanning a document
that is grey scale or color PDF will be more efficient. If you are scanning a color photo then JPG will
be the most efficient. A photo can not be more than one page, a document can be multiple pages, but
to scan multiple pages your scanner must have an automatic document feeder.

Resolution

This defines how many dots per inch will be scanned. The higher the resolution the cleaner the scan
usually is. When scanning text documents, 200 DPI is usually sufficient for a clean, legible copy
without creating unnecessarily large files. However if you are scanning a high resolution color
photograph you may need to increase this value.

Image Mode
Here you may select if the document you are scanning is black and white or color. Black and white

documents use the least amount of space to store the images. 24-bit color creates the largest file.

Source
Here you may select if you are scanning from a flat bed scanner or one with an Automatic Document
Feeder. If your scanner supports an ADF in duplex mode (both front and back) you may select it.

Edit after scan
Here you may select if you want to edit the document immediately after scanning. You must have a
program on your workstation that allows editing of the document File Format that you select.

Size
The following four fields define the size and layout for the scan.

Width
Enter with Width of the document. Most documents are 8.5 inches by 11 inches, but your document is
irregular you may change it here.

Left Offset
This tells the scanner how far from the left edge before the width is scanned.

Length
Enter with Width of the document. Most documents are 8.5 inches by 11 inches, but your document is

irregular you may change it here.

Top Offset
This tells the scanner how far from the top edge before the length is scanned.

Source

You may need to check this box if you have more than one scanner connected to your workstation.
Typically the scanner that is used will be the last scanner used. If you want to select another scanner
check this box and a window similar to the following will display to allow you to select the scanner after
you click the scan button.
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Lexmark 3100 Seres 1.603
TW-Brother MFC-230C 3.5 (32-32
WlA-Brother MFC-230C 1.0 (32-32)
WIA-MFC-230C 1.0(32-32)

After you have competed the form click on the SCAN button at the bottom of the form.

The form will remember your settings while you are logged in.

6.4.3.3.1 Scanning Profiles

Scanning profiles allow you to pre-define scanner configurations to fit your scanning needs. Profiles
are stored by User name. The first time you enter the Scanning program two profiles will be created
by default for you. They are:

Document
Insurance Card

Selecting Profiles
To Select a profile Click on the Black Diamond button next to the Profile field. This will display a list for
you to choose from.
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£ | Quick List: 5CAN_progression -- Webpage Dialog ﬁ

Inzurance Card
Photo 3 X 5 Colar

Saving Profiles
You may then select from either of these profiles, make any changes and then save them again (using
the Save Profile button to store your changes.

Document
)Pmﬁ]e B

[ Save Profile ” Remove Profile ” Create Profile Name ]

Name Prefix |SCAN

Naming Profiles

You may also create new profile and save them. When creating new profiles you may name them
anything you want or use the Create Profile Name button to have the computer generate a name for
you based on the setup you selected.

Do NOT use "_" underscore characters in your profile names.
Removing Profiles

To remove a profile click on the Remove Profile button. A confirmation box will display prompting you
to remove the profile that you currently have loaded.
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6.4.3.4 Photograph Button

El PARADIGM EHR supports the ability to take a photograph and put it directly in the patients chart.
The Photograph button will allow you to take a photo. If a camera is set up on your work station you
will see the following when you click the photograph button.

Take a Photo
Capture

Patient 110484

Encounter

Tab Patlnfo

Sub

New File Name |Photo_20150325132002
Take Photo

Click on the Take Photo button.
If your Capture device is PSRemote and the PSRemote software is running the camera will

immediately take the picture and import it into the patients chart.

If your Capture device is WebCam you will see the following on your screen.

Take a Photo

Waiting on photo (jpg) image to be placed in the C:/QRS/webcam folder of your computer

Use your web cam software to take a photo and store it in the C:\QRS\webcam folder on your
workstation.

As soon as it sees the photograph there it will transfer it back to the workstation and display it.
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6.4.3.4.1 Photo software not installed

6.4.3.5

If the photo software is not installed for your workstation you will see the following:

Take a Photo

PSRemote is not installed

PARADIGM EHR supports the PSRemote program.

PSRemote._The leading application for controlling Canon PowerShot cameras from a Windows PC_ It gives a
high degree of control over the camera and includes a live viewfinder display allowing the camera to be operated
up to 5m (16 feet) from the computer using a standard USB cable.

PSRemote is designed for all Canon PowerShot cameras that support remote capture mcluding the G9, G7,
SX100 IS, S5 IS, A640, 580, Prol, G6, S3 IS, S2 IS, 570, A620, A520 and many other cameras.

Click Here to Install
After vou have mstalled it. Click here to reload the screen

Web Cam is not installed

PARADIGM EHR can use a web cam to capture images. It requires that you set up your web cam to store files
e

CQRS'webcam

You will have to manually take the picture with your web cam and store it in the above folder, after pressing the
take photo button. PARADIGM EHR supports jpg files.

If you have a web cam that allows you to take snapshots and store them in the above defined folder and would like
to create that folder click here.

PARADIGM EHR support two types of photograph imports. The first is using a program call
PSRemote.

PSRemote allows PARADIGM EHR to control POWERSHOT cameras directly to take the picture and
import it. If your needs are for high quality images this may be the option you want.

PARADIGM EHR also supports the use of web cams that have the ability to take snapshots and store
them in a defined folders. Webcams from logitech usually have this ability. Webcam photos are
usually not that high in quality because the optics used are inferior to those found in good quality
cameras such as the Cannon PowerShots series. However this solution is generally much less
expensive.

New Document Button

Many of the documents that you will use in PARADIGM EHR are known as templates. Templates
can be any type of document, Word, Excel, Images, audio, as well as PARADIGM EHR Data
Documents. Your templates have been put into a special area that allows you to quickly copy one of
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these templates into a patients chart and edit it. The New Document Button allows you to select the
template you want, edit the document, and file it in the chart.

After pressing the New Document Button you will see a screen similar to the following:

Create New Document

Select Template

-] ABN [Data Doc] )
[ ] An Interactive HTML test [HTMI
D AppointmentNotification [Data
[ ] Blank_HTML [HTML]

#-_] Castle Clinic

D Chart_Amendment [Data Doc)
D ConsultRequest [Data Doc] Encounter |
D EncounterMote [HTA]

Patient [110484

-] GYNHX [Data Doc] Tab [Patinfo

-] Georgetown Sub |

-] Hinkebein

~[] MRIFORM [Data Doc] Template | |
- [ ] Mattcode [Data Doc] New File Name | |
-1 Nolan

-] Notification [Data Doc]

-] oPT3 [Data Doc]

-] PSYEVAL [Data Doc]

[ ] PSYEVAL_matt [Data Doc]
-] PatientLetter [HTA]

- [ ] REFSPEC [Data Doc]

< >

First you must select a template, the New File Name will automatically fill in once you select a
template, you may change it if you wish.

Click the Create button and you will then be editing the new document.

6.4.3.6 Folder Deny List (Security)

4 This button will only display if you are an Administrator. It allows the administrator to create a deny
list for a tab or folder.
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6.5

5 Deny List: Pat Info_ -- Webpage Dialog

Home | (B

' mbroxson

Any user or group on this list will not have access to the folder and will see the following when they
attempt to open the tab or folder.

If access is blocked at the TAB level the user will be denied access to all folders in the tab, and the
following message will show in the file display area of the chart.

Access Denied

You are denied access to this information. Contact your system administrator.

If a folder in a tab is locked you will see the following on the Folder header instead of the normal
buttons.

TSN :access Denied

It is also possible to lock the administrator out of a chart using this option. If that is the case it can only
be manually overridden by calling support. Be prepared to present in writing your request with a
signature from the provider.

File Display Area
The File Display Area is where the contents of a document or documents will display.

If you are in the Pending area of the folder this area will display the Encounter Buttons and the Patient
Cover Page. The Encounter Buttons will allow you create up update information about the patient. If
you have selected a file from the Pending File List the Encounter Buttons will go away. You may
always redisplay the Encounter buttons by pressing the "Patient Chart (pending)" button.

© 2015 QRS, Inc. HealthCare Solutions



6.5.1

6.5.1.1

The Chart 167

If you are displaying a file from any tab or file list, it will display the document(s) along with a Document
Header that gives you all your options for the file and signatures if they exit on the file.

Patient Chart (Pending)

When you first enter a chart you will be in the Pending Area. This is like you have just been handed a
chart. Thefile list will show all pending items.

Patient Chart (Pending) | Account | Encounter | Recent Inbox Outbox Trash Message | Recall =
Abbott,Jeff 110484 Create Walk In | Open Rx (med) | Problem | Allergy Track =)
DOB: 09/02/1964 Mo Encounter Orders Reports | PER

$ 1908.00 Parker M.D_James E

QRS Medical Clinic This is an area for a crucial note. This note will display in the

patient header as long as the chart is displayed.

Next Appt:04/09/2015 11:20 AM [2 ] |

Note Rx Labs Xrays Correspondence Messages Insurance Patinfo DOC AVery Long Tab Name Orders Procedures | Cardio| Timed Tab

j o Medical Hx Family Hx Social Hx Vital Signs DAW CoL PEDHX Exam
EXC BIP Notes Review of Syst| BIP PEDHX GVBplan LAB Interfaces| GVBMote

- McCoyMNotes
Pathgroup [04/10/2012 01 =
Pathgroup [04/10/2012 12;lll04/10/2012 Patient |
Pathgroup [02/16/2012 12{i8|02/16/2012
Medical Order [02/16/201J{02/16/2012
Please Call M|08,/09/2011
S  Em _
Please Call M|08/04/2011

Insurance Denial M|[03/27/2011 Abbott,Jeff DOB: 09/02/1964 AGE: 50 Years

Xra?_zo%m514144415 i 02/16/2012 2010 Castaic Lang SEX: Male MS: Married SMOKER: current status unknown
Squirrel jpg 12/07,/2011 i . .
schoolExcuse_2011031610(§802/16/2012 KncavITlERINIS /932 CODE: 110484 SSN: 123-12-1234

Encounter 344306 E |04/10/2012 HOME: (865) 986-9525 WORK:()- CELL:(]-
Encounter 341234 E|11/30/2011 PROVIDER: Parker M.D. James E. REFERRING: PCP:
Encounter 339780 (Signatu) E |08/08/2011 ETHNICITY: Not Hispanic or Latino RACE: White LANGUAGE:
Charge 5lip 331585 10/21/2010 ‘ Not |
Patient has info in Outbox | B [10/26/2011 L=
‘ Insurance |
# Insurance Policy # Group Holder
1 Blue Cross Blue Shield ZEB904782238 123952 QRS HealthCare Inc  Abbott Jeff

Medications

Trackable Data

This is synonymous with all of the documents, sticky notes, reminders, etc. that you will find clipped or
in some way attached to the outside of a paper chart. This area contains the list of all things that need
to be addressed for this patient. It gets these items from the Work List and they include: Messages,
Rx / Meds that need approval, Files (documents) that need to be put in the chart, Encounters that
need signing, Charge Slips that need signing, Dictation that needs to be done, Notes that need
signing, and Orders that are outstanding.

The File Display Area will display The Encounter Buttons as well as the Cover Page.

Encounter Buttons

Encounter Buttons are customized to the practice or provider. These buttons allow access to forms
and files that are primarily used for collecting data on an encounter to generate the summary note.
They also allow access to the charge slip for billing as well as maintenance programs needed to
complete the note generation process.

The Encounter Buttons will display any time the system is displaying the "Pending" files. These
buttons will display at the top of the chart in either text form:

CCHPI Review of Syst| Medical Histo| Family History| Social History | Vital Signs Examination | Assessment

Flan Charge Slip Encounter Create Mote 1
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There are both custom buttons and standard buttons that make up the button list, and the buttons that
display depend upon if you are looking at only a patient account, or have an encounter displayed.

When you query a patient by name only, and are not looking at an encounter, only the buttons that
patient buttons display, so the list will look shorter similar to the following:

Medical Hx Family Hx Social Hx Vital Signs

6.5.1.1.1 Custom Buttons

Custom buttons are defined in the administrative setup of the PARADIGM EHR system. There the
administrator may assign a hame and icon to a button as well as a template to use when that button is
pressed. Because your templates and buttons are customized to fit your needs, there is no way this
document can describe your buttons and templates in any detail.

However the following is a list of commonly used buttons:

e Chief Complaint

e Review of Systems
e Medical History
e Family History
e Social History
o Vital Signs

e Examination
e Assessment
e Plan

Most of this information is unique to an encounter and these buttons will only display when you are in
an encounter. If you are displaying a chart and not in an encounter only the buttons that are patient
relative will display. This is defined by the system administrator when setting up the button profile.

6.5.1.1.2 Standard Buttons

The Standard Buttons are built into the program because they perform additional task that a custom
button can't do.
These buttons are as follows:

Duplicate Encounter
Charge Slip
Encounter Sign Off
Dictation

Notes

6.5.1.1.2.1 Duplicate Encounter

The Duplicate Encounter button will create a new appointment based on the current encounter. An
confirmation box will prompt you if this is what you want to do.

© 2015 QRS, Inc. HealthCare Solutions



The Chart 169

Windows Internet Explorer &J

If you select OK, the new Encounter will be created and the system will switch to it.
This is used if you need to create a separate encounter for the patient for that day.

THIS BUTTON IS NO LONGER ACTIVE BY DEFAULT, AND ONLY SET UP IF NEEDED. The
ability to create multiple notes per encounter has rendered it obsolete.

6.5.1.1.2.2 Super Bill / Charge Slip

The Super Bill / Charge Slip button allows you to quickly enter and edit diagnosis and charge
information for an encounter. This button displays when you are in an Encounter. This electronic
charge slip will be sent to PARADIGM where the charges can be reviewed and claims will be filed and
statements sent.

The Super Bill allows for quick entry of both diagnosis and charge information by clicking checkbox
and saving the form. The Charge slip allows for more precise editing of these codes when needed.

The Super Bill is automatically generated from the diagnosis and procedure codes classified in the
PARADIGM system unless you have a custom Super Bill. Items entered from other forms such as
assessment or plan forms as well as default patient diagnosis information will be checked
automatically when entering the form.

Simply click any other items you want to save, and uncheck any items you don't want. When finished
scroll to the bottom of the form and click the "Save and Close" button. The information will be saved
and placed into the charge slip.

By clicking on the "Charge Slip" header at the top of the charge slip you can open the Super Bill back
up to use it to make changes. When this is done the old charge slip will be removed and a new one is
created using the data from the Super Bill. So any changes to fees, or diagnosis relations will be lost.

E-Slips are an extension to the Super Bill program found under the Charge Slip button in the patient
chart of the PARADIGM EMR.

The Super Bill program will create the fee slip dynamically based on the classified ICD and CPT codes
defined in the PARADIGM data base. The main issues with this dynamic generation is that it can be
slow if the the associated tables are large. With the introduction of ICD-10 codes these tables will
only grow larger and thus dynamic generation is not a viable solution.

It is still possible to create custom Super Bill programs as in the past but the E-Slip extension should
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A

e,

make this process much easier and faster.

E-Slips are just the html content of the fee slip displayed in the default Super Bill program. By storing
just the content and recalling it instead of dynamically generating it each time the program is called,
the users experience will be much better due to much (much) faster response times.

When you first enter the Super Bill program from the Charge Slip button of the patients chart, the
system will dynamically generate the Super Bill. You may see a screen similar to the following as the
program gathers the ICD and CPT information from the PARADIGM database.

& Super Bill -- Webpage Dialog - =

I Diagnosis I

Loading ICD...

I Procedures I

Loading CPT...

Save and Close |

This process can take from several seconds to minutes depending on the amount of data, speed of
the server and workstation. Several seconds is acceptable but several minutes is not.

By pressing "Alt-G" from the Super Bill program a new window will open "Generate New E-Slip". This
window looks like the Super Bill program and will do the same thing. It will generate the Dynamic Fee
Slip. The difference is when you click "Save and Close" after it is complete it will store the fee slip
information as it exists in the window as an E-Slip.

The next time you use the Super Bill program it will recall this E-Slip to display (almost instant) as
apposed to dynamically creating the fee slip (time consuming)

It is important to understand that when generating an E-Slip, it will save just as it exists in the Generate
window. That means that if you check any boxes, or add any additional Other Diagnosis using the
"Diagnosis Selector" they will be in the E-Slip just as it is displayed.
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Once an E-Slip is generated it will be stored in:
/usr/paradigm/etc/emr/{DataSet}/E-Slip.htm

You can manually edit this file to change the content.

Just like with the Super Bill program you can create custom E-Slips for a resource. The file name for
the E-Slip file is "E-Slip.htm". By Adding an underscore and the resource code and saving the file it will
take priority when an appointment for that resource is being accessed by the Super Bill program.

le. E-Slip_JWA.htm

Would be the name of an E-Slip file if the resource code is "JWA".

Clicking on this button will display a form similar to the following:

Recent Inbox Cutbox Trash Message | Recall H
Open Rx (med) | Problem | Allergy | 10 7}
Orders Reports | PER

This is an area for a crucial note. This note will display in the j
patient header as long as the chart is displayed.

Encounter| Mote Rx Labs Xrays Correspondence Messages Insurance PatInfo| DOC  AVery Long Tab Name | Orders Procedures Cardiu| TimedTab‘
< lOCHPI Review of Syst| Medical Histo| Family History| Social History | Vital Signs |E)(amina|:iun IAssessment _

Plan Charge Slip Encounter Create Mote 1

Encounter

Patient Chart (Pending)

DOB: 09/02/1964 S 12:06 PM
Ace: B $ 190800  Flintstone M.D. Frederick

QRS Medical Clinic

SEX: Male
Mext Appt:04/08/2015 11:20 AM [2 ] |

=
Pathgroup [04,/10/2012 01 _I
Pathgroup [04/10/2012 12
Pathgroup [02/16/2012 12
Medical Order [02/16/2011
Please Call

Please Call

Please Call

Insurance Denial
Xray_20100614144415 tif
Squirrel jpg
SchoolExcuse_2011031610
Encounter 344306
Encounter 341234
Encounter 339780 (Signatu 08/08/2011
Charge Slip 331585 Idl10/21/2010
Patient has info in Outbox | B |10/26/2011

n|0g/09/2011 Clear Charge 5lip
M|08/08/2011
M|08/04/2011
M|03/27/2011
02/16/2012
12/07/2011
02/16/2012
04/10/2012
11/30/2011

A charge slip is comprised of both diagnosis and procedure codes. You must first select at least one
diagnosis code, and may select up to 8. You may then Click on the Procedure Button to select
Procedure codes.

Once you have added all codes close the popup window that displays your selection by pressing the
(X) in the upper right corner. You will then see the completed charges slip.
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Charge Slip / Super Bill

# Description

I |DX| DI ABETES UNCOMPL TYPE I1

Description CPT4 MODS ICD REL UNITS
199213 OFFICE/OUTPATIENT VIS IT EST
Clear Charge Slip Submit Charge Slip

If everything is good you may submit the charge slip. Until you submit the charge slip you will have a
work list item reminding you that you have started to create a charge slip but have not completed it for
that encounter.

If you clear the charge slip it will remove all the entries and remove the reminder.

You may also edit the charge slip, removing individual items by clicking on the (x) preceding the code
you want to remove.

If using the standard note generation forms the program will gather diagnosis codes from the
assessment form and procedure codes from the plan form.

PARADIGM EHR allows you to select one of three lists.

The Problem List, Diagnosis History, Internal Codes, or "The Book".

Diagnosis E

Clicking on Patient Problem List you will see just that. The same diagnosis codes that show in the
Patients Problem List.
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Diagnosis El

W Patient Problem List Diagnosis

o |pescription |

185 MALIGMANT NEOPLASM OF PROSTATE

283.2 HEMOGLOBINURIA HEMOLYSI5S EXT CAUSE

284.01 CONSTITUTIONAL RED BLOOD CELL APLASIA

311 DEPRESSIVE DISORDER NOT ELSEWHERE CLASSIFIED

36442 RUBEOSIS IRIDIS
365.59 GLALCOMA W OTH LENS DISORDERS

558.2 TOXIC GASTROEMNTERITIS AND COLITIS
564.1 IRRITABLE BOWEL SYNDROME

591 HYDROMEPHROS15

693.0 DERMATITIS DRUGS MEDICINES INTERN

Click on one of these to put it in your charge slip.

This option will show a history of all diagnosis that the patient has ever had in a billing encounter. With
it it shows the date it was first used.

Diagnosis EI

m Patient Diagnosis History

Ico___|pescription ______________________joate |

250.00
003.0
I64.42
284.01
W10.04
311
558.2
564.1
382.2
273.2
789.05
5851
789.31
789.46
789.07
789.06
W02

DIABETES UNCOMPLTYPE 11
SALMOMNELLA GASTROENTERITIS
RUBEOQSIS IRIDIS

COMNSTITUTIONAL RBC APLASIA
HISTORY MALIGNANCY STOMACH
DEPRESSIVE DISORDER OTHER

TOXIC GASTROENTERITIS/COLITIS
IRRITABLE BOWEL SYNDROME

CHR ATTICOANTRAL SUPP OTITIS MEDIA
OTH PARAPROTEINEMIAS
ABDOMINAL PAIN PERIUMEILIC
CHROMNIC KIDMEY DISEASE STAGE |
ABDOM/PELVIC SWELLING RUQ
ABDOMINAL RIGIDITY EPIGASTRIC
ABDOMINAL PAIN GENERALIZED
ABDOMINAL PAIN EPIGASTRIC
GEMERAL PSYCHIATRIC EXAMINATION

03/19/2015
03/28/2012
11/04/2011
04/28/2011
11/09/2010
03/27/2011
03/27/2011

03/10/2011
06/11/2010
07,/02/2010
05,/05/2010
06/02/2010
06/02/2010
05/28/2010
05/13/2010
05/13/2010

Internal Codes are codes that are established and classified in the PARADIGM system. When you

first enter the form you will see the classifications of codes as defined.
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Diagnosis H
M| _ Search F
| permatology
R}( -PrEA: ription Drug
ABD | ]abdominal
END | |Endocrinology
CKD Ichronic Kidney Disease
SCR [ screening Codes
HX | |History

Clicking on any of the groups will display the codes that are in that group.

Diagnosis m
|250 0 IO ABETES MELLITUS WO COMPLICATION
|250.00 o/ ABETES UNCOMPL TYPE I |

Clicking on one of these will put the code in your Charge Slip.

"The Book" is the comprised of the reset of the options on the first screen.
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is as far as you can go and clicking that option will put that code into your Charge Slip. Green means
you have not found the specific code yet, keep going.

Procedure codes are charge codes that are defined and classified in the PARADIGM Transaction code
table. You will first see the the classifications that are established.

Procedure H

Upon clicking on a category you will see the codes for that category.

Procedure El

| Search

'Hv | sp| asp [ soL | ose @ oL | | apm | vac [ ne (e [Py | nev | Os

You may notice codes with a red block after the code. These codes have passed edits and may be
added without any issues.

Codes with a black box may list requirements that will cause a claim to be rejected if the code is
selected.

After selecting a code you will see a form that allows you to adjust the code.
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CPT / Procedure

Here you may enter modifiers, adjust the ICD relationship change the units, amount, and add
documentation if needed.

Click on the "Add" button to add the procedure to your charge slip.

By clicking on the procedure code on the charge slip it will display the charge entry form for that code.

CCHPI Review of Syst| Medical Histo| Family History| Social Histﬂryl Vital Signs | Examination | Assessment _
Plan Charge Slip Encounter Create Note 1

Charge Slip / Sup{aiaL; x|
CPT / Procedure

oiagnos: RO T T —
99213 OFFICE/OUTPATIENT VIS

025000 [YPX|DisBen
|IT EST |

99213
(%) 80048
Clear Charge Slip

You may make changes to the code and click the Update Button. Click on the [X] in the upper right
corner if you don't want to make any changes.

6.5.1.1.2.3 Encounter Sign Off

After all data is collected for an Encounter, you will need to sign off on the Encounter.
Until the Encounter is signed off you will have a work List item reminding you of an open encounter.

The process of signing off on an encounter will lock all of the data collection forms for this encounter
and keep a historical record of the data at the time of sign off.

Clicking on the Encounter Sign Off button you will see the following:
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CCHPI Review of 3yst| Medical Histo| Family History| Social History | Vital Signs I Examination |Assessment I
Plan Charge Slip Encounter Create Note 1
Sign off

Gigning off on this Encounter [344306] will lock all data entered using the Encounter Buttons above.
Wou will not be able to modify any of the encounter information using the buttons above.

If you have not verified that the Encounter data is complete DO NOT SIGNOFF.
Click here to sign off on Encounter

Clear Encounter

Clear Encounter will remove all Encounter related entries. This includes data documents, notes, dictation worklist items and
other files. You may need to do this if for some reason the data was collected incorrectly.

THIS PROCESS IS NOT REVERSIBLE.
Click here to remowve Encounter data

Copy from Another Encounter

Copy form(s) from another encounter for this patient.

THIS PROCESS IS NOT REVERSIBLE.
Copy from Another Encounter

There are two options here:

1. Sign off on the Encounter
2. Clear the Encounter.

When you sign a note it will prompt you if you want to sign off on the encounter. If you do not plan to
create more than one note, that is a good time to sign off.

After signing off on the Encounter the following will display.

Examination

CCHPI Review of Sysi|| Medical Histo|| Family History|| Social History | Vital Signs

Create Note 1

Charge Slip Encounter

Sign off

Electronically signed by: Mitchell Broxson (mbroxson) 03/25/2015 12:39 PM

Afr b e
syl s patine 71, M
(i
Encounter [344306] data has been signed off and can not be changed.
You may also notice that all of the encounter data buttons are now Blue.
The Encounter work list item removed and the process is considered complete.

You may want to use this option if you do NOT intend on creating a Note for the Encounter. However
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if you do decide to create a note simply click on the note button and the note will be automatically
created with the work list item.

The user that created the signature may retract the Encounter Signature, if the note has also not been
signed. This is done by hovering over the signature and clicking. You will then be prompted.

0 Areyou sure you want to retract this signature?

By pressing OK you will be required to complete an Encounter Worklist item.

Patient: AbbottJeff Account: 110484 DOB: 09/02/1964 Sex: M Provider: Parker M.D. James E.
Assign: |mbroxson;

Subject: |Encounter 344306 (Signature Retracted)

Priority: | important v| Follow-up: |:|

A.ctlnn|

Message:

=010 = o 04/10/2012 01:20:39 PM mbr{i 00 [iil=0 B 03,/25/2015 12:39:33 PM ml

once this is saved the signature will be retracted and the signoff form will show once again.
6.5.1.1.2.4 Notes
This is where the Encounter all comes together. All the data has been collected and now it is time to

generate the Encounter Note. This program will gather the data from all of the forms and generate
and display the note.
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CCHPI

Review of Syst| Medical Histo| Family History| Social History | Vital Signs

Examination | Assessment | Plan Charge Slip Encounter

Create Note 1

Sticky Note | Dictation

see [~ | B 7 U | Tgdy EE=E=2E ¥ @ 9 & Plote
QRS Medical Clinic "
James E. Parker M.D.
QRS Medical Clinic
2010 Castaic Lane
Knoxville, TN 37921
(423) 587-9777
Jeff Abbott DOB: 09/02/1964 DOS:04/10/2012
2010 Castaic Lane AGE: 47 Years
Knoxville, TN 37932 SEX: MALE
CURRENT MEDICATIONS ALLERGIES
Medication Sig Reason Source Reaction
Zyrtec 10 mg tablet 1 tablet by mouth daily Aspirin Rash
Abreva 10 % l_apphcattou apply on the skin as Bees _ Edema, Insomnia
direc Codeine
Viagra 25 mg tablet 1 tablet by mouth daily Tndomethacin v
TET T RITTRTAT €8 10NAAC A Naadad Ad Aicantad (F— S — S 5
D

Save ered

Mn-d'lﬁed

The information is displayed in a word processor that allows you to make changes and save it directly.

If you have transcribed additional information, your typist may enter the changes directly into the note
and save it for your review.

Once your notes have been saved you will have additional buttons at the top of the screen.

Sign m:rtel WDrkListl Sticky Mote | Dictation | Remove Nuter

If your notes are compete you may sign off on them and file them by clicking the button. Once they

have been filed you may no longer make any changes to the document but only add amendments to
the document.

The "Work List" button will allow you to edit the work list item for the note.

After signing off on your notes they will redisplay. You will notice two things.

The first is that your electronic signature is at the bottom of the form. The other is at the top are two

buttons. A printer icon and the "Add Amendment" button. Use the Printer icon if you need a hardcopy
of the note.

In the event you need to add additional information to the note click on the "Add Amendment" button.

A dialog box will appear for you to enter your amendment.

a,

“.ui!.
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2 Signoff File: Notes.pdd -- Webpage Dialog “
|

K
By clicking the button below you agree that you have reviewed the
ocument and it is complete. The file will be locked and may no longer
he modified, only amendments may be added. If you are unsure click the
[¥] to close the window:.

Save Comment and Signuﬁl

When you save the amendment it will immediately be added to the original note with an electronic

signature.
‘.-:_’hl' i &{1‘ r?;,u.-’i.-lii..fr"'-?_ 7l ,ﬁ;‘. This is an amendmant
y?t. L. i e
| ) ’
W o Electronicaly signed by: Mitchell Broxson [mbroxson| 03/25/2015 12:42 PM

If a note requires a counter signature it will force you to create a worklist item for the note to send to a
user who is authorized to provide the countersignature.

£ Worklist -- Webpage Dialog H
MNote |
Patient: AbbottJeff Account: 110484 DOB: 09/02/1964 Sex: M Provider: Parker M.D. James E.

AssIgN: | mbroxson;

Subject: |C0unter5ignature Required Note 344306 |ﬂ
T — e —
Action: |Review |ﬂ

Message: | oo intersignature Required

History: | mitchell Broxsonimbroxson) 03/25/2015 01:50 PM
Note Saved

o] o] &5 Entered:

03/25/2015 01:50:35 PM mbriNG5 = B8 03,/25/2015 01:50:35 PM ml

When that user access the note they will see the following at the top of the note.

| a ﬂ H 'l.'.l'nl'ltL'EtI S'Iich'hla‘bel Di:l:'licml Cc-un‘bus'gn:tl.l\el Add .ﬂ:rbendmntr

They may then click the Countersignature button to counter sign the note. The note will then display
two signatures at the bottom.

The user that created the signature may retract the Note Signature. This is done by hovering over the
signature and clicking. You will then be prompted.
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Message from webpage “

e Areyou sure you want to retract this signature?

oK Cancel

By pressing OK you will be required to complete an Note Worklist item.

£ | Worklist -- Webpage Dialog El
Note |
Patient: AbbottJeff Account: 110484 DOB: 09/02/1964 Sex: M Provider: Parker M.D. James E.

ASSIEN: | mbroxson;

Subject: |Note 344306 (Signature Retracted) |ﬂ

Priority: | Important V| Follow-up: I:l

Action: |Review |ﬂ
Message:

History: | mitchell Broxson(mbroxsan) 03,/25/2015 01:49 PM
Subject changed from [Countersignature Required Note 3443068] to [Note 344306 (Signature Retracted)]

Mitchell Broxson{mbroxson) 03/25/2015 01:47 PM
Countersignature Required
Subject changed from [Note 344306] to [Countersignature Required Note 344308]

Mitchell Broxson({mbroxson) 03/25/2015 01:47 PM
Note Saved

Mitchell Broxson{mbroxsan) 03/25/2015 01:47 PM
Note Saved

A enterea

03/25/2015 01:47:08 PM mbr{l G5 (=Bl 03/25/2015 01:49:07 PM ml

once this is saved the signature will be retracted and the note editor will show once again.
This button will show the work list item for the note.

This item will display and allow you to edit the a sticky note for a note. You do not have to have a
saved note to create a sticky note.

The Dictation button will only display if the "Dictation.wav" file is configured as a button file template.
This button is unique in that it allows you to record dictation that is stored with the Note. When you
perform your initial recording it will also create a Dictation work list item for the provider on record for
the Note.

When the dictation is saved it will save a base note along with it.

The typist may then review the providers dictation work list. Selecting a dictation item from the work
list will pull up the Notes for the Encounter, and start the dictation playback in a separate window. The
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6.5.1.2

typist may then listen to the dictation while typing in the Notes on the Encounter.

If using a program such as "transcription buddy" the typist may also use foot controls to start / stop /
rewind / etc. the dictation recording.

When the typist saves the notes, they will be prompted.

Message from webpage g

—

% Femove the dictation worklist item
" and save the note worklist?

(0] l ’ Cancel

The provider may then review the notes and sign off on them.
This button will show the dictation work list item if it exist.

This button will prompt you.

Me e from

."-'.. ..\.

. Remove Motes.pdd
' This will also remove any dictation if it exist
and any worklist iterns.

0K ] ’ Cancel

By clicking OK the notes, dictation and any work list items will be removed.
Cover Page

The Cover page gives a global overview of the Patient and Encounter if your are working in an
Encounter. The Cover Page is fully customizable by practice, or by user. The Cover Page discussed
here is the default cover page that is shown if a custom cover page is not in place.

The Cove page make use of the "show/hide bars". Be default the Encounter Patient Notes and
Insurance information is displayed with the Medications, Problem List, Allergies, Alerts, and Trackable
Data hidden.
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|.f. = ¥ & Encounter |
TIME: 04/10/2012 0:06 PM PROVIDER: 2 Flintstone M.D.,Frederick LOCATION: 1 QRS Medical Clinic
FACILITY: REFERRING: REASOMN:
Appointment
| Patient |

This i=z a =sticky note for the patient

Abbott Jeff DOB: 09/02/1964 AGE: 50 Years
2010 Castaic Lane SEX: Male MS: Married SMOKER: current status unknown
Knoxville, TN 37932 CODE: 110484 S55N: 123-12-1234

HOME: (B65) 986-9525 WORK: ()- CELL:[)-
PROVIDER: Parker M.D.James E. REFERRING: PCP:
ETHMICITY: Not Hispanic or Latino RACE: White LANGUAGE:
| Motes |
| Insurance |
# Insurance Policy # Group Holder
1 Blue Cross Blue Shield ZEBS04TRE2238 123952 QRS HealthCare Inc Abbott leff

Medications
Problem List

Allergies
Alerts
In the Patient section you will see a yellow area that stores a patient sticky note.

You may show or hide any section of the cover page by clicking on the "show/hide bar" above the
section.

At the top of the cover page you may notice a small toolbar.

The Printer icon lets you print the cover page. It will print only the sections that are shown, and the
sticky notes will NOT print, they are internal.

The other two icons let you either show all items or hide all items.

6.5.2 Document Header

When a document is displayed in the file display area a header will be above it that list all the actions
and functions available with that document for you. It will appear similar to the following:

U|“|ﬂ| Attach to Order| Link File | Sticky Note | H|st0r\r| Sign 0ff| Ed|t| Rename | Move | Trash | Info | Imaging Result: |:| File Date: l:l ﬂ

The Buttons will change depending on your security, the document, where it is located and various
other data. The following are all of the buttons and when they will display.

6.5.2.1 Print

™ The Print button will only display on HTML / TEXT documents that can not be edited, either they
have been signed off or the folder is locked down. This will allow you to print these documents. All
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6.5.2.2

6.5.2.3

6.5.2.4

other documents will have there own print abilities.

Outbox

il
'=-'| The black outbox button will allow you to send a copy of that document to the patient outbox.
From there you may archive the document or send to the QRS Patient Portal.

-}
|ﬂ The blue outbox button will allow you to send a copy of that document to the user outbox. From
there you may archive the documents to send to a third party.

WorkList

The WorkList button will appear if the chart is displaying the Pending files or the Patient Orders.
Clicking on this button will display the work list item for the file and allow you to edit it, if you have
privilege.

£ Worklist -- Webpage Dialog Bl
Patient: Abbott Jeff Account: 110484 DOB: 09/02/1964 Sex: M Provider: Parker M.D_lames E.

Assign: (GROUP-Admin;

Reply to: jeff | Repiy to: an |
Subject: |squirrel jpg |ﬂ
Priority: | important v| Follow-up: [ ]
Action: | pog e File [

Message:

=41l 12/07/2011 11:46:20 AM jeff QGG LT BN 12/07/2011 11:46:20 AM jer

Order

The Order button will appear in any tab, if the document has an Order attached to the document (or
the document is attached to an order). Pressing this button will show the order for the document in a
pop up window.
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Patient Chart (Pending) Encounter Recent Inbox Outbox Trash Message | Recall
Open Rx (med) | Problem | Allergy Track 9

Orders Reports | PER

Flintstone M.D. Frederick
QRS Medical Clinic

$ 1908.00

This is an area for a crucial note. This note will display in the j
patient header as long as the chart is displayed.

Encounter | Mote Rx Labs Xrays Correspondence Messages Insurance Patinfo DOC| AVery Long Tab Name Orders Procedures Cardio | Timed Tab‘
= 1 BI | Orderl Order WDrKLlstl Detach from 0rder| Link F|Ie| Sticky Ncn:el Hlstnryl Add Amendmentl Renamel Mave. .
Trash | Info | show / Hice Signatures [Fije pate:| | =)

James E. Barham M.D.
Hamblen Family Medicine
823 McFarland St.

Next Appt:04/08/2015 11:20 AM [2] I

2010 Castaic Lane
110484 David A Walker, M.D. %
Knoxville TN 37932

oajoa/zso N

Order WorkList

The Order WorkList button will appear in any tab with the exception of the "Patient Orders" area, if the
document has an Order attached to the document (or the document is attached to an order).
Pressing this button will show the order work list for the document in a pop up window.

Patient: AbbottJeff Account: 110484 DOB: 09/02/1964 Sex: M Provider: Parker M.D. James E.
Assign:

Subject: |

Status: | yew Order v Follow-up: I:l [send Order

Action: |

Message:

6.5.2.6 Detach from Order

The Detach from Order button will appear in any tab with the exception of the "Patient Orders" area, if
the document has an Order attached to the document (or the document is attached to an order).
Pressing this button will show the following confirmation box.
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Message from webpage “

e Remowe this file from the order?

oK Cancel

Clicking OK will remove the link that connects the document to an order and redisplay the file. You
may now notice the Attach to Order button.

6.5.2.7 Attach to Order

The Attach to Order button allows you to attach a document to an open order. Open orders have a
status of New Order, Pending Results, or On Hold.
By pressing this button the following window will appear:

& WorkListReport -- Webpage Dialog

This patient has current orders. If this document is associated with an order select the order from this list make changes if needed and Save
the arder. If not Exit the window to continue moving this document.

Subject Assizned Priority Action Modified -
Pathgroup [04/10/2012 01:13 PM] mbroxson; New Order 04/10/2012 01:22:30 PM mbroxscn

Pathgroup [04/10/2012 12:56 PM] mbroxson; New Order 04/10/2012 01:00:19 PM mbroxson

Pathgroup [02/16/2012 12:44 PM] mbroxson; New Order 02/16/2012 12:53:16 PM mbroxscn

Medical Order [02/16/2012 12:40 PM] mbroxson; New Order 02/16/2012 12:42:37 PM mbroxson

Hospital Order Form [03/27,/2011 10:30 PM] jefF: Finished 03/27,2011 10:33 PM jeff

Hospital Order Ferm [08/25/201001:31 FM] jeff; Finished 10/04/2010 04:03 PM jeff

ConsultRequest [DE,/10/201002:13 PM] jeff; Discontinued 06/10/201002:18 PM jeff

Qutpatient Imaging Crder [04/22/2010 10:52 AM] jeff; Finished 04/22/201011:11 AM jeff
Cutpatient Imaging Crder [04/22/2010 10:53 AM]  jeff; Discontinued 04/22/2010 11:10 AM jeff

Cutpatient Imaging Crder [04/06/2010 10:14 AM] jeff; Finizshed 04/22/2010 11:01 AM jeff

ConsultRequest [04/22/2010 10:55 AM] jeff; Cancelled 04/22/2010 10:56 AM jeff

ConsultRequest [04/08/2010 11:37 AM] jeff: Finizhed 04/21,201001:19 PM jeff

Cutpatient Imaging Order [04/06/201009:11 AM] jeff; Finished Test results 04/16/2010 05:55 PM jeff

CQutpatient Imaging Crder [04/07 /2010 02:47 PM] jeff; Finizhed 04/D8/2010 08:51 AM jeff

Select the Order you want to attach the document to from the list. The Order Work List item will then
appear.
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2] Worklist -- Webpage Dialog Bl

Patient: Abhott 1eff Account: 110484 DOB: 09/02/1964 Sex: M Provider: Parker M.D_lames E.

Assign: (mbroxson;

Subject: |Pathgrgup [04/10/2012 01:13 PM] |ﬂ

soton[senorerv] S| | Candoss Cromords
Ax:t'lun:| |ﬂ

Message: ﬂ

m Entered:

04,/10/2012 01:22:30 PM ml

04,/10/2012 01:18:30 PM mbri\Gh iR

Make any necessary change to the order work list and save it to attach the order. Failure to save the
order work list item will return control back to the Order list.

Sticky Note

The Sticky Note button allows you to attach a sticky note to a document. These notes are internal and
will not print with the documents. Pressing this button will show the Sticky Note form.

=3 Sticky Note: Orders_PatientlLetter_20100430120256... “

Save

Enter the information you want to save in the sticky note and press the Save button. The Sticky Note
will automatically appear each time the file is displayed in the future.

Sign Off

The Sign Off button allows you to place an electronic signature on a document. The electronic
signature meets the definition of such based on the
Personal Information Protection and Electronic Documents Act.

PIPEDA definitions
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(1) An electronic signature is "a signature that consists of one or more letters,
characters, numbers or other symbols in digital form incorporated in, attached to
or associated with an electronic document”;
(2) A secure electronic signature is as an electronic signature that
(a) is unique to the person making the signature;
(b) the technology or process used to make the signature is under the sole
control of the person making the signature;
(c) the technology or process can be used to identify the person using the
technology or process; and
(d) the electronic signature can be linked with an electronic document in such
a way that it can be used to determine whether the electronic document has
been changed since the electronic signature was incorporated in, attached to
or associated with the electronic document.

You must have a signature file for your user name in order to sign off on any
documents.

When you press the Sign Off button the following will appear.

3 Signoff File: test HLY -- Webpage Dialog “

By clicking the button below you agree that you have reviewed the
document and it is complete. The file will be locked and may no longer
he modified, only amendments may be added. If you are unsure click the
[¥] to close the window:.

Save Comment and Signoff

In the dialog box you may make a comment to store with your signature. Click on the Save Comment
and Signoff button to save your signature.

The Document will then redisplay with the signature and comment below the Document Header and
above the actual documents.

Once a document has been signed off, it will no longer be able to edit it from within the PARADIGM
EHR system.

If either the document or the signature file attached to the document are modified in any way the
signature will be rendered invalid and the following will display.

Invalid Signature

Click to remove signature file
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You must then remove the signature file and sign the document again if you wish to lock it within
PARADIGM EHR.

Sign Off does not apply to Patient Orders.

6.5.2.9.1 Retract a Signature

The user that signs a document has the right to retract the signature. This is done by hovering over
the signature area of the document and clicking. The will then be prompted.

I "

Message from webpage @

[0] Are you sure you want to retract this signature?

OK l l Cancel

By pressing OK the signature will be retracted and normal file operations will resume.
6.5.2.10 Add Amendment

If a document has already been signed off and you want to add an additional comment to it you may
use this button. This will also add another signature to the file as well.

You must have a signature file defined for your account to sign off documents.
Add Amendment does not apply to Patient Orders.
6.5.2.11 Edit
The Edit button applies to all external type documents such as PDF, JPG, TIF, DOC, XLS that are
edited externally of the PARADIGM EHR software using an application on your PC. If the file has edit

ability because it has not been signed off or locked down because of the tab it is in.

Pressing this button download the file to your PC (MSIE only) and execute the program designated to
edit the file. When you save the file it will automatically upload back into the chart and be filed in the
same place.

Internal HTML, Text, and PDD documents will allow you to save them if editing is allowed.

6.5.2.12 Rename

The Rename button allows you to rename a file. Pressing the button the following dialog will appear.
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ame -- Webpage Dialog u

Enter the new name of the file and press OK. The file will be redisplayed with its new name.

This does not apply to patient orders.
To Rename a file you must be able to edit the file or have administrative access defined in RBAC.

6.5.2.13 Move

This will allow you to move a file to another tab within the patients chart. Pressing the button will
display a dialog that allows you to select from a list of tabs and sub folders.

(2] Move to Tab - Webpage Dialog M

arrespondence
orrespondence/Incoming
arrespondence,/Outgoing

After selecting from the list a confirmation box will display.
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-
Message from webpage ﬂ

'\-.I moveztab 2
@' Patient: 110454
~ Move File: test 13 4 .pdd
From Faolder: inbox/
Into Folder: Insurance

Click OK to complete the move.

This does not apply to patient orders.
To Move a file you must be able to edit the file or have administrative access defined in RBAC.

6.5.2.14 Trash

The Trash button allows you to move a file to the Trash can. By Pressing this button you will see a

confirmation box similar to the following:

-
Message from webpage g
e

¥ Patient: 110484

Mawve File: testl 34 ,pdd

From Folder: Correspondence/
Into Folder: Trash

Ok l ’ Cancel

Press OK to complete the Move.

This does not apply to patient orders.
To Trash a file you must be able to edit the file or have administrative access defined in RBAC.
You must also have RBAC access to "Trash".

6.5.2.15 Info

The Info button gives you information on the file displayed. By Pressing it you will see an information

box similar to the following:
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e

Marme: testl 34 .pdd
Size: 394
Last Modified: Fri May 7 17:07:00 2010

Current Tirne: Fri May 7 17:37:18 2010
RBAC Edit: PASS

Tirmneout 60: Age 30 minutes PASS
File is Signed: FAIL

Can Edit: MO

This tells the full file name, size, last modified and it Edit Test.

6.5.2.16 Show / Hide Signatures

The Show / Hide Signatures button will display if there are signatures attached to the document. The
Signatures will display directly under the Document Header that includes this button. By default a
document will display with the signatures. Pressing this button will hide the signatures and display the
document only. Pressing the button again will display the signatures along with the document.

6.5.2.17 Lock document

@ Clicking this will display the Deny List for the document displayed.
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1d not open list file:
f naradiam/data_001,/EMR/1104 84 /Encounter/Deny_DC
ta present.

L

Here you may add users or groups that you do not want to have access to this file.
6.5.2.18 Link File

The Link File button on the Document Header section of the chart allows for two files within the
patient's chart to be linked to each other.

The types of links allowed are:

Accepted Amendment - Used to accept an amendment to the chart from the patient, another provider,
or another party.

Denied Amendment - Used to document that the patient, another provider, or another party has
requested an amendment to the patient's chart and you are denying their request.

Image / Narrative - Used to link an Imaging Result to the Narrative interpretation of that result.
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Type of link:
Accepted Amendment

[+ Mot
g Denied Amendment
- Rx Image [ Narrative

"|:I Labs
w1 Xrays

#-_1 Procedures

=1 Cardio

=] Correspondence

--[:I Messages

"[:I Insurance

=iz Pat Info

-] Registration_2010_Jun_17.tif
S| Release 20100813093857.pdd |
D Release_20110421154038.pdd
-] Financial_2010_Jun_17.tif

[+ 1 HIPAA

#-[] Consents

-] 0123456789ABCDEFGHL)

6.5.2.18.1 Chart Amendment

File Link

Preview:  Tab: Pat Info - Subdir: - File:

YOUR PRACTICE t

123 Your Stree

Your City, 5T 12

Phone: (000) 111-2222 Fax:

Email: youremail@address.com Websi

CONSENT FOR RELEASE OF M

PATIENT
Mildred Weischel

04/14/1938
3876 Centre Gardens Blvd

Knoxville TN 37912

I

PROVIDER / PRACTICE NAME

| do hereby consent and authorize you to release copies ¢
previous medical records from other practices and practi
part of my medical records.

| agree that a copy of this release or a fax of this release
Please send copies of requested information as soon as pe
this request.

The Chart Amendment Template can be created to document any amendment request that comes
from the patient, another provider, or another party. When used in conjunction with the Link File
mechanism, the Chart Amendment can be documented as accepted into the patient's chart or denied

as an amendment to the patient's chart.
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Patient: Mildred Weischel Amendment Dat
3876 Centre Gardens Blvd Apt 3984 Amendment Tim
Knoxville, TM 37512

From: W

Motes:

6.5.3 Document Signatures

The area between the Document Header and the Document Display area will show any signatures
attached to that document.

[ Patient Chart (Fending) Account r Encounter Recent Inbox Outbox Trash Message | Recall “E
Abbott, Jeff 110484 344306 Open | Rx(med) | Problem | Allergy mack (N @
DOB: 09/02/1964 —lmﬁPM_ Orders Reports | PER
AGE: - 5 1908.00 Flintstone M.D.,Frederick
SEX: Mal. QRS Medical Clinic
. glols = This is an area for a crucial note. This note will display in the ﬂ
Next Appt:04/09/2015 11:20 AM [2 ] | patient header as long as the chart is displayed.
Encounter| Note  Rx Labs Xrays Correspondence Messages Insurance Patinfo DOC  AVerylong Tab Name Orders Procedures Cardio | Timed Tab
ﬂ ﬂ 9 Q|.;‘.‘;‘.|Attacht00rder| Link File| StickyNote| History|mm Amendment| Rename| Mwa|Tra5h| Info‘ Merge | Fa A
11 [ = Show / Hide Signatures | Fije pate: o
File Date N
| a "y
Pathology JJWT’V-‘ z{g_.?_,._.‘(-u'fme_;. A
Lesi ! { Electronically signed by: Mitchell Broxson [mbroxson) 03/25/2015 12:52 PM
SAMPLEREPORT_DOC Y i
testl
Test_no_header_20100423 * 04,/26/2010
Blank Text_2010042419039 = MName: Barnaby, lonas Report Date: 09/16/2009
Patientletter_2010042408 iz DOB: 09/30/1988 Report Time: 12:01
2010Jan16 00:35 Comprehgum)
20090ct23 03:27 Comprehum SEX: M Coll. Date: 09/15/2009

You may use the "Show / Hide Signatures" button to hide the signatures.

6.5.4 Document Display

The area under the Document Header and Document Signatures will display the actual document.

6.6  Working with PARADIGM Data Documents

PARADIGM EHR allows you to store and retrieve many document types. These can be simple text
documents, word, excel, images, audio, or even video. But all of these documents are know as
external documents and require that an external program on you workstation be used to edit or make
any changes to these documents.

PARADIGM EHR has its own internal document type known as a PARADIGM EHR Data Document.
The PDD allows you to quickly and enter information on for a patient and store that data within the
patients chart. When retrieved the data tells PARADIGM EHR what form was used to create the data
and displays the form with the data that was stored. This data is also accumulated on a nightly basis
an put into (Comma Separated Value) CVS tables. This allows the data to easily be imported into
other applications for the purpose of analysis or reporting.

PDD documents can be used anywhere within a patients chart but are commonly used for gathering
Encounter Data. This data is then retrieved by the Note Generator to create an encounter note for the
patient. You will also see all other system type forms such as medications, work lists, recalls and
followup's using PDD forms.
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6.6.1

6.6.2

PDD forms are written by programmers skilled in HTML and Javascript. The Programmers have been
given many programming tools at their disposal to make writing the forms easier, faster, and more
consistent. These "widgets" as they are known also allow for added flexibility and generally make
PARADIGM EHR more user friendly.

The PDD Toolbar

You will find the PDD Toolbar at the bottom of each PDD form. It will appear similar to the following:

e

This toolbar will have up to four buttons on it. The buttons that display depend upon several factors.

Save Button

The Save Button will save the data data you entered in the PDD form. The Save button will not display
if your user defaults are set to "Ask to Save" or "Automatic Save" until a change is made on the form.
Upon Saving the PDD form will validate the data entered in the form and display any validation errors.

Cancel Auto Save

If your user default is set to "Automatic Save" the "Cancel Auto Save" button will display once the Save
button displays. This allows you to cancel the automatic save if for some reason you do not want the
form to be saved when you exit the form.

Print Button

The Print Button will display after a form has been saved with data. Clicking the Print button will
regenerate the form in a pop up window, execute a printer dialog and close the pop up window. This
allows you to only print a form if that is what is stored in the form, it also allows a header to be placed
at the top of the form showing the patient information. (Some forms may not display this header
because the programmer opted not to)

History Button
The History Button will open up a pop up that displays the history of each time the form was modified

and by whom.

The PDD Toolbar also displays when the data was originally entered and last modified.

Form Validation

Whenever a form is saved it will first execute a validation function. This function ensures that the data
stored in the form meets the criteria that the programmer specified when creating the form. This
includes checking the form for any of the following:

Required Field

Integer Numeric Entry
Floating Point Numeric Entry
String Entry

Alpha Numeric Entry
Zip Code Format

Date Format

Email Format

SSN Format

Money Format

Phone Number Format
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6.6.3

When a you attempt to save (submit) the data, any field that is not completed
properly or is required and does not have any data in it, will display in error.

e[ —

Also, at the bottom of the form, after below the Save Button, an error box will display
showing all the fields in error along with the error.

Please correct the following error(s):

num int num
Invalid Mumber Value is required

You must correct the errors and Save (submit) the form again.
Quick Lists

Quick Lists are a "widget" that a programmer may use if they want to give you a list of items to choose
from. Quick Lists are similar to "Select Boxes" also known as "drop down selects", but offer much
more flexibility.

£ Quick List: 001/Frequency -- Webpage Dialog |£|
Home Search | |Add QuickList provides several advantages over a

F E— traditional select:

0 Intermittent e Itis dynamic
) 0ccasionally values can be stacked
% Rare Items can be added to list by the user

"* Recurrent It is searchable
™ __ times per day

i . Lists can be gobal (all data sets), by data
™ this is a _ wery long test of the _ fi11 in ths set by user

™ times per day [
® times per month e Supports Fill in the Blank data

™ times per week

0+

™ times per vear

™ will do at a time

™ will have _ test _ times a day

4 i ¢
g i

With the traditional select list, the programmer must statically define, or use a predefined function to
populate this options. The drawback to this is that all of this data has to be included on the HTML
form. This slows down the HTML form, especially on forms that may include long list, such as
diagnosis or procedure list. Multiples of these type of select list will just exaseparate the problem.
Because the QuickList is dynamic it does not gather the data to display until you request it.
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6.6.3.1

6.6.3.2

Quick List Toolbar

At the top of the quick list you will find the Quick List Toolbar. This toolbar will have up to three buttons
and one field.

Search Add

Home Button
The Home Button will reset the display list.

The Search Field and Button
The Search Field and Button will perform a search on the data displayed in the list and only display
entries that contain your search criteria.

The Add Button
If this button is active, you may enter a value in the Search field, then press this button. It will add the
data to your Quick List.

Removing Entries
If the Add Button is active you will also have the ability to remove entries from your Quick List. You will
notice each entry is preceded by an icon.

) Intermittent
) occasionally I

Clicking on the (X) icon will prompt you to remove the entry. If you confirm, the item will be removed.

Fill in the Blank

It is possible to create data entries for you Quick List that have "Fill in the Blank" portions. This is done
by using the underscore " " character in the text of your entry, as in:

Will take __ times per day.

When the Quick List program sees this it will prompt you for a value to enter in the fill in the blank area.

¥

& | Fillin the blank - Webpage Dialog lil

Will take times per day.
Enter Value and press TAB

Enter the value and press the TAB key and the entire new value will be sent back to the form.
You may multiple "Fill in the Blanks" as in"
Take every __ hours or

You will then be prompted for each "Fill in the Blank" Separately.
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>

£ | Fill in the blank -- Webpage Dialog =5

Take every | hours or
Enter Value and press TAB

£ Fill in the blank -- Webpage Dialog =5

Take every 2 hours or
Enter Value and press TAB

You may also notice that the size of the fill in the blank entry field is directly related to the size of the
underscores "_" that you enter in your data.

Sentence Builder

The Sentence Builder is similar to the Quick List, but it allows you to select multiple items to form a
sentence to return to the field.
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6.6.5

Sentence Builder 006/buttons/&llergies/Alkr 1 a1 )

Search Add

%! Diarrhea

A Dizziness

%! Edema

A G.I. Distress
“ Hyperactivity
A Insomnia

(%) Ttching

A Nausea

%) Paradoxical

%) Rash

) Seizures /Convulsions
%) swelling

Clear | [E]

As you select the item it will put them in the yellow box at the bottom. You may edit this box if you like.
When you exit the value in the yellow box will be returned to the field.

Then sentence builder also support the PARADIGM Select as options within the sentence builder. You
may add entries to reference data from the the PARADIGM data base to pull into your sentences. For
example: You want to get a referring providers name and phone number. You could add and
Sentence builder item as follows:

RPH~rph_name~rph_name|rph_phon

This tells sentence builder to pull up PARADIGM select, using the RPH file (referring physician), sort
the the rph_name (referring physician name) and display the name and phone number.

Get with your system administrator to help you build any PARADIGM select entries for sentence
builder.

Diagnosis Select

The Diagnosis Select widget allows you to select a diagnosis code on a form. It actually consists of
three lists:

The Patient Problem List, Diagnosis History, Internal Codes and "The Book". The widget works very
much the same as the diagnosis selector for the Charge Slip.
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ProbTem List

Diagnosis History

Internal Codes

001-139 Infectious and Parasitic Diseases

140-239 Neoplasms

240-279 Endocrine, MNutritional and Metabolic Diseases, and Immunity Disorders
280-289 Diseases of the Blood and Blood-forming Oragans

290-319 Mental Disorders

320-389 Diseases of the Mervous System and Sense Organs

390-459 Diseases of the Circulatory System

460-519 Dizeases of the Respiratory System

520-579 Diseases of the Digestive System

580-629 Diseases of the Genitourinary System

630-677 Complications of Preanancy, Childbirth, and the Puerperium
680-709 Diseases of the Skin and Subcutaneous Tissue

710-739 Dizeases of the Musculoszkeletal System and Connective Tissue
740-759 Congenital Anomalies

760-779 Certain Conditions Originating in the Perinatal Period
780-799 symptoms, Signs, and I11-defined Conditions

a00-999 Injury and Poisoning

VO1-WB5 V Codes

E800-E999 |E Codes

6.6.5.1 Patient Problem List

Clicking on Patient Problem List you will see just that. The same diagnosis codes that show in the
Patients Problem List.

[OTHER PARAPROTEINEMIAS

| DEPRESSIVE DISORDER NOT ELSEWHERE CLASSIFIED
|CHRONIC ATTICOANTRAL SUPPURATIVE OTITIS MEDIA

| TOXIC GASTROENTERITIS ANMD COLITIS

|OBSTETRICAL PYEMIC AND SEPTIC EMBOLISM WITH DELIVE
| DERMATITIS DRUGS MEDICIMES INTERN

Click on one of these to put it in your form.
6.6.5.2 Diagnosis History

This will show diagnosis codes used in billing encounters for this patient along with the date first used.
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-
& | Select Diagnosis -- Webpage

Home Back

| 789.05
.07
.09
.0
.49
. 05
.20

Internal Codes

Patient Diagnosis History Tor [110484] Abbott,Jeff

[ABDOMINAL PAIN PERIUMBILIC |03/24/2010
| ABDOMINAL PAIN GENERALIZED |12/29/2009
| ABDOMINAL PAIN OTHER SITE |12/23/2009
|CHOLERA VIBRIO CHOLERAE |03/23/2010
| ABDOMINAL RIGIDITY OTHER SITE |03/23/2010
|HISTORY MALIGNANCY LARGE INTESTINE|01,21/2010
|LOCALIZED SALMONELLA INFECTION UNS|12,/23/2009

Internal Codes are codes that are established and classified in the PARADIGM system. When you
first enter the form you will see the classifications of codes as defined.

Iicking on any of the groups will display the codes that are in that group.

[ DermataoToay
|Prescription Drug

| Endocrinolagy

|Chronic Kidney Disease
| Abdominal

| screening Codes
|History
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i ™
£ | Select Diagnaosis -- Webpage Dialog “ﬁ

V10, 00 HISTORY MALIGHNANCY GI TRACT UNSPEC

V10,01 HISTORY MALIGMNANCY TOMGUE

V10,03 HISTORY MALIGHANCY ESOPHAGUS

V10. 04 HISTORY MALIGMANCY STOMACH =
V10, 05 HISTORY MALIGMANCY LARGE INTESTIME

V10. 0& HISTORY MALIGMNANCY RECTUM

V10, 07 HISTORY MALIGMANCY LIVER |
V10.09 HISTORY MALIGMANCY OTHER GI TRACT i
V1ii.0 HISTORY SCHIZOPHRENIA

Vil.1 HISTORY AFFECTIVE DISORDER

V1ii.2 HISTORY MWEUROSIS

V11.3 HISTORY ALCOHOLISM

V11.8 HISTORY OTHER MENTAL DISORDER

V11.9 HISTORY UMSPEC MENTAL DISORDER 7

Clicking on one of these will put the code in your form.
6.6.5.4 The Book

"The Book" is the comprised of the reset of the options on the first screen.

001-139 Infectious and Parasitic Dizeases

140-239 Neoplasms

240-279 Endocrine, Mutritional and Metabolic Diseases, and Immunity Disorders
280-289 Diseases ot the Blood an i lood-Torming Organs

290-319 Mental Dizorders

320-389 DMseases of the MNervous System and Sense Organs

390-459 Mseases of the Circulatory System

460-519 DMiseases of the Respiratory System

520-579 DMiseases of the Digestive System

580-629 Mseases of the Genitourinary System

630-677 Complications of Pregnancy, Childbirth, and the Puerperium
&80-703 Diseases of the Skin and Subcutaneocus Tissue

710-739 Diseases of the Musculoskeletal System and Connective Tissue
740-759 Congenital Anomalies

7B0-779 Certain Conditions Originating in the Perinatal Period
780-799 Symptoms, Signs, and I11-defined Conditions

300-999 Injury and Poisoning

VO1-VE5 V Codes

EB00-E99%9 |E Codes

Here you may drill down by category until you find the correct code.

Select Diagnosis --

Home | Back

[317 [MILD MEMTAL RETARDATION
3138 OTHER SPECIFIED MENTAL RETARDATION

319 UNSPECIFIED MENTAL RETARDATION

While drilling down you will notice either a Green or Red block next to the code. The Red means that
is as far as you can go and clicking that option will put that code into your Charge Slip. Green means
you have not found the specific code yet, keep going.

Wébpage Dialog
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i n N TT———
€] Select Dingnost: coRde e
Home | | Back
[318.0 [MODERATE MENTAL RETARDATION
[318.1 | SEVERE MENTAL RETARDATION
|318.2 | PROFOUND MENTAL RETARDATION
6.6.5.5 Tool Bar
The Tool Bar Controls for the Diagnosis Select are at the top of the window.
’ Home ] ’Back] | Search I
Home
The Home Button will take you back to the very top level of the Diagnosis Select.
Back
The Back Button will take you back to the previous level of the Diagnosis Select.
Search
The Search will search through both internal and "The Book" codes and display them. It will only show
codes that are complete codes.
& | Select Diagnosis — Web@
Home | | Back | food ‘Search |
# Internal Codes
| 005 |OTHER FOOD POISONING (BACT)
System Codes
|005.0 | STAPHYLOCOCCAL FOOD POISONING
005, 2 FOOD POISONIMG DUE TO CLOSTRIDIUM PERFRINGENS (C. WELCHII)
.3 FOOD POISONING DUE TO OTHER CLOSTRIDIA
| 005 . 4 |FOOD POISONING DUE TO VIBRIO PARAHAEMOLYTICUS
|o05. 81 |FOOD POISONING DUE TO VIBRIO VULNIFICUS
| 005 . 89 |OTHER BACTERIAL FOOD POISONING
|oos. 9 |FOOD POISONING UNSPECIFIED
.1 |ALLERGIC RHINITIS DUE TO FOOD
.0 |[PHEUMONITIS DUE TO IMHALATION OF FOOD OR VOMITUS
6.6.6 Date Select

You will find the Date Selector whenever you find a date field. Some times the date selector will
activate just by entering the field, other times you may see a little calendar icon to side of the field.

5

When the date select is activated it will display a popup calendar similar to the following.
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- Current

Sun Mon Tue Wed Thu

6.6.6.1 Date Selector Controls

You may select a date by hovering over the date you want an clicking. But the date you are looking
for may not be in the current month.

The Controls are found at th top of the calendar.

== N5

<[~ Jourrent [on ] - |+

Selecting a Month

You may select a month by using either the drop down month selector or the < and > buttons. The <
and > buttons will move you forward or backwards one month at a time.

Selecting a Year
You may select a year by using either the drop down year selector or the << and >> buttons. The <<
and >> buttons will move you forward or backwards one year at a time.

The drop down selector will give you a range from -100 years to +20 years. If you need to go further
than that in either direction, select the end of the range, and then open up the year selector again.
Now it will display -100 to +20 years from that date.

Selecting the Current Month and Year
The Current button will redisplay the current month and year.

Clearing the entry
The ClIr button will return an empty value into the field.

Exiting
Clicking on the [X] in the upper right corner will exit the calendar. It will not change the value in the
field.
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MY
This will return only the Month and Year

Y
This will return only the year.

6.6.7 PARADIGM Select

PARADIGM Select allows you to select information from the PARADIGM database. It is commonly
used for things such as Referring Providers, Reasons, Procedure Codes, etc.

£ Select [RPH] - WebpagM =5

ABE | Abbott,Jeff
Abou-Jaoude M.D. ,wWali1d A.
Adkins M.D. ,Bruce R.

Adkins M.D.,5teven M. 386-9771
Agel M.D.,John F. 245-6101
Aguas M.D.,Elena 538-5116
Ahmad M.D. ,Ahmad 574-0477
Ahmad M.D.,Irshad I25-2122
i Ahzan,S5aira M.D. 546-5532
Alder, M.D. Joseph 272-5600
| alderman M.D. ,Kurtz 926-4601
i ATl M.D.,Yaqub 626-0374
i Almatari M.D. ,abdul L. 546-3001
Alternate M.D.,Doctor I -
f Amador M.D.,Jose 581-1520
| Anderson M.D.,Peter 392-6200
i Archer M.D.,Roger 224-3350

Argerson M.D.,John 990-1401
ARH Medical Associates 573-4520
Armstrong M.D.,Brian 230-5000
Ashraf M.F.,5ualeh ] J -

Astin M.D.,David 844-6864
Bacon M.D. ,Michasl L. 224-5108
Bailey Jr. M.D.,L.Dell 392-6100
Bailey M.D., William P. 926-7101 T

6.6.7.1 Toolbar

You will find the toolbar controls at the top of the window.

Home
Home will redisplay the window just like when you entered it.

Search
Will allow you to search through the list for the information you need.
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. B28-9294
,Devon D. (423) 538-5116
. 245-3161

Hn]]y . BB6-5116
Jen W. 224-3100
Rnna]d 5. 392-6520
w Michael 230-8400
988-2506

SM5 | Smith M.D.,David H.

SMI|Smith M.D.,Ronald 5.
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7 Standard Note Generation

One of the strongest features of PARADIGM EHR is its ability to collect data about a visit and generate
the documentation (Encounter note) for that visit. This process can be completely customized, but
many choose to use the "Standard" for note generation. This section covers the "Standard" Encounter
data collection forms and the note that it generates.

The "Standard" note consists of 9 data collection forms and the note generator. They are:
Chief Complaint - History of Present lliness.
Review of Systems

Medical History
Family History
Social History

Vital Signs
Physical Examination

Assessment
Plan
The Note

7.1  Chief Complaint - HPI (CCHPI)

Chief Complaint / History of Present Iliness
Encounter Date: 08/04/2011 09:10 AM  Reason: Reviewed: | | Discussed:

f,‘l CCHPI 1

Historian: B

S
Eo

Symptom / Problem:
Duration:

Location:

Freguency of Symptoms:
Intensity:

Symptom(s) Characteristic:
How Symptoms Began:

How Symptoms Progressed:
What Brings Symptoms On:
What Makes Symptoms Worse:

What Relieved Symptom(s):

333y eI 3 ey E3 e eI )

A=zsociated Symptom(s):

Comment © HPI O T

..

This form is used to collect information for the Chief Complaint and history of the present iliness. Data
collected here will be used for Evaluation and Management Coding when creating the billing
information for the encounter.

You may have multiple CC/HPI for an encounter by clicking the "Add CC/HPI" button.
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7.2

This button is unique to the encounter.
Review of Systems / Exam

The Review of Systems and Exam forms have the same look and functionality.
When the form loads, it automatically determines which configuration to use based off of the

appointment. The hierarchy that the forms look at is: 1st the appointment Resource and
Reason, 2nd just the Resource, 3rd just the Reason, 4th the Practice Configuration, and
lastly the QRS Standard Configuration. You can force a different configuration than what
loads by clicking on the System Label. . When doing so, the form will show you all of the
available configurations to use. If you have a resource set up on your user defaults, you will
be able to add or edit configurations for that resource from this selection box.

When you open the forms, the systems with the system statuses are aligned to the left. The
system comment, symptoms/findings, and all applicable information are to the right

You can change the status of an entire system by clicking on the status to the right of that
system and selecting the status that you would like. You can click the Status Label to set all
systems to Within Normal Limits or Reset all systems back to their default.

On the right side, you see the information for the selected system. At the top you have a
general comment for that entire system. Below that are the Symptoms/Findings for that
System. You can set the status of the entire system by selecting the Status Label for that
system.

Please note that all of the fields will grow as needed to accommodate the text that is in
them.

L] Hid
Review of Systems
Systam Status System: General
_GEM _WIT_
Sk o - 4}
inan owi | Symptom Status| Description | Prograss Motes
il S (weakness [OMIT |D%no weakness |*| o] [
bt DU Hraigue OMIT |DX o Fatigus o . o
fr‘-llg-u-n] o fever OMIT |D¥|no fever |+ |+ [#
ITh_TDHl _nur_r Ecn|||:__~, OMIT qu.ng & |®] :d- |
ek o night sweats OMIT (DX no ni |+ |+ .
:Elreasis _WIT_ oM DK- = .' '.
|Lungs O
Heart o
[plocd  OMIT
Gastrointestinal _ DMIT
|Genitourinary Omim [
[Musculoskeletsl  OMIT
{Meurological  |OMIT
|Psychiatric OWIT
EE_n-:Dcrine CNIT
:Eyes OMIT
]
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7.3  Medical History

The Medical History is in a tabbed grid format. If there are any Immunizations that are past
due, the Immunization Due Alert appears at the top of the form for all tabs. The General tab
contains a form with basic information about the patient, but all other tabs are in the EHR
Grid style.

The EHR Grid allows you to type directly into the Grid Cells much like editing an Excel
Spreadsheet. Any of the cells with the grey background and black diamond utilize the
quicklist that is throughout the EHR.

The Immunization tab is a little more involved than the rest of the tabs. At the top of this tab,
you can enter any future Immunization as an EHR Alert. The Immunizations are displayed
below the future Immunization form. You may see up to four different colors for the
Immunizations. The light grey Immunizations are set up as future Immunizations. The light
yellow Immunizations with red text indicate Immunizations that were entered as future
Immunizations that are now Past Due based on the date that was entered. The blue
Immunizations have been imported from your state registry if you have worked with QRS to
set that interface up. The green Immunizations were entered and saved on the Medical
History Form.

Medical History
Immunization is due!
General Hiness Injury Hosp Surgery Immunizaon Blood Trans Chest Xrays TB Test

Unchanged from previous encounter:
Negative:

Blood Type: [‘|
Health |+
Li s

sweaskl [ [TPEEE Modifed

7.4  Family History
The Family History form allows you to enter relevant medical history of any family members.

On the left side of the screen you have the list of relatives and the ability to add a new relative by filling
in the blank row.

On the right side of the screen you can modify the relative's medical information starting with general
information about the relative and then moving into specifics about llinesses, Treatments, and
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7.5

Outcomes that this relative has/had.

Family History

B Mo First Degree History B Unchanged M Megative B Unknown or Unavailable _

Mother - Mother's Name

Relationship Name
X Mother Mother's Name
X |sister
"

Status: | Good | Date of Birth |05/28/1919 |E| Date of Death:

Cause of Death: |
MNotes:

Recorded Date Onset Date Iliness
™ \oz2/10/2012 |[F][2z012 Ta]|stroke ‘
0 \o2/10/2012 |TH]j01/2013 5]|ostecporosis (disorder) <
™ \o1/15/2014 |TF|j01/01/2013 |TH|G cell tumor, malignant :
%0 \01/20/2012 |F] s <

Social History

Here you may enter a patient's Social History. This information will display whenever a patients chart

is pulled up.
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B Unchanged from previous encounter

Race:|White ﬂ
Ethnicity:| Not Hispanic or Latino W
Language:| English s Other:| V| W
Occupation:| Accountant ﬂ Level of Education: |Post Graduate +
Marital Status: | 0| # Children: | | Lives With: +
Secual History: +
Mental Work:| Moderate W Hours/Day: |4
Physical Work:| Heawvy W Hours/Day: |6
Exercise:| Moderate s Hours/Wk: Types: |Biking, Gardening, Running, Swimming, Tennis |ﬂ
Smoking Status:| Select Smoking Status A | Queried: [ |
Tobacco:|1 pack of cigarettes |ﬂ [ week for years.
Aleohol: [[] mever. + |/ week for YEars.
Caffeine: [_| None. |3 cups of coffee and 5 cups of ice tea +| [ week for |25 years.
Aspirin: [_| None. *+| [ week for YEars.
Drugs: [_| None. | | * |/ week for years.
Comment:
K

e

Race, Language. and Ethnicity will also be added to the Objects.Trackable Data

Vital Signs

Here is where you will enter the vital signs for the patient for the encounter. This form will only display
both as part of an encounter and as history.

When the Encounter and Date fields are shown in red it will part of history, when they are white it is
part of an encounter.

Vital Signs

{ ]
Encounter 5 04/10,/2012 Units 0
|| L

i Height Head Circumference Waist Circumference Temperature BMI {kg,i"m"] BSA {m"]

in EFI cm ﬁf‘l in ﬁf‘l cm EFI in ﬁf‘l cm ﬁf‘l °F ﬁf“l *C ﬁf‘l Method

Respiration |Peak Flow (LPM] SPO2(%) y it Manufacturer Delivery Type

You may review a patients weight or height history by clicking on "Weight" or "Height". Clicking on the
History button will display a complete history of vital information.

The Graphs button will allow you to view growth data for patients plotted against the CDC growth
charts.

Data entered on this form will also be added to the Trackable Data file.
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7.6.1 Vitals History

The vitals history form will display all historical vitals history data from both encounters and those
entered as historical data.

You may hover and click to select a historical entry to edit on the Vitals form. If you select a historical
record that was part of an Encounter you will not be able to edit it unless it is the current Encounter.

2| Vitals History -- Webpage Dialog B
Encounter date * height_in weight_lbs temp_F method respiration bsa bmi bp_1
20110421 04/21/2011 72 198.42 Q8.6 Forehead 2.15 26.91 120/80
20100825 04/21/2011 71 205 ag8.6 2.18 28.59 126/86
20110404 04/04/2011 71 200 Q8.6 2.15 27.89 130/80
328337 08/25/2010 71 205 Q8.6 2.18 28.59 126/86

4 L1

7.6.2 Weight History

04/03/2008 200
06/19/2008 197
11/25/2008 200

06/19/2008 193
11/21/2008 195
12/01/2008 185

7.6.3 Height History

04/03/2008 70
06/19/2008 70

11/25/2008 70
06/19/2008 70
11/21/2008 70
12/01/2008 70
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Assessment

Here is where you will assess the patient for the encounter and determine the diagnosis for the
encounter.

Azzessment 1

ICD: E] Description: DX
Status: E] Discussion:
Add Assessment

You may select the ICD either by entering in the code in the ICD field, typing the description in the
Description field or selecting a diagnosis by clicking on the <> button next to the ICD field to select
using the Diagnosis selector.

You may also determine a status or enter discussion information for each diagnosis.
The "DX" button will allow you to add or edit the diagnosis in the patient problem list.
This information will be automatically put on the charge slip.

Plan

Here you may create the plan for the patients encounter.

) Plan 1

Type: B Hide on Hote D
2dvice: B CPI: ICD: B

Comment : B FRC: B

First select a type. This will determine the the list that will display for the Advice. If the advice is a
procedure the CPT code will be copied into the CPT field. You may then associated it with ICDs
created on the Assessment form. If the procedure is to be performed off-site then you may select a
facility in the FAC field.

Procedures with a CPT code will copy into the charge slip when created.
The Remove (X) will allow you to remove a plan.
When you have completed you may use the E/M button to have the system find the appropriate

Evaluation and Management Code.

Plan Types

When looking at the Plan Types List the Add / Edit button will allow you to create additional types to
use in your plan. Clicking on this button will display the Plan type form.
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7.8.2

£ |

This program will allow you to Add / Edit Plan Types

Type: B

Action:

TRL CLS:

Clear

Here you may enter a type and then determine an action to take place for that type.
Valid actions are as follows:

QuickList - This will display a quicklist by the type name when selected.

Referring Physician - This will display the PARADIGM referring provider list to you choose from
Transaction - This will display PARADIGM transaction codes. You may narrow the selection criteria by
providing a comma separated list of PARADIGM CLS codes in the TRA CLS field.

Medication - This will open the patients medication list in a window to allow you to either enter a new
prescription or medication, or change an existing.

E-medication - When using E-medication you will first need to select the medication from the
medication list, and then perform the operation required in Relay-Health.

Followup - This allow you to create a followup or recall for the patient by displaying the form in a
separate window.

Order - Used for creating an order for the patient.

Evaluation and Management

The Evaluation and Management dialog will evaluate the data collected for the current encounter and
recommend the proper Evaluation and Management code level. The form will display similar to the
following:
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Chief Complaint
History of Present lllness No. of Elements: - ICD  |Descriptien |Mgt Option Points
Review of Systems No. of Elements: -
Past Medical History

Familly Historv

Social History

[Examination

Tvpe Data Points

General / Vitals
Skin

Lymphatic System
Eves

Ears / Nose/ Throat
Head and Neck

@ Minimum ) Limited ) Moderate () Exiensive
Breast Gr'-ui-delines © 1995 @ 1997
e e isits: 12 Referred:

Cardiovascular System AN NeE T Est - Office or Other Qutpatient Services -
Abdomen E&M Code  EALIRG Time:

Genitalia CODES 99211 99212 99213 99214 99215

Rectum HISTORY CC5 HPL3 ROS:4 PFSH- 4 3

Back EXAM EXAM:1 1995 Guidelines 1
.. MDM 273 DIAG:3 DATA:1 RISK:2 2

e Level E/M Code: 99211 1

Neurological System

Save & Exit

E/M Coding is based on evaluation of three main components of the encounter: Histories, Exam, and
Medical Decision making. Each component has its own evaluations process.

The Histories section is broken down into Chief Complaint, History of Present lliness, Review of
Systems, and (Past, Family, and Social) Histories. Elements of each are compared to a requirements
table for the E&M Category defined to determine the E&M Level. The minimum level is what will be
used.

The Exam is evaluated differently depending upon if you use 1995 or 1997 guidelines. 1995 looks only
at the number of systems evaluated while 1997 looks at specific findings within the systems.
Specialist are more likely to use 1997 guidelines.

The Medical Decision Making (MDM) is based on three elements: Diagnosis and Management,
Complexity, and Risk. The first two are based on collected data from the Assessment and Plan data.
The Risk is up to the judgment of the provider. The top 2 out these 3 elements are utilize.

The least of the 3 components (Histories, Exam, MDM) is then used to determine the E&M level, and
thus the code to use.

7.8.2.1 Form Breakdown

The E/M form has four sections: History, Examination, MDM, Calculations.

The History shows the history elements present. The Examination shows the Examination systems
and elements, The MDM shows the Diagnosis and management options, and amount and complexity
of data reviewed. It also allows the provider to select a level of Risk of Complications, Morbidity &
Mortality.
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7.9

The Calculation section is where the you may select the method of coding, and category to use.
By default 1995 is the default guideline. The program will look to see if the patient has had any visits
with the same provider or a provider in the practice with the same specialty to determine if it is a new
patient or established patient. It will then default the E&M Category to either New or Established
patient, and perform the appropriate calculations.

If it this is a consultation or category of service you may select from the drop down list.

Mew - Office or Other Qutpatient Services
Est - Office or Other Qutpatient Services
Office or Other Qutpatient Consultations
Initial Observation Care

Initial Hospital Care

Subsequent Observation Care
Subsequent Hospital Care
Oberservation or Inpatient Care Services
Inpatient Consultation

Emergency Department Services
Subsequent Mursing Facility Care

Initial Mursing Facility Care

Mew - Custodial Care Services

Est- Custodial Care Services
Mew - Home Services

Est- Home Services

Changing the code

It is possible to change the the code from the calculated code. This can be accomplished in 3
different ways: Change Risk, Change the actual code, or Change the Time.

Changing the Risk may change the calculated code if the limiting factor in calculating the code is either
the Diagnosis and Management options or the Amount and complexity of data. Since the MDM is the
top 2 out of 3 of these elements it could move the code up to a higher level.

You may actually change the E&M code using the drop down box. It will display appropriate codes for
the category selected. When you change a code here you will be prompted for the reason.

By changing the time you will also change the code. This is used if time is a factor in the services

performed. This should be used if more than 50% of the time defined was used in counseling the
patient.

The Note

The Create Note button will display the note editor for the encounter.
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See |~ | B 7 U iy === == %@ 9o P note
QRS Medical Clinic "
James E. Parker M.D.
QRS Medical Clinic
2010 Castaic Lane
Knoxville, TN 37921
(423) 587-9777
Jeff Abbott DOB: 09/02/1964 DOS:04/10/2012
2010 Castaic Lane AGE: 47 Years
Knoxville, TN 37932 SEX: MALE
CURRENT MEDICATIONS ALLERGIES
Medication Sig Reason Source Reaction
Zyrtec 10 mg tablet 1 tablet by mouth daily Aspirin Rash
Abreva 10 % l_apphc,auon apply on the skin as Bees Edema, Insomnia
direc Codeine
Viagra 25 mg tablet 1 tablet by mouth daily Tndomethacin v
TWET T RITTRTN B 100A A Ae Naadad Ad Aicantad (F— S —— S s
]
—

A default note will be displayed as configured for the the provider. You may select another note
template by clicking in the file name area near the top center of the form. This will display the file

selector.
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e Select File -- Webpage Dialog

Folder:

D Empty Template.htm

[ ] IHD Test.htm

D MNote Type.list

-] Note.htm

-] Note2.htm

D Operative Report.htm

D Trigger Point Injection.htm
-] VNS Interrogation.htm

Click on the note template you want to use to load it into the note editor.

Note templates can be completely customized to fit different documentation needs. The note
document is known as an Interactive HTML Document (IHD) and allows for both free form entry and
the use of "widgets" that allow access to other data, list, and functions with the EHR system.

After you have finished editing the note you may save it.

The note will be saved with a button name of the name of the document you selected. A new "Create

Note" button will be presented after that button. You may create and save multiple notes for an
encounter.

Signing the note

After the note has been saved you will notice a "sign note" button at the top of the form.

(St ) i ]
E|59IectFont|‘r||Size|v| B I U & . xz']gﬂ% = = = — &= +=
ﬁ =3 ﬂ E HTML .j Botox

QRS Medical Clinic |_|

Clicking on the button will sign the note as well as sign the encounter documents used to create this
note.
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Once a note has been signed it will no longer be allowed to be edited, and display similar to the
following:

[ Sticky Note ][ Add Amendment ] il

QRS Medical Clinic
Frederick Flintstone M.ID.
QRS Medical Clinic
2010 Castaic Lane
Knoxville, TN 37921
(423) 587-9777

m

Your options available after a note has been signed are, send to outbox, print, add/edit sticky note, or
add an amendment.

If for from reason a modification has to be made to the original document, the signature will need to be
retracted by the original signer.

If Encounter data must also be modified the encounter data signature will also need to be retracted.
7.10 Images

The Images button allows you to access your library of images with one button, instead of having a

separate button for each image you way want to use. Clicking this button will first display your image
library.
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| Select Image -- Webpage Dialog

Image Library

You may select the image you want to edit and use in your note. That will bring the image up in your
image editor. When you have made your changes and saved the image, it will be displayed. Clicking
the Image button again will first display the images you have saved for the note with the library
following.
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a Select Image -- Webpage Dialog

Clicking on the image you previously created at the top will allow you to edit it again. Clicking on the

images in the library will allow you create additional images.
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8 Administration

The purpose of this document is for the setup and administration of the PARADIGM EHR Electronic
Chart / Medical Record product. This document will cover the basics of setting up users, security, data
bases, setting up PC’s and browsers, as well as creating templates.

All of these things are necessary for the proper use of the PARADIGM EHR system.

PARADIGM EHR has a system administration account. "secadmin” This account have the ability to
access all administrative abilities including adding new users to the system and setting the system
security profile.

Additional users may be established for each data set that have the ability to perform administrative
duties related to a data set, such as setting up Role Based Access Control for the data set, updating
user profiles, setting up buttons, templates, signatures, and data set defaults. These data set
administrators do not have the rights to add users or change the system security profile.

After logging into PARADIGM EHR as the "security administrator" and selecting a data set you will be
taken directly to the Administrative area of PARADIGM EHR. Here you may establish users, set up
system security defaults, and view audits.

You may also access administrative information for the data set you selected: Role Based Access
Control (RBAC), Buttons, Templates, Signatures, Dataset and WorkList.

The "security administrator" has access only to the administrative functions and can not access any
clinical information. You may notice that the all buttons on the control panel are disabled, with the
exception of being able to select a data set, or the user button itself.

The "security administrator" account also has an automatic logout timer set to 5 minutes of inactivity.
If the security administrator logs in and does not perform any task on the screen for 5 minutes they will
automatically be logged out.

The "security administrator" may only be logged in once. Any subsequent logins will be terminated
until the first session is terminated.

mbroxson  Medical Fadlity  Appointments  Work List (39-0)  Control Panel  Other | ,J| + o PARADIGM EHR@

Administration
Users RBAC | Buttons Templates| Reports System Reports| Signatures Dataset  Alerts Orders Track PER| Lab| EScript! phiMail
Users

~
Login Name Status Data Sets PESS}" = Password | Profile Role
Expires
i Nl v] | I
Aida \ida Dillman Active 001, D02, 003 Password | Profile [Admin

From here you may click on the tab to go into the desired section.

EScript and phiMail are both only editable by QRS.
8.1 Users

By clicking the Users tab you will see a list of the systems users when logged on as
the "security administrator".
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mbroxson QRS Medical Clinic ~ Appointments  Work List (3-2)  Control Panel  Other ‘ pe +* PARADIGM EHR@
Administration
Users RBAC Buttons Templates | Reports  System Reports  Signatures = Dataset Alerts Orders Track PER | Lab | EScript phiMail
Users
Password N
Login Name Status Data Sets N Password | Profile Role
Expires
|l LV | |

Aida Aida Dillman Active 001, 002, 003 Password | Profile [Admin
awolfe April Wolfe Active |CH]1, 002 Password | Profile |Admin
bstone Bettie Stone Active |ﬂlDl, 002 Password | Profile [Admin
Bettie Bettie Stone, CRHS Active |CH]1, 002 Password | Profile |Admin
christys Christy 5tipes 2 Active |CH]1, 002 Password | Profile |Nurse
christy Christy T Stipes Active |CH11, 002 Password | Profile |[Admin
lanice 1. Young, M.D.,Ph.D Active |OlDl, 002, 003, D04 Password | Profile [Admin
jeff Jeff Abbott C.0. Active |CH11, 002, 003, 004 Password | Profile [Admin
| P— Kimharly Artiva lnn1 ano nna Pazcwnn A | Brefila |admin

From here the "security administrator" may Add or create users accounts, modify the
accounts, set/reset passwords for the account, create / modify profiles for the
account, view / kill sessions for an account, kill off a user.

Notes for user with Admin ability.

Users with admin ability may access this area as well, but with restrictions.
o Will only see users for the data set they have admin rights to.

e Can not manage a users sessions

Can not kill a user.

Can not Add new users

Can not Update existing users

Admin users can:
e Update a users password
e Create or change a users profile

Add a User
Only the system administrator "secadmin” can add a new user to the system.

Once a user is created it can't be removed from the system. It can be retired so
it no longer has access but the user record will remain.

To add a “a new user” enter the name of the new user in the “Add a new user” field
and press Tab.

Add a new user I

By entering a users name in the “Add a new user” field of the user list, the “User
Information” form will display with the login field entered for the user as well as
default values for other fields.
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User Information

Enter the users "Full Name".

You can not add a password at this time because the user does not exists yet. The
user will be created with no password.

By default the Data Sets will default to current data set. If the user will have use of
more than one data set, use the Select Button to select the data sets the user will
have access to.

Click the “Add” button to add the user to PARADIGM EHR. The screen will return to
the user list and display the new user at the bottom.

At this point you will want to set the users password, and create a default profile for the user.

Updating a User

To update a user, first, select a user from the “Users” list by clicking the User button.
This will display the user form, populated with the user information defined. Make
any changes and then click on the “Update” button.

Retire a User

Follow the instructions for Updating a User but click the “Retire” button instead of the
“Update” button. When a user is retired, you will see RETIRED in the status column
of the Users list. To take an account out of retirement, simply create a new
password for the account.
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8.1.4

8.1.5

Passwords

A User must have both a login and password established to use PARADIGM EHR.
Accounts with "NO PASSWORD" in the status can not log in. Once a user has a
valid password their status will be listed as "Active”. Itis up to the "security
administrator” to establish the initial password for an account, and provide that
password to the user.

Clicking on the Password button on the Users list will display the Change Password
form.

Change Password

TOO SHORT

Here you may enter the password for the user. Enter the password again in the
Confirm field and press the button next to Submit.

By default the password will be set to expire the first time the user logs in. This will
require to change the password you establish to be modified immediately. You may
click on the Expires field to use the date selector to change this date.

Password security controls are in place for minimum password length, and password
strength if established in the system security profile.

Profiles

Now you may establish a user profile for the user and the data set. By clicking the Profile button you
may create / modify the users profile for the current data set. Users may have different profiles for
each data set they have access to.
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User Defanlts / Profile
General Options Display Options

#CCFFFF This is how text will display

#O000CC

10 -

Login Timeout Menu Side Left

Provider

Selectifa Provider

Appointment Refresh IGENEVEM EL ALY Tab/\Window -
Default Mode Appointments

Save Mode Askto save -
Use SuperBill Yes -

8.1.5.1 Profile Information

The User Defaults / Profile form contains the following fields.

General Options

Login
This is the User login name.

Role
This defines the users role as defined in the Role Based Access Control (RBAC). It
determines what features and functions the user has access to.

Resource

If the user is a service provider, select from the resources for the user. The resource
will determine what resource code, and associated physician code will be used when
a provider enters charges on the Charge Slip form. If the user is not a service
provider leave this field empty.

Login Timeout

Enter the number of minutes that a user may go without activity before they will
automatically be logged out. Leave blank for indefinite. If the security profile has an
Inactivity timeout established, the control panel will use the lesser of the two values.

Appointment Refresh
Enter the number of seconds to elapses before the Schedule or Work list will
automatically refresh. Leave blank for indefinite.

Default Mode
Enter the user’s default work mode. This defines what work mode the user is put in

after they log in and select a data set. This can be either “Appointments” or
“WorkList”
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Save Mode
This option will determine the save mode for PARADIGM EHR Data Documents.
The available selections are:

e Manual - In this mode you must manually save each form before selecting another
object or the data will be lost.

e Ask to save - In this mode, if you change data on a form and then select another
object without first saving you will be prompted to save the data. If you select "OK"
the data will be saved and the new object will be displayed. If you select "Cancel”
the data will not be saved.

e Automatic save -In this mode, if you change data on a form and select another
object without first saving, the software will automatically save the form and then
display the new object.

Administration Mode will always be manual save.
The Note on an Encounter will always be manual save.
User SuperBill
If the user has access to enter charges using the Charge Slip, this will determine if

the Super Bill will automatically display. Some users may prefer not to use the super
bill but just use the standard diagnosis and charge entry.

Display Options

Page Color

This field allows you to select the background color for the major part of the screen
for the user. You may use the Color Selector to select the color code. The color
selected here should be a light color because any text displayed where this color is
used will be show as black.

Title Color

This field allows you to select the background color for any title areas to display on
the page for the user. You may use the Color Selector to select the color code. The
color selected here should be a dark color because any text displayed in titles will
show as be white.

Font Size

Here you may select the font size the user wants to use. Font sizes range from 6 to
16 points. The smaller the font the more information you will be able to display on
the screen without having to scroll the page content.

Menu Side

This defines what side of the screen the file list menu will display when PARADIGM
EHR displays a patient’s chart. This can be especially helpful when using tablet PC’
s to avoid having to reach over to select a file.
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Display Chart In

There are two options here:

1. Frame - Display in the Frame under the toolbar. With this method you will only be
able to work with one chart at a time.

2. Tab / Window - This method will open another tab or window (depends on
browser configuration) and display the chart. With this method you may have
multiple charts open at the same time.

When in Inbox Mode the display will revert to Frame Mode.

Chart Tab Width

This option will allow you to set the maximum width of tab names in characters. If
you have a lot of tabs with long names, using this feature may provide you with a
cleaner display.

Use Icons

This tells the software to use icons defined in the button setup for Encounter buttons
instead of just the defined text. It is also used by some forms such as Review of
Systems and Exam. These forms will display either Icons or Text Headings based
on this preference.

8.1.5.1.1 Color Selector

The color select appears as a paint bucket icon on the Color and Title Color fields. It
will display a grid of colors from you to choose from. Hover over the color you want
and click and the color will be loaded into the corresponding field.

EEREE
EEEEEERRREEE
seanniees

SFFFFFF

8.1.6 Sessions

Sessions represent each time a user logs into PARADIGM EHR. Each session is assigned a unique
identifier, and operations for each session are completely separate even though the user is the same.
Clicking on the Sessions button for a uerr will display the Sessions Manager for that user.
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8.1.7

& Sessions Manager -- Webpage Dialog.

Sessions for user: jack

EMR 192.168.2.11.1251396550909602
EMR 192.168.2.7.1251396836247849

Clicking on the "Sessions for user:" area will refresh the session list.
Beneath that you will see a list of all of the users sessions. By clicking on a session you will be
prompted.

‘Message from web

Terminate Session
EMR_192168.2.7.1251396836247849

I ’ Cancel

Clicking OK will terminate that session. If the use attempts to perform any other task on that session it
will log them out. If they are idle it will terminate the session within a minute.

Kill

Kill will terminate all sessions for a user. Clicking the Kill button will prompt:

'Message from

Kill jack
Terminate all sessions
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Break Glass Procedure

Break glass (which draws its name from breaking the glass to pull a fire alarm) refers
to a quick means for a person who does not have access privileges to certain
information to gain access when necessary. Systems containing primary source data
(information) for treatment, must develop, document, implement and test break glass
procedures that would be used in the event of an emergency requiring access to an
electronic health record. These systems must have a clearly stated and widely
understood procedure for allowing access via alternate and/or manual methods.

The system administrator should document any actual emergency access for later
audit & review. Typically, a special audit trail is created to monitor such access.
Standard access controls should be established with sufficient rules to minimize the
number of times break-the-glass needs to occur.

Break-glass is based upon pre-staged “emergency” user accounts, managed in a
way that can make them available with reasonable administrative overhead. This
solution can be used with a broad range of existing systems and architectures that
require operators to login, such as with username and password, before access is
granted. The break-glass intended to specifically cover emergency cases and should
not be used as a replacement for a helpdesk.

User authentication system is a typical mechanism used to control and monitor
access to sensitive data. It is designed to preserve security by restricting access. In
clinical care, a delay in access is likely to disrupt patient care that may cause patient
discomfort, injury or worse. For this reason HIPAA requires covered entities to have
mechanisms in place that assure patient care is not impaired by problems with the
user identification and authentication.

Scope

An emergency access solution should be used only when normal processes are
insufficient (e.g. the helpdesk or system administrator is unavailable). Examples of
situations when ‘break glass’ emergency access might be necessary:

e Account problems:

e Forgotten Username/Password (e.g. after extended absence or
vacation)

e Locked Password (e.g. mis-typed too many times)

e No User Account (e.g. a clinician from another organization or a new
clinician is assisting a facility during an emergency)

e Authentication problems:

e Central Authentication System failure (e.g. a CAS server is down)

e Smart Card or biometrics reader failure (e.g. reader or biometric is
damaged) NOTE: In cases where the authentication system fails, there
should be an alternate authentication mechanism such as
username/password.
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8.2.2.1

8.2.2.2

e Authorization problems:
e An emergency medical situation thrusts an individual into a role where
s/he lacks sufficient access rights (e.g. an administrative assistant is
entering orders during an emergency)

Break Glass solution

The break-glass solution is based on pre-staged emergency user accounts,
managed and distributed in a way that can make them quickly available without
unreasonable administrative delay. This solution should be simple, effective, and
reliable.

Pre-staging Accounts

Emergency Accounts should be created in advance to allow careful thought to go
into the access controls and audit trails associated with them. The following factors
should be considered:

e Username should be obvious and meaningful, such as breakglass01, so the
account name would be inappropriate under normal operations and would
stand out in audit trails.

e Strong passwords should implemented, but is important, that they not be so
difficult that in an emergency, the user would have trouble entering it.

e Account Permissions should be set to minimum necessary privilege.Limit
emergency access to the minimum data and functionality needed to perform
the task. This could potentially include view-only capability, prohibiting access
from outside the local console or network, limiting to data acquisition only, or
prohibiting access to previously acquired data, but due to the difficulty of
anticipating emergency needs, you may choose to allow full access to
emergency accounts.

e Auditing should be enabled if available, to log details of the account usage
and details of the work carried out while using the account. Some systems
may recognize emergency accounts and raise the system auditing level or
increase audit logging of only the emergency accounts. NOTE: Ensure that
the individuals who create the accounts are not the ones reviewing the audit
trails since this can be a source of abuse.

The ‘break glass’ accounts and distribution procedures should be
documented and tested as part of implementation.

Distributing Accounts

Pre-staged accounts need to be carefully managed to provide timely access when
needed. Break-glass requires that the emergency-account details be made available
in an appropriate and reasonable manner. These details may be provided on media
such as a printed page, a magnetic-stripe card, a smart card or a token. Some
distribution possibilities for break-glass emergency accounts include the following:

e Kept behind glass in a cabinet, where access to the accounts requires literally
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breaking the glass (similar to a fire extinguisher or alarm), providing an
obvious indication that the accounts have been accessed and a deterrent to
casual use;

¢ Maintained within sealed envelopes, where a broken seal would be an
obvious indication that the accounts have been accessed,

e Locked in a desk drawer that only specific people can access;

e Sealed and taped to the side of a monitor in a clinical area — visible to many
so it will be obvious when it is missing or damaged, or

e For cases where more than one person is needed to declare an emergency,
locked in a safe or cabinet where one person knows the combination or has
the cabinet key and a different person has the key to the room.

A best-practice would place the pre-staged emergency accounts into the responsible
care of an individual. This Emergency Account Manager would be someone readily
available during operating hours and one who understands the sensitivity and priority
of the emergency accounts (e.g. a business manager, nurse or security officer). The
distribution procedure would include a sign-out method requiring that an acceptable
form of identification be provided. This identity would be recorded before the
accounts are made available. Following such a procedure assures that activities
performed using the emergency account may eventually be associated with an
authorized individual, creates accountability and can assure non-repudiation.

Monitoring Use of Accounts

The use of emergency accounts needs to be carefully monitored. The audit
mechanisms should be used and a procedure defined to examine the security audit
trails on a regular basis to identify any use of the emergency accounts. In addition,
systems can alert the security administrator in the event an emergency account is
activated. These enhanced capabilities are highly desirable, but they are not
required for the break-glass mechanism to work. If the system or application
software cannot provide an audit trail that shows simple account activity like login
attempts, then the use of break-glass needs to be carefully considered before
implementing. Break-glass may still remain a valid system, but it will require the use
of a manual (e.g. paper-ink) log.

Documentation should describe the intended use of such accounts and the
consequences of their inappropriate use. Details should be clearly documented and
then communicated to the relevant workforce. It should be clear that all use of
emergency accounts is closely monitored. A periodic review and retraining of staff
should be done to make sure the break-glass procedure continues to be relevant.

Each use of an emergency account should be reviewed. The use of an emergency
account may be valid, or it might indicate a malicious act. Unacceptable use needs
to be recorded and acted upon. Frequent use may indicate problems with the normal
user authentication mechanism. This regular monitoring of pre-staged emergency
accounts should also include exercising some of them to ensure that they do work,
and that their use can be detected. This is similar to testing fire alarms, to be sure
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that they will work in a real emergency.

8.2.2.4 Cleaning Up After Account Usage

A procedure should be established to clean up after an emergency account has
been used. Consider addressing the following:

e Disable or delete the emergency account(s) that were used to prevent re-use
now that the password is known. Some systems may be capable of
automatically deactivating emergency accounts after first use or passage of a
selectable period such as 8 hours or 1 day. Avoid disabling the account during
the period of emergency use.

¢ Reconcile the data acquired and audit trails to reflect the proper operator’s
name.

e Make entries in disclosures if appropriate.

e Review activities performed including data acquired/accessed

e Determine if the emergency account procedure and operation worked
effectively and adjust if necessary

8.3  Security

The Security Tab allows the "security administrator" to establish a global security policy for entire
system. The System Security Data form will appear as follows:

Administration
[ Users | SecurilvT Audit] RBAC| Buttons Templatesv Signatures' Dataset| WorkList

System Security Data

Miniumum Password Length|

Strong Password NO -
Password Timeout 60
Password History Count 4
Password History Days 50
Invalid Login Attempts

Inactivity Timeout

i Select Font | w | | Size | B 7 O X x

iTady | M Ca@ | @ o | FHum

Unauthorized Access Unanthorized use is prohibited.

Select Font | w | | Size | B 7 O X, x

iTadn | X Ca@ | 9 o [Hum

Message of the Day Happy Go Lucky Dav

Save Higtar Entered Modified
Pt | B
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Security Form Fields

Minimum Password Length
Here you may enter the minimum number of characters a password must be.

Strong Password
If YES, strong passwords are enforced. This means the password must have at least one number in
it.

Password Timeout
Enter the number of days a password may be used before it will automatically expire.

Password History Count
This defines the number of new passwords that must be entered before a password can be used
again for a user. It works in conjunction with Password History Days.

Password History Days
This defines the number of days that must elapse before a password can be used again for a user. It
works in conjunction with Password History Count.

Invalid Login Attempts
This defines the number of invalid login attempts for a user before the account is locked.

Inactivity Timeout

This defines the amount of time a session may remain idle before it will automatically log off. The user
will see a count down on the toolbar. If this is empty no timeout is enforced. The user has the ability to
set a personal timeout in the user profile. The lesser of the two values will be used. The security
administrator has a default of five minutes.

Unauthorized Access
This is the message presented on the login screen for unauthorized access to the system.

Message of the Day
This is the message presented on the login screen for a message of the day. This is helpful to notify
users of upcoming events such as system updates.

Audit

The Audit tab allows the security administrator into the System Audit configuration. Here Audit events
may be configured. Enter YES to turn audit events on, and a NO to turn them off.

Administration
" Users| SecurithMT RBAC Buttons Templates Signatures Dataset WorkList_
System Audit Configurations
Login - YES -
Logout - YES -

SignatureNy=ei

[ Save ] [ Higtory ]
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Audit Reporting Tool

By hovering over the "System Audit Configurations" toolbar it will change to say "Click to View Audit

Data".

Clicking on it will display the Audit reporting tool.

& Audit Reporting Tool -- Webpage Dialog

05/25/2009 - 09/25/2009

Event(all) =

Status (all) -

User (all)

* DataSet(all) -

Time
09/25/2009 04:46

09/25/2000 04:47:
09/25/2009 04:50:
09/25/2009 04:51;
09/25/2009 05:03:
09/25/2009 05:13:
09/25/2009 05:14:
09/25/2009 05:15:
09/25/2009 05:15:
09/25/2009 05:15:
09/25/2009 05:16:
09/25/2009 05:16:
09/25/2009 05:17:

09/25/2009 05:17:
09/25/2009 05:18:
09/25/2009 05:18:
09/25/2009 05:19:
09/25/2009 05:19:

09/25/2009 05:
09/25/2009 05:
09/25/2009 05:
09/25/2009 05:
09/25/2009 05:
09/25/2009 05:
09/25/2009 05:
09/25/2009 05:

« Session

EMR_192.
IEMR_192.
IEME_192,
(EME_192,
IEME_192,
:EME_192,
IEME_192,
:EMR_192.
IEMR_192.
IEMR_192.
.chart
IEME_192,
EMR_192.
IEME_192,
(EMR_192.
IEMR_192.
(EMR_192.
EMR_192.
(ZEMR_192.
ZEMR_192.
ZEMR_192.
ZEMR_192.
ZEMR_192.
¢ EMR_192.
EMR_192.
.export

¢EMR_192

:¢EMR_192

Event
chart
chart
export
import
export
logout
login
login
logout
import

import
chart

import
button
import
import
import
export
export
export
export
export
export
export

Status

Success
Success
Success
Success
Success
Success
Failure

Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success

User
progressi 006
progressi 006
secadmin 006
secadmin 006
secadmin 006
progressii 006
progressi

progressii 006
progressi 006
secadmin 006
progressi 006
secadmin 006
progressi 006
secadmin 006
progressii006
secadmin 006
secadmin 006
progressi 006
secadmin| 006
secadmin 006
secadmin| 006
secadmin 006
secadmin 006
secadmin 006
secadmin 006
secadmin 006

DataS«¢ Data

Patient
103416 315816
103416 315816

display

display

saved to CSV Audit Da
FDD

printed Audit Date
user logged out
Invalid password

exited window
FDD

display

FDD

display

FDD

CCHPI

PDD

FDD

FDD

printed Audit Date
printed Audit Date
printed Audit Date
printed Audit Date
saved to CSV Audit Da
printed Audit Date
printed Audit Date
printed Audit Date

102671 315817

102671 315817

102671 315817

102671

Encounte Tab

Sul
Pending
Pending

etc

etc
Pending
etc
Pending
etc

etc
etc
Encountel

This tool will allow the security administrator to review the audit files. You may select data to display by
date range, event, status, user, data set, and a search. After completing your search request click the
Refresh button to display the results.

The Print Button will allow you to print your results.

The Excel button will save your results to an CSV file on your desktop and allow you to edit it if you

have a file association for that file.

Only 500 records will display when viewing or printing audit information. Saving to

CSV will save all records for a search.
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Role Based Access Control

Before setting up users you should first set up Role Based Access Control. RBAC
establish the security rights that a user will have. Each user must be assigned an
RBAC or role in their profile before they may enter a data set. The group of “Admin”
is predefined and allows access to administrative options of the system. All other
RBAC groups are user defined as well as what rights that group has. Am RBAC
group can have as few as one member or as many members as you want.

Administration
| Users RBAC Buttons Templates Reports| System Reports | Signatures | Dataset| Alerts| Orders| Track PER| Lab | EScript’
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RBAC form fields

Role
Here you may enter the name of the role/group you want to define. The name should be descriptive as
to the task that the user(s) will perform in the practice.

Admin

This allows user access into the administrative area. Administrators will have access to all
administrative functions that are relevant to a data set. System wide administrative features will be
locked.

PLUS
Gives the user access to PLUS and PARADIGM Plus button on the toolbar.

Clinical
This must be checked to allow users access into a patients chart. All subsequent rights are within the
chart and will not apply unless this right is given.

Encounter
If checked this will allow any user in the defined group access to the encounter specific data (buttons)
on an encounter. These are the buttons defined as Encounter Unique in the data set configuration.
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Patient
If checked this will allow any user in the defined group to have access to patient specific data (buttons)
on an encounter.

Signoff
This will allow the user to signoff on an encounter. This right is usually only granted to service
providers. The user must also have a valid signature file to sign off on the encounter data.

Charges
This will allow the user access to enter charge information on the electronic charge slip. This right is
usually only granted to service providers.

Submit
This will allow the user access to submit the charges entered on the electronic charge slip. This right is
usually only granted to service providers.

Recalls
This will allow the user access to the Recall button on the encounter data. The user may then add
recalls, follow-ups, or immediate appointments.

1st Notes

This will allow the user access to the Notes button on the encounter data. They will have the ability to
edit, save, and sign off notes. The user must have a valid signature file to sign off notes. They will
then be prompted via a work list item for a counter signature, and they must create the work list item.

Notes

This will allow the user access to the Notes button on the encounter data. They will have the ability to
edit, save, and sign off notes. The user must have a valid signature file to sign off notes. This user
may countersign notes created by users with 1st_Notes privileges.

Trash

This will allow the user to move items into the Trash.

TrashTab

This will display the trashcan icon for the user, and give the user access to the trash can to move files
back into charts.

Transfer
This will allow a user to transfer files into a chart tab if transfer option is defined for the tab in the data
set configuration.

Scan
This will allow a user to scan documents into a chart tab if the scan option is defined for the tab in the
data set configuration.

Create
This will allow a user to create a new document from a template into a chart tab if the create option is
defined for the tab in the data set configuration.
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Edit
This option will allow a user to edit (change) a document in a tab assuming all other security rights
have been met.

Inbox
This option will allow the user to access the inbox button to view and move documents from the inbox
into a patient’s chart.

Rx

This option will allow a user to signoff on a prescription. This right is usually only granted to service
providers. A user must also have a valid signature file.

Alerts
Gives user access to the Alerts button on the patient chart.

TDO

Gives the user access to the Track (Trackable Data Objects) button in the patient chart.

Orders
Give the user access to the Orders button in the patient chart.

Reports
Give the user access to the Reports button in the patient chart.

System Rpt
Give user access to System Reports on User button.

Account
Give user access to account button in chart.

Amount
Access to charge amounts and patient balance in chart.

Copay
Access to enter a copay on check-in.

Clinical Config
Access to Clinical Configurations in the Configurations section under Other Options in the
Toolbar.

Admin Config
Access to Administration Configurations in the Configurations section under Other Options
in the Toolbar.

Ref. Resources
Allows access to the Reference Materials in the Alerts.

Buttons Files

Button Files are the templates used for capturing encounter data. These are the templates that will be
setup in the dataset configuration Encounter Buttons area.
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Administration
| Users| RBAC| Buttons Templates Reports| System Reports | Signatures | Dataset| Alerts| Orders| Track PER| Lab | EScript!

#|05/18/2011
(#(04/13/2011
(Sloa/13/2011
Icherryblossom_IV 04/13/2011
respiratoryhasic [Slo4/13/2011
digestive Tloas13/2011
[ Sl 29001

From here you may transfer

El-, or scan

new documents in to be used as buttons. You may also copy a template

from the template library. There are a couple of special things that you will have to account for.

e Gender Specific Buttons
e The Notes Generator

Once you have a file in the Button manager you may click on the file once to view the file, or twice to
edit the file.

For information on PARADIGM EHR internal documents (pddf) see Programming.

8.6.1 Edit Button List

Now that you have all the buttons in the buttons area you may use the Edit Buttons List button to edit
the button list that will display to the user.
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Encounter Unigue

con __ Button Template
(] ccrer 5_CCHPLpddf
ﬂ Review of Systems S _ROS.pddf
E Medical History 5_MEDHIST.pddf
,:-ﬁ Family History 5_FAMHIST.pddf
¢ Social History S SOCHIST.pddf

‘@ Yital Signs S_WITALS.pddf

: _ Examination S_ExXaM.pddf
@ Aszzessment 5 _ASSESSMENT.pddf
(@ Flan | 5_PLAN.pddf

03/10/2008 06:24 PM progre;

Ilcon

8 8 O00 39

[ S I 5 B 0 N N N B N R

=]
< =

Modified iR RTINS

243

Clicking in this button to display the icon selector. Simply click on the icon you want to use and the

field will be populated.
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£ | Select Icon -- Webpage Dizleg __H'

[
A

TER

e

S{=E]ER ] =) ) Vi

RIETSINEE ™
EEE@EME@&E

Ehgﬁﬁ@yﬁ

If you exit and do not select an icon you will get the blank icon.

Button
Here you enter the name of the button as you want it to appear on the screen or title help if
the user is displaying icons.

Template
This field will allow you to select the template stored in the button area to associate with the

button. If the button is gender dependent, the name will display as “SEX"file.ext”
You may not edit this field but must select by clicking the selector button next to the field.
That will display the list of templates for you to choose from.
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1tals. pddf

Encounter Unigue

Check this box if you want this button to be unique to each encounter. This means a blank or
new value will be created with each template. If the button is not encounter unique then the
current value of the document will show and be copied to the encounter for historical
purposes once the encounter is signed off.

For example: Allergies are an ongoing state, so it would not seem sensible for a button that
stores allergy data to be encounter unique. But, the chief complaint is different each time a
patient comes in, so it would be encounter unique.

8.6.2 Gender Specific

It is possible to set up buttons that are gender specific. This meansMeaning that
only one button will appear to the user but a different template will be selected by
PARADIGM EHR based on the Ggender of the Ppatient. When this is done you will
have to create a minimum of two items in the buttons area. One for Male and one
for Female, you may also create an Unknown type. These button files will have the
exact same name but be prefixed with “M””, “F~”, or “U"".

8.6.3 Notes Generator

The “Notes.pddf’ template is a special template that will be used by the Notes
button. It is special in that it will collects data from the encounter that was created
using all of the other buttons and produces a written note that can be edited and
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saved. This template must exist for the PARADIGM EHR to create a written
completed notes.
8.7 Template Files
Template files are the templates a user may select from when using the “create document from a
template” button L] l in a chart.
Administration

Users  RBAC Buttons Templates Reports System Reports | Signatures | Dataset Alerts Orders Track PER Lab  EScript’ phiMail

Iﬂ 2] Editl Renamel Trashl Info | File Date: (7] o
S —— e =
(Chart_Amendment +|04f22/2014 @

A Basic IHD ]07/07/2011

An Interactive HTML test @0?!06!2011 From:

TopazSignature (#(01/20/2011

REFSPEC #(12/30/2010 Notes:

GYNHX. #)|12/22/2010

PSYEVAL (4(12,/20/2010

BRU 12f15/2010

FBS ~ |t2/15/2010

chiro_sje #12/15/2010

Xray #|12/10/2010

Mattcode 12/09/2010

PSYEVAL_matt #+|11/30/2010

SEATPOS 11/24/2010

From here you may transfer = 5=, or scan = = new documents in to be used as buttons. You may also
copy a template [ZL from the template library.

Once you have a file in the Template manager you may click on the file once to view the file, or twice
to edit the file.

For information on PARADIGM EHR internal documents (pddf) see Programming.

8.8 Report Files

Reports are programs that gather and present information stored in the PARADIGM EHR EMR files as
well as PARADIGM database. The reports listed here will be presented to a user when they click the
Reports Button on the patient header chart.

Administration
Users  RBAC Buttons| Templates | Reports System Reports Signatures Dataset Alerts| Orders| Track PER| Lab ' EScript phiMail
I Renamel Trashl Info | File Date: [ 7] A
== B U Ty ===z % 3@ o o | ImmCerthim
| DATES IMMUNIZATIONS WERE ADMINISTERED (Month/Day/Year)
ImmunizationRegistries ID"Phtth'ﬂ; Tetanus, Pertussis® #1 #2 #3 #4 ‘“5
ExportallData ] J12/23/2013 Hib*™* #1 #2 #3 #4
Multi-Document Viewer T 03{05!2013 PCV (P 1) #1 #2 #3 #4
Clinical Summaries (170.3] ] 11,.-’26!2012 Polio #1 #2 #3 #1
w08/17/2012 Hepatitis B**=[#1 #2 43 or Adult dose: [#1 2
06,/ 28,/2012 MMR (Measl Rubella) #1 #2
m}07/20/2011 Varicella 2 #2 or child has had chickenpox or zoster di
L 09/21/2010 Tdap |#:l or Td #1 |Meningococca| #1
mDB,I’ZleDlD
Patient Madicatinn list rlNQ/NG 7010 o omwn o e s c e . eean

From here you may transfer El+, documents in to be used as reports from your computer. You may
also copy a reports [ZL from the reports library.

Report files should always end in ".htm" and be created as HTML / JavaScript programs. Any other
file extensions are ignored by the report list program.

Once you have a file in the report manager you may click on the file once to view the file, or twice to
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edit the file.

Make sure your local machine is set to pull up ".htm" files in an editor when executed.
see Programming.

System Reports

This is the same as Reports, but the reports put here are system reports and not passed a patients
account number. They may be accessed from the User button on the Toolbar under System Reports.

Administration
Users RBAC Buttons Templates | Reports System Reports  Signatures Dataset Alerts Orders Track PER Lab  EScript phiMail

Rename | Trash | Info | File pate: il

.ﬂd see |w| B I 1O ']gﬁ@

== | ¥ Ea@ | @ (« |Signed Of Reporthir

B & | Show Messages between 03/25/2015 and 03/25/2015 A
Form Creator wrn]01,/30,/2013 _
PHIN Management o 08/30/2012 Pat 1D Pat Name Signed Off Date | Type Subject
Chart Checkin mmng,rzon | 1 1 I VI
Chart Checkout V] 04/15/2011

Signature Files

Signatures files are where PARADIGM EHR stores the signatures and prescription pads that are used
for signing off documents electronically and printing prescriptions. You may also store logos or other
image files you may want to use (maybe as part of your notes).

Administration
Users | RBAC| Buttons | Templates | Reports System Reports Signatures Dataset| Alerts| Orders| Track | PER| Lab| EScript! phiMail

OI Er.iitl Renamel Trashl Info |File Date: (2] o
Image Viewer Width 600 Height 200 Size Widh | Rotate [0 | Print

sighKimberly T12/12/2013

Sighkimberly Tlaz/12/2013 4 i

signprogsup %12;’12!2013 m }7’ Q

sigrkbrough 212/12/2013

sighkim Tl12/12/2013 :’ a,{/“I M (l. . j ’ [

Sighkin T12/12/2013 & /

RxAtsnyder (Sl12/27/2012 k

RxMtsnyder.gif 10/18/2012

RxAjanice [S410/11/2011 \

Rxtparadigm (Slo7/20/2011

sighjyoung ‘Tloas19/2011

Rxtangel ([E)o2/10/2011

sighangel “Tloz2/10/2011

siztmbroxson Tog/15/2010

RxAjyoung |2}07/08/2010

RxMlanice old |5}07/08/2010

Rx"bstone |5}07/08/2010

Rx*Aida (Zllo7/08/2010

sighbstone Tlo7/08/2010

signchristy “Tlo7/08/2010

sighnida “Tlo7/01/2010

sighiyoungold Tos/24/2010

Sighjeff Tos/17/2010

sighlanice Tlos/17/2010

Rxnchristy [EJos/13/2010

Once you have a file in the Signature manager you may click on the file once to view the file, or twice
to edit the file.
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8.10.1 Sig

The Sig (signature) files must contain a jpeg (.jpg file) of a signature for a user. The easiest method
for obtaining a signature is to have the user sign the upper left hand corner of a sheet of white paper.
Then use the scan button to scan that in as a JPEGpeg image.

New File = -
Rk (|Sig"progression

h
: *TIF (Best for B&W PDF (Best for Gray and Color y” PG (Best for Color

File Format | 0O o ‘ @

Documents) Documents) {hotos)
Resolution
(DD | ©100| ®*200| ©300] 400 ©500

*Black and white Gray (Use B&W 256 color (Try this 24-bit color
T Mo |2 (Smallest File) % unless needed) color first) % (Largest File)

Source | @ *Flat Bed| © Automatic Document Feeder Front| © ADF Front & Back ‘

Edit after scan | © YES (Requires Microsott Office Installed on PC) | & *NO ‘

*Default
When scanning, be sure to name the file Sig*username, scan the file as a JPG, and only scan the
small area at the top of the paper you had the user sign.

8.10.2 Rx

Rx files are the prescription pads that will be used by a user. These files are also specially named as
RX"username. They must be GIF files and be 800 X 600 pixels in size. The prescription printing
program will overlay the prescription data on this image to produce the printed prescription so it is
important to have things in the correct area.

Copy A Template

Tab Isignatures
Template Y R - |
Name |Rx

A default Rx pad can be found in the library of templates and you may use the copy a template button

to copy it into the signatures area. Name it with the “users” name, (Rx"jack) and then edit the file
to add the users signature. You will also want to add the proper practice name, address, and
(logo)license and/or DEA number if needed etc.. A logo can also be added if desired.

8.11 Dataset

The dataset configuration form is where you will define how the patient chart will
display as well as where the data will be stored and what data will be stored with
each encounter. The Data Set configuration form will appears as follows:
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Post Charges To
Batch Name
Inbox Folder

Lock Manager Password

Trash Folder
Pending Folder

Encounter Folder

Pending W

P_DATA/EMR/inbox

P_DATA/EMR/Trash

Administration

P_DATA/EMR/pat_code/Pending

P_DATA/EMR,/pat_code/Encounter

Use Signature on Charge Slip Su hm'rt

Tab Data

249

Tab Name | Folder Path | HTTP Link | Timer | Database ]._.. ‘ Sub

Notes P_DATA/EMR/pat_code/tab_name Notes s | | | |
Rx P_DATA/EMR/pat_code/tab_name htm/escript.htm?pat_code=PAT_CODEE&fs||-1 Rx s | |
Labs P_DATA/EMR/pat_code/tab_name -1 v ||
Xrays P_DATA/EMR/pat_code/tab_name -1 v ||
Procedures P_DATA/EMR/pat_code/tab_name -1 v
Cardio P_DATA/EMR/pat_code/tab_name -1 v ||
Orders P_DATA/EMR/pat_code/tab_name -1 v ||
Correspondence P_DATA/EMR/pat_code/tab_name -1 v ||
Messages P_DATA/EMR/pat_code/tab_name -1 Messages W | |
Insurance P_DATA/DOCMGR/pat_code -1 v ||
Pat Info P_DATA/EMR/pat_codeftab_name -1 hd | |
0123456789ABCDEFGHII P_DATA/EMR/pat_code/tab_name hd ]
| hd H H B

Save Entered 06/17,/2010 10:22 AM lanice Modified 03/17/2015 11:06 AM mbroxson

8.11.1 Post Charges To

This is used to control how charges are posted to into the PARADIGM® system
when an electronic charge slip is submitted. The following options are allowed:

8.11.1.1 Open

Charges are posted as open and will not be subject to review before being closed in
the end of day process.

8.11.1.2 Pending

Charges will be posted to a special “Pending” batch. This batch allows you to review
the open charges one visit at a time using the “Pending Batch” work list in
PARADIGM®. Items in a pending batch will need to be accepted on a visit by visit
basis before they can be closed in the end of day process.

8.11.1.3 Batch

This will post the charges into a regular batch. The batch will be assigned to the first
5 characters of the user entering the charges in the PARADIGM EHR system. And
the batch name will be set by the “Batch Name” field. This method allows you to
review all charges entered by a provider prior to closing them in an end of day
process.
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8.11.2

8.11.21

8.11.2.2

8.11.3

8.11.4

Batch Name

If the “Post Charges To” field is set to “Batch”, you may use this field to select how
you want to name the batch. Your options are: User, Month Day (MMDD)

User

This will name the batch by the user name that submitted them in the PARADIGM
EHR system. This is helpful if you want to keep each provider’s charges in separate
batches.

Month Day (MMDD)

This will name the batch the Month and Day in MMDD format. This allows you to
keep batches for each day.

Naming Folders

When naming folders, you may use the following shortcuts in the path name.

P_DATA

This is the complete path to the PARADIGM® data directory for the data set that you
are defining. If used, this should always be used as the first thing defined in a folder
path.

pat_code

This will be replaced by the patient’s account number in the path when the path is
used for the purpose of storing or retrieving data for the patient. Tab folder names
will typically have the “pat_code” some place in the path name.

tab_name
This can be used at the end of a tab folder name. When used it will name the folder
the same name as the tab.

If you change the name of a tab after you have used it to store data, and the tab_name is
in the folder name, you will no longer have access to the data you stored. You may change
tab_name in the folder name to the previous tab name to retain the data. The data will not be
removed, you will just not have access to it.

Inbox Folder

This field is used to define the absolutes path for the Inbox on the PARADIGM EHR
server. The inbox is the area where information is exchanged between PARADIGM
EHR and your network. Users can save areas to the inbox and then file them

immediately in a patients chart. The inbox may also be used by Faxing programs as
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8.11.7

8.11.8

8.11.9
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a place to store incoming faxes, or for interface programs that receive files that are
not patient specific.

For security reasons, you may want to set up a separate inbox for each data set if
you have multiple data sets. You may also use SMB security to limit authorization to
those inboxes if sharing on the network.

Lock Manager Password
Enter a password for the lock manager to prohibit user access to the lock manager.
Trash Folder

This folder is where items that have been moved to “Trash” will be placed. This may
be a folder shared between all accounts, or by using “pat_code” in the path, you may
have a separate trash folder for each patient.

P_DATA/EMR/Trash
P_DATA/EMR/pat_code/Trash

Pending Folder

This folder is where all pending items for a patient will be stored. This folder must
have the “pat_code” in the folder name.

P_DATA/EMR/pat_code/Pending

Encounter Folder

This folder defines where all encounter data will be stored for a patient. This folder
must have the “pat_code” in the folder name. The Encounter number (slip number)
will be added to the end of this folder name to get the actual folder.

P_DATA/EMR/pat_code/Encounter

Tabs

Tabs are the areas of a chart where documents will be stored. These are specific to
the practice and the type of information that they want to store. They are
synonymous to the tabs in a physical chart, but electronically we have a few other
additional options available to us that you can’t do aren’t available with a physical
chart, such as: shared tabs, automatic filing tabs, and tab security.
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8.11.9.1

8.11.9.2

8.11.9.3

8.11.94

8.11.95

8.11.9.6

Tab Name

Here you should enter the name of the tab as you want it to appear on your screen.
Here are some sample tab names:

Notes, Lab, Rx, and Pathology

Folder Path

Enter the name of the folder that will store the data. See folder naming conventions
above. If a folder does not have the “pat_code” in its name, it will be a shared folder
between all patients.

Hypertext Link

Here you may enter a link to another web page. When a user is in this tab of a
patient’s chart the link icon

s will display, allowing that user to link to that Site. You may also store you own
html pages in the signature files to reference here.

Timeout

This is used for security on the files stored in the tab. It defines how many minutes a
file will remain unlocked when first filed into a tab. Unlocked files have the ability to
can be moved to other tabs or (trash) if security allows. Enter “0” if you want to lock
the file immediately, or enter a “-1” if you never want to lock the file.

Database

This defines what database of documents will automatically be filed in this tab. The
options are:

Notes

These are the notes generated using the Notes button. When the notes are signed
off, they will display under the notes tab.

Rx

This is for applies to prescriptions and medications that have been entered into a
patient’'s chart. Once a medication or prescription is entered it will be automatically
field filed in the Rx data base tab.

Messages
This Tab will be used to store Messages when they are filed from the patients

Pending tab.
Upload

=1 |
=]|=
=

- If checked this tab will have the ability for give users the ability to upload
(transfer) in files directly into the chart and tab.
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8.11.9.7 Photo

Elf checked this tab will have the ability for give users the ability to take
photographs directly into the chart and tab.

8.11.9.8 Scan

=
o If checked this tab will have the ability for give users the ability to scan
documents directly into the chart and tab.

8.11.9.9 Document

B If checked users will have the ability to create new documents directly in the
patient’s chart tab.

8.11.9.10 Sub Folders

Here you may enter a comma "," separated list of sub-folders to place in the tab. Do not enter any
spaces or slashes "/" in the folder names, or after the commas.

8.12 Alerts

Here is where you will create Alert trigger definitions. These are examined each time a user enters a
chart. The program will examine check each definition to see if the patient does not already have an

alert created. If that is the case it will look at the search information defined, If all of the criteria is met
the alert will be added to the patients alerts.
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Users RBAC Buttons Templates  Reports  System Reports  Signatures  Dataset Alerts Orders Track PER Lab  EScript phiMail
I@l Enter New Alert Manage Reference Material |

Code + Description Effective Expires

test etdo =365 test etdo =365

Strawberries Allergic to Strawberries

Smk Smoker

Shellfish Allergic to Shellfish

Respiratory Had respiratory icd 460-515.%

Penicillin Allergy to Penicillin

Peanut Allergy Allergic to Peanuts

Obese Clinically Obese

Moverdd Male cver 40

Mammaogram ‘Yearly Mammogram over 40

Latex Allergic to Latex

Influenza Influenza Vaccination

HPY HPV recommended at age 11 or 12 years with catch up vaccinaticn at ages 13 through 26

Hgb HgbAlc

HBF High Blood Pressure Risk

Glaucoma Glaucoma Screening

drugdrug Aspirin and Coumadin

Diabetes Diabetes

Colorectal Colorectal Cancer Screening

Boniva Boniva Rx

BMI BMI

Bee Allergy Allergic to Bees

Baseline Mamme Age 25-35 Baszeline Mamme for age 35-25

bactrim Drug Bactrim to Sulfa

agetodrug Ageto Drug

AAA Abdominal Aortic Aneurysm, Screening

8.12.1 Create an Alert Definition

By pressing the "Enter New Alert / Reminder" button the Alert Trigger form will display.

Code ||

Description |
e[|
ogies| |
Partierrt|
Data
" Deta
Data
e |
Data
oo
Data

Trackable |
Data

Pop-up
Alert [ | On Cover Page Open |_| On Data Save [_| On Data Import (CCDA and HL7) [_] Per User
Notification

Reference
Material | POF-testadf

Save Remove |Err[ered | | |Mmiﬁed

You must first give the trigger a unique code. The code can be descriptive.
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Give a description. This is the Description of the alert the user will see.

If the Alert is for a given time frame enter the Effective and/or Expires dates.

You may then create logical selection criteria from: Patient Data, Problem Data, Medication Data,
Allergy Data, and Trackable Object Data.

The sentence builder allows access to all relevant data fields and logical operators that you will need
for each area.

If a data area is left empty it will evaluate to TRUE, otherwise the logic string you enter must evaluate
to TRUE for the alert to be assigned to a patient. If Logic strings are created for multiple data areas
they must all evaluate to TRUE for the alert to be added to the patient alert data.

The Pop-up Alert Notification allows for configuration of when alerts will pop up for users.

Reference Material list all available Reference Material that has been configured in the EHR. Anything
that you select here will show up on the Alert information dialog inside the patient's chart.

Here is an Example of a completed alert definition.

Code | HEP

Deminiun|High Blood Pressure Risk
crecie |
k| |

Partierrt|
Data

Problem |
Data
|

Data

Moot
Data

T m|Eth_Dbjt“’ BP *(LeftSlash[Etdo_walu]}140| RightSlash[Etdo_valu]}30)

Pop-up
Alert [ | On Cover Page Open | | On DataSave | | On Data Import (CCDA and HL7) || Per User
Notification

Reference
Material |:| pdf-test.pdf

Save || Remove |Errtered |{+3f12j21}11} 01:50 PM jeff ||Mmiﬁad |ﬂ5f1ﬂf2ﬂ1ﬂ 01:42P

8.13 Orders

Orders can be based off of the standard Medical Order Form or custom PDDF forms.
When an order is created it is stored in a special area in the patient chart and attached to a
work list item that is used to track the order. This is where you will place any order (PDDF)
form that you want to use with the database. You can also customize the Medical Order
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8.13.1

Form using the - configuration button.

Administration

| Buttons| Templates| Reports| System Reports| Signatures| Dataset| Alerts Orders Track| PER| Lab| EScript| phiMail
Editl Renamel Trashl Info | Fila Date: (2] a

Dr.Glasscock Imaging
DGI_CARDICPULMONARY

Medical Order Configuration

The first page of the Medical Order Configuration sets up what order groups defined for the
data set as well as what staff signatures are available for the orders.

To add an order group, click on the Add Row button and define a File name and a Header
for that group. The file name is recommended to be in the format {data set number}_{name}
to ensure that files are not modified across data sets. If you would like to share an order
group across multiple data sets, enter the same file name in all data set order configuration
pages. The file name does not support the use of spaces in the name and the form
automatically strips the spaces as soon as you save the changes. The Header for the order
group can be any description that you would like to use. This description is what the
Worklist item will use to track the order. To change the items inside of the order group, click

O

on the =' Order icon.
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Header

a0 E PATH Pathgroup
80| [7]||ooz2_Loine Medical Test
0| [7] |ooz2_IN_OFFICE In Office Lab
@|[7]| ooz_pHy Physician's Orders
0 D 002_LabCorp LabCorp
0 E 002_5clstas Solstas
®0|([7]|0o2_aTLAS Atlas Lab
x D 002_cpsi cpsi
x D 002_Quest Quest Diagnostics
0[] || 002_test Mitchell's Test File
a0 E 002_LabCorp_COR LabCorp COR EDI
0| [7]|loo2_koL KDL Orders
Add Row

Signatures
Aida
lanice
[]|Kimberly
[]|angel
[ |bstone
[ |christy
(] |jeff
jyoung
[] iyoungold
[] |kbrough
[ |kim
[ [kimberly

8.13.2 Order Items

After clicking on the order icon, the order groups will be replaced with the order items for the
selected group. The order items consist of a code and a description for each item. The
code is only required when you are planning on setting up Ask at Order Entry questions for

O

that order item. To set up the Ask at Order Entry questions, click on the = Order icon.
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Order Code
Only required if using ADE.

Order Description

17HPS

17-Hydroxypregnenclone

17K24

17-Ketostercids, Urine, 24 Hour

17KRU

17-Ketosteroids, Urine, Random

170HP

17-0H Progesterone

SAMAC S-Aminclevulinic Acid, Urine, 24 Hour
HOIA S-Hydroxyindoleacetic Acid, Urine, 24 Hour
SHALUR S-Hydroxyindoleacetic Acid, Urine, Random
ABORH ABOS RH

ABO ABO

ACAMST

ACANTHAMOEBA STAIN

ACP

ACID PHOSPHATASE

ARBA

AChHR Binding Autc AB

ACHRE

AChR Blocking AAB

AMOAB

ACHR Modulating ABs

WAFB

AFB Culture and Stain

AVF

AFFIRM VPRI Vaginitis Panel

ALT

ALT (SGFT)

ANAKXS

AMNA Screen with reflex to ANAS

b R e SRR R R
| | ) O O O

AT IR R R R R e

8.13.3 Ask at Order Entry Questions (AOE)

The Ask at Order Entry opens in a Modal Dialog for you to set up the questions that are

associated with that order item. The AOE fields are as follows:

Code (required): AOE code associated with that question.
Question (required): The question to ask.
Description: The on-hover tooltip to display.
Req: If checked then the question is marked as required at the time of the order.
Max: The maximum length of the value.
Type: Text, Number, or Date.

Options: Available answers for that question. The answers are in the format
Display|Value. If you do not have a lab orders interface then the Display and Value

will be the same and you can enter the Display only.
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2] Orders -- Webpage Dialog = B
Code Question Description Req Max Type ° ph(;:hovalumu(a?:)mpt;ﬁn |
) | O Jre v
Add Row
SaveAskl
< >
8.14 Track

This Tab allows you to create configuration entries for information you would like to track in the
trackable data. You may select from fields of any PDDF forms to automatically add that data to the

trackable data when the user saves a form.

8.14.1 New Trackable Configuration

Administration

Users RBAC Buttons Templates Reports  System Reports  Signatures Dataset  Alerts Orders ' Track PER | Lab  EScript phiMail
I & | Enter New Trackable Configuration

Template - T Description D U Note
S_VITALS.pddf bmi € BMI"331565 Flo
S_VITALS.pddf bp_1 BP"129259001/162031004 F o
5_VITALS.pddf weight_lbs Weight F|o
S_VITALS.pddf bp_2 C bp2 F o
§_VITALS.pddf height_in Height F 0
S_MEDHIST. pddf imm_desc_' TdfTdap F O
S_CCHPIpddf symptom_+cnt+ N o

By Pressing the "Enter New Trackable Configuration” button the following form will appear:
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8.15

# | Trackable Configuration Edit -- Webpage Dialog

PDDF Template

Field Name

Trackable Data Name

Description
Type General -
Date Format MNone 00/00/0000 -

Unique 0 -

MNote B

Here you must select a PDDF Template and Field from that Template to create an object to track.
The PDDF Template field button will list all of your templates and buttons that are PDDF forms.

Once a form is selected the Field Name button will list all the fields in that form. NOTE: Forms with
javascript creation of HTML will not work here.

In the Object Name Enter the what you want to call the Object. This should be a unique identifier.
SNOMED Codes should be used when available.

The Date Format allows you to select from None, System Date, or Field. If Field is selected you will be
given a list of fields within the defined form to select from.

The trackable data objects created have a primary key based on the patient, object name, date, and a
unique value. If you need to keep multiple pieces of information for the same patient, object name,
and date then the unique value must vary. This can be done by using a different number for different
fields or by selecting Current Time.

The Note will store in the note of the trackable data object. Here you may also select from a list of
fields on the form or just free form enter a value.

PER (Patient Education Resources)
Here you may place all of your Patient Education Resource (PER) files. These are information sheets

that may be given to a patient. The PER system will automatically select appropriate PER files for a
patient based on Medications, Problems, and Results.
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Administration

| Users| RBAC| Buttons | Templates| Reports| System Reports | Signatures | Dataset| Alerts| Orders| Track| PER ' Lab| Escript! phiMail|
gl Inde)(l Editl Rename Trashl Info | File Date: (7] A
; i ‘WuE@ Boo -0t JeR, [gﬁé’?ﬂ?m&f

@ Zoomin +| 1] [ 47| 100% - @ v Q.
© ©- 1 AR

(V1S-Influenza_inactive
[VIS-DTAP_SP~5-17-2007~10

ISuicide-America-Trifold 011‘20}’2014
[Smoking_Quit ouzofzou
Theophylline “f01/20/2014
- | HEPATITIS B VACC
Type 2 Diabetes [joi/zo/2014

8.15.1 Indexing a PER

On the Document Header of a PER file is the "Index" button. Pressing this button will display the
following form.

& | Index / Keywords: Knu;r-_——yuur_hlood_glumse_numbers.pdf -- Webpage Dialeg

Here you may enter in keywords that are used to identify the drugs, problems or results that should
include this file. Enter any keywords and press the Save button. If no keywords (index) are saved it will
only match based on the file name.

8.16 LAB

This form allows for easy configuration of the Lab import mechanism.

Administration
Users  RBAC Buttons | Templates = Reports System Reports | Signatures  Dataset Alerts Orders Track PER Lab EScript

~

PoSelctFort | | |See w| B 7 U & 0 ox o Tgdy = =
iR @ e S

I Important '
ABN WL

I Urgent W

_ Glucose level of {VALUE} is higher than the normal amount of 99 mg/dL
mIGlucﬂse level of {WALUE] is within normal range.
_ Glucose level of {WALUE] is lower than the normal amount of 65 mg/dL.
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9 Programming

PARADIGM EHR supports two internal files types.

The PARADIGM EHR Data Document (PDD) is used to collect data in a structured
form. This data can also be extracted using the programming tools provided. This
serves as the basis for collecting information on a patient encounter that is used to
generate a summary note of that patients visit.

The second supported internal file type is "html" or "text". These files will
automatically display in an HTML / text editor and are used for creating documents
similar to what you would create with a word processor. A Hypertext Application
(HTA) program can be used to gather information from the database to create a
base document that you may then edit and save. This is helpful for things such as
letters to patients, or referring providers or even to generate custom encounter
notes.

9.1 PARADIGM Data Documents (PDD)

PARADIGM EHR utilizes a document format known as a “PARADIGM data
document” to store text / html data in a patient’s chart. These PDDF files are
snippets of HTML and JavaScript that the PARADIGM EHR application can interpret.
When a user saves one of these forms down, PARADIGM EHR will save only the
data, and when a user looks at the data in the “PDD” file created, it will bind the data
and the form “PDDF” back together for the user to view.

The purpose of using this technique is to impose a common programming interface
or APl in PARADIGM EHR to create a consistent user interface experience. By
utilizing HTML and JavaScript a programmer has a very complete set of display and
control languages available to them. HTML and JavaScript are very well
documented and there are many programmers that are familiar with these
languages. Style sheets may also be used in the programming of PDDF documents
but it is not recommended because the default PARADIGM EHR style sheet will be
imposed on any documents. and by By using the PARADIGM EHR style sheet the
user will see a consistent interface.

As stated, PDDF documents are snippets of HTML and JavaScript code. The
concept is to be able to create a single form that stores data. Therefore there are
many things that have been pre-programmed to allow you to easily and quickly
create a form.
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9.1.1

9.1.2

9.121

PDD Form Wrapper

PDDF documents are encased in a form wrapper. This form wrapper defines the
HTML form as well as some JavaScript widgets that are used for form validation,
dynamic displays and calendars, etc... Some fields are also predefined. Here Below
we will discuss these wrapper elements.

Every PDDF form will have the same form name “pdd_data”. Therefore when

referencing the document using JavaScript you may refer to it as “pdd_data”.

i.e. If you want to reference a field named “weight”, and get the value of that field it
would be:

pdd_data.elements[‘weight’].value

Also see Get Object and Get Object Value.

Any other attribute could be addressed in the same way.

HTML Extentions

This section describes extensions to HTML that you may utilize in your PARADIGM EHR Data
Documents.

The REPEAT Element

This is an additional HTML element that instructs the program to repeat a section of
data. This is useful when creating forms that need repeating data elements.
Example of this are the Group Maintenance, Data Set Configuration, and
Transaction WorkList of the administration setup options.

By using the <REPEAT> </REPEAT> around a section of code, the program will
change the name of each field, adding an extension to it that is the line number.
Take for example the following code:

<input type="text" size=50 name="tf_">

<input type="checkbox" name="cb_">

<SELECT name="sb_">
<OPTION value="">Select a value</OPTION>
<OPTION value="1">0ne</OPTION>
<OPTION value="2">two</OPTION>
<OPTION value="3">three</OPTION>

</SELECT>

<textarea name="ta_" ></textarea>

It will produce output such as:
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|
| I |Selecta value 7| =l
Save = 01/09/2007 03:11 PM progression L 01/11/2007 02:27 PM progression

When the user saves the form it will return and display the data as normal. But if
you wanted the user to continue adding additional data of the same fields, over and
over you can use this element. Simply change your code to the following.

<REPEAT>
<input type="text" size=50 name="tf">
<input type="checkbox" name="cb_">
<SELECT name="sh_">
<OPTION value="">Select a value</OPTION>
<OPTION value="1">0one</OPTION>
<OPTION value="2">two</OPTION>
<OPTION value="3">three</OPTION>
</SELECT>
<textarea name="ta_" ></textarea>
</REPEAT>

After the user saves the form, it will be displayed as follows:

text area =l

|this is a test ~ |1wo j =l

=

| r |Se\ectava|uej =
Save S| [Tl 01002007 03:11 PM progression T Bl 01/11/2007 02:50 PM progression

The new form shows the original data and provides a new area for the user to enter
data. If data is entered in any of the fields of the “row” it will be saved.

Make sure you do not predefine the value of any field because it will add a new
row each time a user saves the form.

Do not make any of the fields required using CSV widget. This will cause the
user to have to enter data in a new row even if they only need to change existing
data. If you need to use CSV to require a field do this using javascript by setting the
id attribute based on a condition.

9.1.2.1.1 START Attribute

The REPEAT element will actually change the NAME attribute of each field defined
in the repeat area. A sequence number will be added to the name given starting
with the number one “1”. You may change the default behavior of this by including
the START attribute in your <REPEAT> element as in

<REPEAT START=5>.

This tells the program to start the sequence at the number five “5”. Using this
method you could predefine up to 4 rows of data and then have the computer
generate them from row five on.
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9.1.2.1.2 Integration with makeRepeat widget

9.1.2.2

The makeRepeat widget discussed below improves the <REPEAT> element by
allowing a user to add new rows of data without having to save the form each time.
This may be beneficial in some circumstances.

The FUNCTION Element

The PDD also has some internal functions that you may use in your code. Internal
functions can be accessed using the <FUNCTION name="function_name”> context.
This is an additional HTML tag that PDD supports.

The following details them:

UserOptions
Provides an options list of users defined for the data set.

GroupOptions
Provides an options list of groups defined for the data set.

ICDOptions

Provides an options list of ICD codes for the data set that are classified from the
PARADIGM® ICD file.

It is preferred that you use the Quick Diagnosis widget.

CPTOptions

Provides an options list of CPT codes for the data set that are classified from the
PARADIGM® TRA file.

It is preferred that you use the Quick PARADIGM File widget.

PHYOptions
Provides an options list of Physician from the PARADIGM® PHY file.
It is preferred that you use the Quick PARADIGM File widget.

LOCOptions
Provides an options list of Location from the PARADIGM® LOC file.
It is preferred that you use the Quick PARADIGM File widget.

RESOptions
Provides an options list of Resources from the PARADIGM® RES file.
It is preferred that you use the Quick PARADIGM File widget.

Medications
Function to list medications for a patient.
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ProblemListText
Function to list problem list or diagnosis history for a patient in text format. This
would be used in a <textarea>

ProblemListHtml
Function to list problem list or diagnosis history for a patient in HTML format.

System Values

These values are commonly used when programming and this eliminates you having to write code to
get these.

System Variables

SYS_time

Is an object that points to the current system time. You may use the formatDate widget to extract date
and time information from this object if you need somthing other then what is provided in SYS_DATE
and SYS_TIME.

SYS _DATE
A String containing the system date in MM/dd/yyyy format

SYS_TIME
A String containing the system time in

SYS _fsl _code
Current fee slip (Encounter) code

SYS pat_code
Current patient code

SYS tab
Current Tab

SYS_subdir
Current sub directory in tab

SYS_button
Current Button if in Slip

SYS_template

Template requested. This differs from PDD_template. This will only have a value when creating a
new file, because the template name (PDD_template) is stored in the data of the "ppd" file, and
recalled when the data is edited.

SYS file
Current file to be created or edited.

ACCOUNT Variables

ACCOUNT

This contains all values in the ACCOUNT cookie. You may use getValue to extract any data. The
following variables have already been assigned for you .

© 2015 QRS, Inc. HealthCare Solutions



268

PARADIGM EHR 14

9.1.3

AC_data
The data number 001, 002, 003 etc. Useful when storing QuickList Files

AC_head
The name of the Practice.

AC_user
The name of the user.

AC role
The role the user is assigned in the RBAC.

AC_path
The Path of the PARADIGM data files.

Other Variables

PDD_template
The name of the template file

query_string
This contains the query string passed into the PDD form. You may use the getValue widget to extract
data from this field.

PDD_DATA

This contains the data for all of the fields on the form. Forms that are completely script based
(dynamic) as opposed to HTML will need to load the field values from the data contained in this
variable. See (ROS.pddf, Exam.pddf)

PDD_LOAD_COMPLETE

This value is set to "true" by default. It is used to tell the program if the form has completely loaded.
Once the PDD form has loaded it will run either a routine to set default fields and the Save button, or
print the form. Because script based (dynamic) forms have to load create the HTML and load the
data, these processes will have to be delayed until they are complete. So a monitor is run at the end
of the to look at this variable, if it is set to true, the process will run if not it will check every half second
until it is set to true. In these types of programs, the variable is set to false, until it has completed all of
the work that it needs to do, then it should be set to true.

User Interface Widgets

These widgets are included on every PDD form. They allow you to quickly and easily program custom
forms with a consistent user interface.

© 2015 QRS, Inc. HealthCare Solutions



Programming 269

9.1.3.1 Quick List
The Quick List Widget allows you to easily create dynamic select list to include in your form. Instead of
using the traditional HTML <SELECT> you may use an <INPUT> to store your data value and use the
QuickList widget to populate the value.

—_— .
Quick List: fletchertst -- Webpage Dialog ﬁ

QuickList provides several advantages over a traditional
ALKALINE PHOSPHATASE —

ALT (5GPT) select:
AST (5GOT) . .
307 |BLEEDING TIME o Itis dynamlc
211 BASIC METABOLIC PROFILE
217 e values can be stacked
218 CALCIUM, SERUM .
501 |COMPLETE BLOOD COUNT ¢ ltems can be added to list by the user
220 CHLORIDE LEVEL = .
227 |COMP METABOLIC PROFILE “|lF o Itis searchable
225
230 CREATININE Y
230 JCREATININE RecT Lists can be gobal (all data sets), by data set, by user
516 MANUAL DIFFERENTIAL
237 ELECTROLYTES
512 ESR
280 GLUCOSE, SERUM

507 HEMOGLOBIN & HEMATOCRIT .
257 POTASSIUM

249 LDH

253 HEPATIC PROFILE 1

270 |5S0DIUM, SERUM
61z |OCCULT BLOOD, 5TOOL #1
OCCULT BLOOD, STOOL #2

With the traditional select list, you must statically define, or use a predefined function to populate this
options. The drawback to this is that all of this data has to be included on the HTML form. This slows
down the HTML form, especially on forms that may include long list, such as diagnosis or procedure
list. Multiples of these type of select list will just exasperate the problem. Because the QuickList is
dynamic it does not gather the data to display until it is requested by the user.

One neat thing about the QuickList is that return values can be stacked or appended to each other
within the same field. With a simple javascript routine you can have your user create comma or
semicolon separated lists.

Quicklist allow you to control if the user can add to the list. This way the list is not limited to the original
content.

Items in th QuickList are searchable by the users. This is helpful for long list.

You define the QuickList file name. This allows you to define if the list is global, by data set, by user,
or any combination.

QuickList allow users to define the data dynamically.
QuickList support Fill in the Blank within the data.

QuickList does this by opening a modal dialog box to display the list. The user may then select from
the list and that value is returned to program.

9.1.3.1.1 Using Quick List

Basic Syntax:

QuickList(file,add)

file
Name of file to store data. The root director for this file in "/usr/paradigm/emr/etc”. If you want your
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quicklist accessable by all data sets just provide a file name. You may want your file to be data set
specific if so your file name should be derived as follows:

AC data + '/lyour_unique_file_name";
If you want your data to be user specific for all data sets:
AC user + '/lyour_unique_file_name’;
If you want your data to be user specific by data set:
AC data +'/' + AC_user + '/your_unique_file_name";
The file will automatically be store with a ".list" extention.
Caution should be take to assure the file name is unique and does not conflict
with quicklist used by other forms. It is a good idea to name your file based on

template and field name.
e.g. Allergies_reaction

add

This is a boolean value, if not defined it is assumed false. When set to false the "Add" button will be
disabled, when set to true the "Add" button will be enabled. When Add is enabled, the user will also be
able to remove items from the quick list. A (X) icon will be placed in front of each item, and if the user
clicks on the button they will be prompted to remove the item.

Quick List on focus

The easiest way to use QuickList is as an onfocus. This will put the selected value directly in the field
value. If the user exits the Modal Dialog box it will set the value to empty.

<input type="text" name="glt" onfocus="this.value=QuickList(this.name, true);">

This method does not offer much flexibility or flare but serves a basic utilitarian purpose.

Quick List with a button

Another option is to place a button next to the input field to activate the QuickList function.

<input type="text" name="glt" disabled title="quick list test" size=50>
<input type=button value="&#9830;" onclick="go('qlt").value=QuickList('qlt',true)">

This method allows you to also disable the text input field so a user has to choose from the quick list.

Stacking Values

Sometimes you may want a user to select multiple values and store them in a field. This can be done
by adding a little javascript at in your PDDF. The following creates a comma separated list in the field.

<input type="text" name="glt" title="quick list test" size=50>
<input type=button value="&#9830;" onclick="QLSpecial('qlt")">

<SCRIPT LANGUAGE="JavaScript">
function QLSpecial(id) {
var glret=QuickList(id, true);
if (qlret 1=") {
go(id).value += glret+', ;
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</script>

A little change to the QLSpeical function makes it keep opening the list until the user Exits. This can
be helpful when selecting multiple items is the norm.

function QLSpecial(id) {
glret=";
while ((glret=QuickList(id,true)) !=") {
go(id).value += glret+", ;

By adding a couple more lines of code you can add a little flare to the form. Have the field display in
red and return to white when finished.

function QLSpecial(id) {
go(id).style.background = 'red’;
glret=";
while ((glret=QuickList(id,true)) '=") {
go(id).value += glret+', ';

}
go(id).style.background = 'white";

9.1.3.2 DiagSelect

Diagnosis Select is a widget to use when you need the user to select a diagnosis on a form. This
Widget give access to the full set of Patient Problems, Internal ICD Codes, and the Entire ICD9 Book.

& | Select Diagnosis -- Webpage Dialo_ ﬁ
d : : Search it
Internal Codes

001-139 Infectious and Parasitic Diseases

140-239 Meoplasms

240-279 Endocrine, Mutritional and Metabolic Diseases, and Immunity Disorders
280-289 Dizeaszes of the Blood and BElood-forming Organs

290-319 Mental Disorders

320-389 Dizeases of the Mervous System and Sense Organs

390-459 Diseases of the Circulatory System

460-519 Diseases of the Respiratory System

520-579 Diseases of the Digestive System

580-629 Diseases of the Genitourinary System

630-677 Complications of Pregnancy, Childbirth, and the Puerperium
680-709 Dizeases of the Skin and Subcutaneous Tissue

710-739 Dizeazez of the Musculoskeletal System and Connective Tissue
740-759 Congenital Anomalies

760-779 Certain Conditions Originating in the Perinatal Period
780-799 Symptoms, Signs, and ITl1-defined Conditions

800-999 Injury and Poisoning

V01-Va5s V Codes

ES00-E999 |E Codes

m
[it]
»

The User has the ability to either search or drill down to find the proper code.

9.1.3.2.1 Using Diag Select

Basic Syntax:

© 2015 QRS, Inc. HealthCare Solutions



272

PARADIGM EHR 14

9.1.3.3

DiagSelect()

Diag Select on focus

The easiest way to use DiagSelect is as an onfocus. This will put the selected value directly in the field
value. If the user exits the Modal Dialog box it will set the value to empty.

<input type="text" name="dst" size=50 onclick="this.value=DiagSelect();">
However you may want to put only the icd code

<input type="text" name="dst" size=7 onclick="this.value=DiagSelect().subfld(0);">

or description in the field
<input type=""text" name="dst'size=50 onclick="this.value=DiagSelect().subfld(1);">

This method does not offer much flexibility or flare but serves a basic utilitarian purpose.

Dialog Select with a button

Another option is to place a button next to the input field to activate the DiagSelect function.

<input type=""text" name="'dst" title=""test” size=50 disabled>
<input type=button value="&#9830;" onclick="go("dst").value=DiagSelect()">

This method allows you to also disable the text input field so a user has to choose from the quick list.

Don't Blank out field on exit but leave as it

Use the following technique if you do not want to blank out the field but leave as it.

onclick="go("dst").value=(rv=DiagSelect())==""?gov("dst"):rv"

You can also create a separate javascript function to call to perform flare or other functions.
PARADIGM Select

PARADIGM Select is a widget that creates a Modal Dialog box for the user to select data from a
PARADIGM data file. With this widget you can define the file to browse data, the index to sort on, the
data to display, data to select, and an option width over 350 pixels.

The user has the ability to search the list generated or exit
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select [RPH] -- Webpage Dialog

PAC | Pace,Mancy FNP
RPH|Physician MD,Referring
ROA|Roatsey, M.D. Tom

9.1.3.3.1 Using PSelect

Basic Syntax:

PSelect(file, index, output, selexp, width)

file
The PARADIGM file to select from:
e.g. PHY, RPH, LOC, PAT, CLS

index

Index field from file to sort list order. If left blank the file will read in the order the data appears in the
file.

e.g. rph_name, phy_code, cls_desc

output

The fields from the file to display in order separated by pipes. If left blank all fields defined for the file
will print.

e.g. 'rph_code|rph_name|rph_ssnf|rph_pscd’

selexp

Select expression to select only records that match the expression. The expressions consist of field or
static values being compared by a relational operator. You may combine expressions with Logical
operators and set precedence with "()".

'(: Precedence Begin

)': Precedence End

*'. Logical AND

I'' Logical OR

=". Relational Equal

'I"'" Relational NOT Equal
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9.1.34

'>". Relational Greater than

'<". Relational Less Than

'}. Relational Greater than or equal
{": Relational Less than or equal

e.g. 'rph_pcsd=0001" would get only referring physician that are General Practce

width
This will allow you to set the default width of the Modal Dialog box to more then 350 pixels.

PSelect on focus

The easiest way to use PSelect is as an onfocus. This will put the selected value directly in the field
value. If the user exits the Modal Dialog box it will set the value to empty.

<input type="text" name="dst" size=50 onclick="this.value=PSelect("RPH", "rph_name®, “rph_code|rph_name®);"
You man want to use the subfld method to pick the data you want loaded into the field.
<input type="text" name="dst" size=7 onclick="this.value=PSelect("RPH", "rph_name®, "rph_code]rph_name®).sL

This method does not offer much flexibility or flare but serves a basic utilitarian purpose.

Dialog Select with a button
Another option is to place a button next to the input field to activate the PSelect function.

<input type="text" name="dst" title="test" size=50 disabled>
<input type=button value="&#9830;" onclick="go("dst").value=PSelect("RPH", "rph_name®, "rph_code]|rph_name-®)

This method allows you to also disable the text input field so a user has to choose from the quick list.

Don't Blank out field on exit but leave as it
Use the following technique if you do not want to blank out the field but leave as it.

onclick="go("dst").value=(rv=PSelect("RPH", "rph_name®, "rph_code|rph_name®))==""?gov("dst"):rv"

You can also create a separate javascript function to call to perform flare or other functions.

Date Select

The Date Select Widget gives you a popup calendar that can be used for selecting dates. Is is similar
to the Calendar widget but it presents the calendar in a modal dialog box so all input is stop until the
box is closed. Because the calendar is in a separate window that displays on top, you will not run into
the dynamic form problems that the Calendar Widget can present.
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£ | Select Date -- Webpage Dialog - ﬁ

|
e e EnEaE

Sun  Mon Tue Wed Thu Fri
1 2 3

4 5 ] [ B 9 10

11 12
1B 19
25 2B

9.1.3.4.1 Using DateSelect

Basic Syntax:

DateSelect(value)

value
This is the value that will be returned if the user Exits the modal dialog box. Typically it will contain the
value of the field you want to use.

DateSelect on focus
The easiest way to use Date Select is as an onfocus. This will put the selected value directly in the
field value. If the user exits the Modal Dialog box it will set the value to empty.

<input type="text" id="dselect” name="'dselect™ size=10 onfocus="this.
value=DateSelect("")" >

This will put the current value back in the field.

<input type="text'" id="dselect” name="'dselect™ size=10 onfocus="this.
value=DateSelect(this.value)" >

This method does not offer much flexibility or flare but serves a basic utilitarian purpose.

Date Select with a button
Another option is to place a button (image) next to the input field to activate the DateSelect function.

<input type="text" i1d="dselect" name="dselect" size=10>

<img border=0 src="image/calendar.jpg"” onclick="go("dselect™).value=DateSelect(gov(“dselect®))"

This method allows you to also disable the text input field so a user has to choose from the quick list.
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9.1.35

Calculator

The Calculator widget give you a popup calculator that can be attached to to a field for numeric input
an calculations.

[ £] Calculator -- Webpage Dialog ‘_ 5
{ 142

7 8 9

4 5 6

1 2 3

0 =

| oG

9.1.3.5.1 Using Calculator

Basic Syntax:

ret=calculator(value);

value
value will be passed and displayed in the calculator.

ret
"ret" is the value that will be returned when the user Exits the modal dialog box. You may use this
value to put in a field.

calculator on focus
The easiest way to use calculator is as an onfocus.

<input type=""text" id="calc" name="'calc" size=10 onfocus="this.value=calculator

cHT >
This will put the pass the value in the field to the calculator.

<input type="text" id="calc" name="'calc" size=10 onfocus="this.value=calculator
(this.value)" >

calculator with a button
Another option is to place a button (image) next to the input field to activate the DateSelect function.

<input type="text" id="calc" name="calc" size=10>
<img src="image/calculator.png” onclick="go("calc").value=calculator(gov(*calc"))">
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Clear Radio Buttons

Another useful widget that is included with in the data entry form is the clearButtons()
function. Many times on data entry forms you may use HTML radio buttons to allow
a user to select between several different options. One of the problems with the
radio is that once you select one button of a group there is no way to unselect the
button. You can only select other buttons in the group. It is possible to add an
additional button to your group that basically says select none of the other, but that
looks bad it is visually displeasing and takes up a lot of screen space.

This is where the clearuttons() function comes in handy. This function will allow you to
clear all of the buttons so that none are selected. It is recommended that you
implement it with the eraser image. This provides a consistent look for this
technique.

<b>General</b><img onclick="clearButtons(‘general’)" src="image/erase.qgif">
Stable<input type=radio name="general" value="s">
Better<input type=radio name="general" value="b">
Worse<input type=radio name="general" value="w">

The code above will display the following:

General# Stable ' Better ©© Worse €

If the user needs to clear any of the buttons they simply click on the eraser. The
function only takes one parameter and that is the name of the group of radio buttons
to clear.

9.1.3.7 Calendar
WARNING - Do not use this Widget for new forms. Use the Date Select Widget.

Any old forms that use this widget will automatically be redirected to the Date Select
Widget. If your old forms experience problems, rework them to use Date Select.

9.1.3.8 WYSIWYG Editor

This widget allows you to add a nice WYSIWYG (What You See Is What You Get) editor to template
with HTML textareas with just a few additional lines of javascript. This editor will allow the user to do
the following:

Format text to be bold, italicized, or underlined.
Change the face, size, style and color.

Left, centers, or right-justify paragraphs.

Make bulleted or numbered lists.

Indent or un-indent paragraphs.

Insert hyperlinks, images, and tables.

View the HTML source code of what you're editing.

This will allow you to turn the following form
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This is a simple text box
but the text can have no

Bold
Italics
underline

Nor does it support color
Centering
Right-justification
left-justifcation

lists

or Tables

Save

Using this code

. In it I can type text,
attributes such as

<textarea id="note" rows=20 cols=80 name="WordPad''></textarea>

Into
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Select Fort | » | | Size | - B I U EE

i dy | X Ba@ 9 o [Pem

This is a WYSISWYG text box. In it I can type text, but the text can have attributes such as
Bold talics underline cflo

Centering
Right-justification
left-justifcation

e list
* items

Tables

sae| S| [hagyg]01/08/200704:57 PM progression LB 01/08/2007 05:07 PM progression

Just by change the code to this:

<textarea id=""note" rows=20 cols=80 name="WordPad''></textarea>

<script language="JavaScript'>
wysiwygWidth = document.body.clientWidth -20;
wysiwygHeight = document.body.clientHeight -120;
generate_wysiwyg("WordPad");

</script>

The gerneate_wysisyg function will make the textarea a wysiwyg editor. The lines above are
just to set the Width and Height.

9.1.3.9 makeRepeat

The makeRepeat widget enhances the REPEAT element by providing a button that
allows the user to dynamically add new repeat areas without having to save the data
each time. In some circumstances this can greatly enhance the user’s productivity
because they are not required to wait for each save to occur. The following code
shows the modifications made to the HTML with <REPEAT> to implement this
widget.
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<REPEAT>
<div id=rp>
<input type="text" size=50 name="tx_">
<input type="checkbox" name="cb_">
<SELECT name="sh_">
<OPTION value="">Select a value</OPTION>
<OPTION value="1">0ne</OPTION>
<OPTION value="2">two</OPTION>
<OPTION value="3">three</OPTION>
</SELECT>
<textarea cols=20 name="ta_" ></textarea>
</div>
</REPEAT>
<script language="JavaScript">
makeRepeat('rp', '‘Add a new row of data’);
</script>

The first thing we did was create a <DIV> around the HTML in the REPEAT element.
This defines for the widget the area that will need to be repeated. After the
REPEAT we run a javascript command to make the are repeat.

makeRepeat(‘id of div’, ‘what you want the button to say’);

The result will appear as follows:

text area ;l
I v |1Wo j =l
=l
| I~ |selectavalue =] =
Add a new row of data
Save| 3| 01/09/2007 03:11 PM progression [P er B 01/11/2007 03:49 PM progression

Notice the button added after the last row of data

Addanewrowofdaia| \\/hen the user depresses this button a new row will open up without
having to first save the data. The cursor will be placed on the first field of the row of
data for the user to start entering.

9.1.3.9.1 Field element naming

Fields use with the makeRepeat widget should always have a name that ends
with an underscore ‘. This is used as part of the widget to renumber them.

9.1.3.9.2 Table Problems

Many times when creating rows of columns of data you would use <TABLE>
elements to put the data in columns. The proper way to perform this would be as
follows:

<TABLE border=1>
<REPEAT>
<div id=rp>
<TR>
<TD><input type="text" size=50 name="tx_">
<TD><input type="checkbox" name="ch_">
<TD><SELECT name="sb_">
<OPTION value="">Select a value</OPTION>
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<OPTION value="1">0ne</OPTION>

<OPTION value="2">two</OPTION>
<OPTION value="3">three</OPTION>

</SELECT>

<TD><textarea cols=20 name="ta_" ></textarea>

</TR>

</div>

</REPEAT>

<script language="JavaScript">

makeRepeat('rp', ‘Add a new row of data');

</script>

</TABLE>

Unfortunately this will render the widget useless. The table element will encompass
the widget and not allow it to work. This is true for any elements that work this way,
such as <UL> or <OL>. You may encompass the entire <REPEAT> element along
with the widget call within a cell of a table if needed. There are two ways you can
address this problem. The first is to create a separate table for the header and a
separate table contained completely within the <REPEAT> element and <DIV>. Use
the style attribute of each <TD> section along with the width attribute and a length
value with an absolute unit.

<TD style="width:25mm”>

The following are the absolute length units:

Absolute length units

in Inches (1 inch = 2.54 centimeters).
cm  Centimeters.

mm  Millimeters.

pt Points (1 point = 1/72 inches).

pc  Picas (1 pica = 12 points).

Another method to address this problem is the RepeatHeader Widget described
below. You may need to experiment with what works best on your form.

9.1.3.9.3 RepeatHeader Widget

The RepeatHeader widget helps you create nice looking columns of data fields in
rows. It is scripted before the <REPEAT> element like the following:

<script language="JavaScript">
RepeatHeader('RH Text Input', 50);
RepeatHeader(" C', 1);
RepeatHeader('Select Box', 14);
RepeatHeader(‘'Text Area’, 41);
</script>
<REPEAT>
<div id=rp>
<input type="text" size=50 name="tx_" >
<input type="checkbox" name="cb_">&nbsp
<SELECT name="sh_">
<OPTION value="">Select a value</OPTION>
<OPTION value="1">0ne</OPTION>
<OPTION value="2">two</OPTION>
<OPTION value="3">three</OPTION>
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</SELECT><textarea cols=25 rows=1 name="ta_" ></textarea>
</div>
</REPEAT>
<script language="JavaScript">
makeRepeat('rp', '‘Add a new row of data’);
</script>
RepeatHeader(‘Title’, size)
You will need to play with the size and insert spaces “&nbsp” to get everything to line
the way you want it to but overall it provides an easy way to make the data tabular.
[sdhik skd fksdh kfish dkjhf jksdh flksh djkih sjkdh fikhs k 2 {two lk1sjdkisdkl] skj sdkfj ﬂ
ISJkdﬂ-qsd ¥ ISeIectavaIuejl ﬂ
I r ISeIectavaIuejl ﬂ
Save| S| IS o1/09:2007 03:11 PM progression YOI 01/11/2007 05:25 PM progression
The RepeatHdr widget works well if your data lines are comprised mainly of text
fields or select boxes. Checkboxs can cause skewing problems thought. If your
table is comprised mainly of check boxes you can try using two tables. One for the
header and one within the DIV of the REPEAT elements. Use the width attribute of
the TD element to set the width of each column. You will need to test with different
font sizes for skewing problems. The general rule of thumb is to set the width of the
column wide enough to support the largest font you expect to use.

9.1.3.10 Data Tree Dynamic Display (DTDD)

The Data Tree Dynamic Display Widget widget allows you to create expanding and
contracting data entry forms. One problem we all face in creating forms is the
amount of screen space, as well as logical flow of data. Using DTDD it is easy to
create forms that follow an outline and expand and contract as needed.

Review of Systems

General # Stable O Batter O worse O

" Fever

[~ Fatigue

Appetite # Good & Fair © poar €

[~ TextBox

™ Pain

Save Pint R 01.03/2007 02:48 PM progression e or S 01/05/2007 08:48 PM progression

Above is a simple form that contains several areas, - General, Fever, Fatigue,
Appetite, Text Box, and Pain. At first glance it appears there are only a couple of
check boxes and radio buttons on the form. That is because the form is dynamic.
By clicking on the header information for the check boxes an area it will expand that
area for further display.
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Review of Systems

General & Stable € petter © worse €

¥ Fever

Temperature at home Date & Time BN

¥ Fatigue
T Mew Onset
I Chronic

Appetite # Good & Fair © poor €

¥ TextBox

[|
[ |

¥ Pain
[T headache
I eack

Save Frint ST 01.05/2007 02:48 PM progression It B 01/03/2007 0S:48 PM progression

Additional expansion is allowed as well as in Fatigue and Pain areas.

¥ Fatigue
¥ Mew Onset
# mild © moderate © severs O
¥ Chranic
# improved O table © worse ©

¥ Pain
¥ headache

‘a" acute © chronicf‘|:'” mild © moderate C severef‘|

¥ Back
‘a" acufte # chronic © |:7 mild # moderate © Severef"|

This expansion and contraction of a form is easily controlled using an unordered list
and the DTDD widget. Create an unordered list, and in the list items put your data
entry elements. Here is a simple Unordered List.

¢ Review of Systems

® General# Stable © Better © Warse

® Fever

- Temperature at home Date &ﬂmel | ]

® Fatigue
O MNew Onset
m & mid © moderate € severe
< Chronic
m & improved © table © worse ©

Save Pint| TR 01/03/2007 02:48 PM progression T no T B 01/04/2007 DS:00 AM progression

The HTML Code for the above example follows.

<ul>
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<li><H1>Review of Systems</H1></li>
<hr>
<li><b>General</b><img onclick="clearButtons('general’)" src="image/erase.qgif">
Stable<input type=radio name="general" value="s">
Better<input type=radio name="general" value="b">
Worse<input type=radio name="general" value="w">
</li>
<hr>
<li><b>Fever</b>
<ul>
<li><TABLE><TR>
<TD>Temperature at home<input type="text" name="tah" >
<TD>Date & Time<input type="text" name="dat" id="dat_dat">
<img border="0" src="image/calendar.jpg" onClick="calendar(document.getElementByld(‘dat’))">
<TD><input type="checkbox" name="cb">
</TR></TABLE></ul>
</li>
<hr>
<li><b><div onclick="clearButtons(‘fat)"> Fatigue</div></b>
<ul >
<li>New Onset</li>
<ul >
<li><img onclick="clearButtons('fat')" src="image/erase.gif">
mild<input type=radio name="fat" value="fal">
moderate<input type=radio name="fat" value="fa2">
severe<input type=radio name="fat" value="fa3">
</ul>
<li>Chronic</li>
<ul >
<li><img onclick="clearButtons(‘fat’)" src="image/erase.gif">
improved<input type=radio name="fat" value="fa4">
table<input type=radio name="fat" value="fa5">
worse<input type=radio name="fat" value="fa6">
</ul>
</ul>
</li>
</ul>

To turn this in to a data entry form with DTDD you only need to do the following.

On the <ul> tag that defines the unordered list at the top, you must add an “id” tag
and give it a class of “treeview”. The “id” tag allows us to address the “list”, the
“treeview” class will allow it to use the correct CSS (cascading style sheet) so it
displays properly. At the bottom of the code you will need to add a bit of JavaScript
code to tell it to initialize the DTDD. The following Following is the revised code with
the changes highlighted.

<ul id="datal" class="treeview">
<li><H1>Review of Systems</H1></li>
<hr>
<li><b>General</b><img onclick="clearButtons(‘general’)" src="image/erase.qgif">
Stable<input type=radio name="general" value="s">
Better<input type=radio name="general" value="b">
Worse<input type=radio name="general" value="w">
</li>
<hr>
<li><b>Fever</b>
<ul>
<li><TABLE><TR>
<TD>Temperature at home<input type="text" name="tah" >
<TD>Date & Time<input type="text" name="dat" id="dat_dat">
<img border="0" src="image/calendar.jpg" onClick="calendar(document.getElementByld(‘dat'))">
<TD><input type="checkbox" name="cb">
</TR></TABLE></ul>
</li>
<hr>
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<li><b><div onclick="clearButtons(‘fat)"> Fatigue</div></b>
<ul >
<li>New Onset</li>
<ul >
<li><img onclick="clearButtons('fat')" src="image/erase.gif">
mild<input type=radio name="fat" value="fal">
moderate<input type=radio name="fat" value="fa2">
severe<input type=radio name="fat" value="fa3">
</ul>
<li>Chronic</li>
<ul >
<li><img onclick="clearButtons(‘fat’)" src="image/erase.gif">
improved<input type=radio name="fat" value="fa4">
table<input type=radio name="fat" value="fa5">
worse<input type=radio name="fat" value="fa6">
</ul>
</ul>
</li>
</ul>
<script type="text/javascript">
ddtreemenu.createTree("datal")
</script>

The JavaScript ddtreemenu.createTree(*data1”) tells the program to create the DTDD for the id
of “datal”. You may have as many data trees in your HTML as you want and have
as many branches as nested lists can produce.

The new form will now display as:

Review of Systems

General# Stable © Better € Worse €

[C Fever

[ Fatigue

Save Pint 01/03/2007 02:48 PM progression 01/04/2007 08:09 AM progression

Giving the user the ability to expand or contract areas with check boxes in front of
them.

Review of Systems

General#® Stable O Better © Worse

¥ Fever

Temperature at homel Date &'I'\mel N

¥ Fatigue
¥ New Onset
# mild © moderate € severe O
¥ Chronic
# improved O table C worse ©

Save Print 01/03/2007 02:48 PM progression VL B 01/04/2007 08:09 AM progression

As you can see it is easy to change your data entry from form into a DTDD.
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9.1.3.10.1 Opening Branches

Sometimes you may want your DTDD form to present itself with branches of the tree
already opened and displaying other branches or leaves. This is can be
accomplished by using the “branch” attribute in the <ul> segment for the branch that
you want to open. By changing the <ul> to <ul branch="open”> the form will
automatically open the branch of the tree when the form is initially loaded. If you
open a sub-branch in a tree, any parent branch will automatically be opened.

<li><b><div onclick="clearButtons(‘fat’)"> Fatigue</div></b>
<ul>
<li>New Onset</li>
<ul branch="open">
<li><img onclick="clearButtons(‘fat’)" src="image/erase.gif">
mild<input type=radio name="fat" value="fal">
moderate<input type=radio name="fat" value="fa2">
severe<input type=radio name="fat" value="fa3">
</ul>
<li>Chronic</li>
<ul >
<li><img onclick="clearButtons('fat')" src="image/erase.gif">
improved<input type=radio name="fat" value="fa4">
table<input type=radio name="fat" value="fa5">
worse<input type=radio name="fat" value="fa6">
</ul>
</ul>
</li>

Will produce:

Review of Systems

General# Stable © Better © Worse O

" Fever

W Fatigue
¥ New Onset
# mild © moderate O severe
™ Chronic

Save Pint|  [ERES I 0103/2007 02:48 PM progression [Pl 01/04/2007 00:15 AM progression

9.1.3.10.2 Contract or Expandexpand all branches.

You may also create elements to either contract or expand all branches of a single
DTDD id with a single button. The following code gives an example using a button.

<button onclick="ddtreemenu.expandContract(‘datal’, 'contract’)">Contract</button>
<button onclick="ddtreemenu.expandContract('datal’, 'expand’)">expand</button>

You may use the following function to expand or contract all DTDD defined for a
form:

<button onclick="datatree(‘contract'’)">Contract</button>
<button onclick="datatree('expand’)">expand</button>

A note about field validation (CSV) with DTDD
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When using CSV in a DTDD form the program will automatically expand all branches
of the tree if an error is found to ensure the field in error can be seen.

Client side Validation (CSV)

Why use client-side validation (CSV)?

Most web applications use server-side processing to validate HTML forms. This
works but is very inefficient since the request must be sent over the wire, checked,
and a response sent back to the user. Why not let the client machine do the
mundane field validation and let the server handle business logic validation? This
framework is written to satisfy this request and validate HTML forms for field types
where it should be, on the client-side. It is written entirely in JavaScript.

Using CSV in your PDDF form
It is very easy to use CSV in your PDDF form. For any form object that you want to
validate you simply create an ID attribute and use the following naming convention:

’(\l:ﬁ;?écter "r"* before any of the below-mentioned notations makes the field required.
Field Type Notation Example Field ID
Number Field int int_DriverLicense
String Field alp alp_FristName
Alpha Numeric Field aln aln_Street
Zip Code Field zip zip_PostalZone
Date Field dat dat_DateOfBirth
Email Field eml| eml_EmailAddress
SSN Field ssn ssn_SocialSecurityNumber
Money Field mny mny_RegistrationFee
Double Number Field dbl dbl_DoubleNumber
Phone number phn phn_phone

e [r—

When a user attempts to save (submit) the data, any field that is not completed
properly or is required and does not have any data in it, will display in error.
Alsoddtionally, at the bottom of the form, after below the Save Button, an error box
will display showing all the fields in error.

Please correct the following error{s):
num int num
Invalid Number Value is required

The user must correct the errors and Save (submit) the form again.
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9.14

Pre-Defined Fields

Every PARADIGM EHR PDDF form will have the following pre-defined fields already
in the form. You should not use these field names for any of your fields as it will
cause problems when storing and retrieving PDD data.

form
This always has a value of “pdd”. Itis a control field used by the application and is
not stored in the data, it is used to direct the program to save the pdd data.

PDD_template

This stores the name of the PDD template used to create the data. This is stored
with the data and when the data file is opened, it will looks at this value to determine
what from form to retrieve and merge with the data to display for the user.

action
This is a control field and is used to direct the PARADIGM EHR program what to do
after the PDD data is saved. This information is not stored in the PDD file.

subdir

This is a control field and is used to tell PARADIGM EHR what sub-directory of the
tab to store the file in when saving the data. This information is not stored in the
PDD file.

file
This is a control field and is used to tell PARADIGM EHR the name of the file to
store the PDD data in. This information is not stored in the PDD file.

tab
This is a control field and is used to tell PARADIGM EHR what tab to store the data
in. This information is not stored in the PDD file.

pat _code
This field will contain the patient code that the form was created under. This will be

stored with the PDD file. (See PARADIGM® database access below)

PDD entered

This field will contain the date, time and user information as an audit for when the
PDD document was entered or created. This information will be stored with the
PDD file.

PDD_modified

This field will contain the date, time and user information as an audit for when the
PDD document was updated or last modified. This information will be stored with
the PDD file.

QueryString
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This field contains the query string of the url. It is passed on so the form may be
redisplayed (Notes.pdd) during a submit action. This informatin is not stored in teh
PDD file.

9.1.5 PARADIGM® Database Access

PARADIGM EHR is coupled with the PARADIGM® database and you are able to
access any fields from the PARADIGM® database within your PDDF form. Fields
may start from either the PARADIGM® PAT (patient) file or the FSL (fee
slip/appointment) file. If the template you are creating is to be encounter based you
may want to use the FSL file as the master, but otherwise it is suggested you start
with the PAT file.

By naming labeling your field the name of the paradigm PARADIGM® database field
the value for the field will automatically be populated when a user attempts to create
a new PDD document using the template. i.e. The Template

Name:<input type="text" name="pat_name" ><br>
Address:<input type="text" name="pat_add1" ><br>
SSN:<input type="text" name="pat_ssnf" ><br>
DOB:<input type="text" name="pat_dobf" ><br>

Will produce a form such as the following:

Nme]Bean.Green

Address:l?gg Beta Carotene Way
SSN333-33-3333

DOB-05/05/1970

You may also perform joins to other PARADIGM® database elements other than
those in your master file. i.e. You may want to get the patient’s full address
information.

Name:<input type="text" name="pat_name" ><br>
Address:<input type="text" name="pat_add1" ><br>
<input type="text" name="pat_add2" ><br>

<input type="text" name="pat_zipc.zip_city" >

<input type="text" size=2 name="pat_zipc.zip_stat" >
<input type="text" size=10 name="pat_zipc" ><br>
SSN:<input type="text" name="pat_ssnf" ><br>
DOB:<input type="text" name="pat_dobf" ><br>

The field “pat_zipc” is the field from the primary and it joins to zip code file to the field “
zip_city”. The same with “pat_zipc.zip_stat”.
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NmeJBean.Green

Admssj?sg Beta Carotene Way
|Anchorage [AK [ao518
$eN{333-33-3333

DOB/05/05/1970

You can create very complex joins as well to get information such as the patient’s
primary insurance and secondary insurance carrier names.

Insurance 1:<input type="text" name="pat_code#[1].pol_insc.ins_name" ><br>

Insurance 2:<input type="text" name="pat_code#[2].pol_insc.ins_name" ><br>

The # tells PARADIGM EHR to append to the field the string in the brackets []. So to
get the primary policy you would use “pat_code#[1]* ]”. The secondary would be
“pat_code#[2]” and so on. Now that we have the key for the policy we just follow the
relationships out

“pol_insc.ins_name”. We could even follow relationships off of the INS file from this
point.

Insurance 1;|Blue Cross Blue Shield
Insurance E:IAFLAC

Hyptertext Application (HTA)

Hypertext Applications are programs written in HTML and Javascript that use the PARADIGM EHR
API to create a "HTML" file saved in the patients chart. The "HTA" program will most likely take
advantage Javascript wysiwyq library. To the user the application looks as thought they are just editing
a "HTML" file, but in reality the HTA application will gather all needed data from the database and
dynamically create an HTML document and display it in the editor. When the user saves the
document it saves it as a "HTML" document.

Interactive HTML document (IHD)

Interactive HTML documents differ from Progression Data Documents (PDD) in that PDD's are used to
collect formatted data of some sort where the IHD is more like a word processing document that
allows for free form edit. But IHD's also allow you to add widgets that can be used to quickly fill in the
blanks of the data, as well as collect data from the database as well as (PDD) forms.
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Basic IHD template

At its core IHDs are HTML with javascript. Within the document you may access widgets that will allow
the user to dynamically add text to the HTML document within the EHR HTML editor. There are a
couple of things that must be put in the IHD template for it to be able to access the widgets.

The template must start with the following:

<HEAD>

<style type="text/css'>
-widget { color:red }
</style>

</HEAD>

<BODY CONTENTEDITABLE>

It must contain a <HEAD> section with a css style sheet with one item defined. That item is widget.
The widget class is used to show widget input areas in red on the document. Once a widget has been
activated and text is placed in the document it will change the color of the text to black. Also once a
document is signed off, any widgets that have not been activated will no longer display.

Also the <BODY> section must say CONTENTEDITABLE. This tells the HTMLEditor program to treat
this document a little different. Without this the widgets will not work.

The following is a basic IDH template with access to many of the standard widgets.

<HEAD>

<style type="text/css'>

-widget { color:red }

</style>

</HEAD>

<BODY CONTENTEDITABLE>

<B>A Basic Interactive HTML Document</B>

ZgzDate:</B>&nbsp;<span class=widget onclick="parent.calendar(this)">Click here for date</span>
ZQEB?ZSnOSis:</B>&nbsp;<span class=widget onclick="parent_DIAG(this)">Click here for Diagnosis</span>
ZQESE?ZKLiSt:</B>&nbsp;<span class=widget onclick="parent.QL(this, "Location®, true)'">QL Location</span>
:ézg;ﬁ:ence Bui lder:</B>&nbsp;<span class=widget onclick="parent_SB(this, "Location®, ", ", true)'">SB Locat
Zgz;;g?</8>&nbsp;<span class=widget onclick="parent_PER(this)">information sheet</span>
Zégi;Ethables:</B>&nbsp;<span class=widget onclick="parent_MED(this)'>Medication</span>

</P><P>

<B>Referrred By:</B>&nbsp;
<span class=widget onclick="parent.PS(this, "RPH", "rph_name®, "rph_name®, "", 500);">Referring Provider</s

:éEZ;TZuIator Value:</B>&nbsp;<span class=widget onclick="parent.CALC(this)"># goes here</span>

:ézégﬁiow Up:</B>&nbsp;<span class=widget onclick="parent.FU(this)">Followup goes here</span>
:ézg;zZr:</B>&nbsp;<span class=widget onclick="parent.ORD(this)">0rder goes here</span>
:éz;zggIate:</B>&nbsp;<span class=widget onclick="parent.Template(this)">Template goes here</span>
:ég%ggiuation & Management:</B>&nbsp;<span class=widget onclick="parent.EvalMgt(this)">E&M goes here</span:
< >

9.3.2 Standard Widgets
Please see the individual widget topics for available Standard IHD Widgets and how they are used.
9.3.2.1 calendar

The calendar widget is coded as follows:
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<span class=widget onclick="parent.ihdCAL(this)">Click here for date</span>

It will activate the pop-up calendar.

Sun  Mon
4 5
11 12
18 19
25 26

< [oureent [or [ - [

£ | Select Date -- Webpage Dialog - ﬁ

Tue Wed Thu Fri Sat
1 2 3
B 7 B g 10
13 14 15 16 A7
20 21 22 23 24
2r 28 29 30 3

9.3.2.2 Diagnosis (DIAG)

The Diagnosis widget is coded as follows:

<span class=widget onclick="parent.ihdDIAG(this)">Click here for Diagnosis</span>

It will activate the diagnosis selector.

& | Select Diagnosis -- Webpage Dialo_

ICD
001-139
140-239
240-279
280-289
290-319
320-389
390-459
460-519
520-579
580-629
630-677
630-709
710-739
740-759
760-779
780-799
800-999
V01-VEs
ES00-E999

Search
Internal Codes

Infectious and Parasitic Diseases

Meoplasms

Endocrine, Mutritional and Metabolic Diseases, and Immunity Disorders
Dizeaszes of the Blood and BElood-forming Organs

Mental Disorders

Dizeases of the Mervous System and Sense Organs

Diseases of the Circulatory System

Diseases of the Respiratory System

Diseases of the Digestive System

Diseases of the Genitourinary System

Complications of Pregnancy, Childbirth, and the Puerperium
Dizeases of the Skin and Subcutaneous Tissue

Dizeazez of the Musculoskeletal System and Connective Tissue
Congenital Anomalies

Certain Conditions Originating in the Perinatal Period
Symptoms, Signs, and ITl1-defined Conditions

Injury and Poisoning

V Codes

E Codes

9.3.2.3 Diagnosis Sentence Builder (DIAGSB)

The Diagnosis Sentence Builder widget is coded as follows:

<span class=widget onclick="parent.i1hdDIAGSB(this, "<br>")">Click here for Diagnosis

SB</span>
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The second parameter is used to pass a separator between each selection.

It will activate the diagnosis selector.

= Select Diagnosis — Webpage D )

PL ProbTem List

DH Diagnosis History

ICD Internal Codesz

001-139 Infectious and Parasitic Diseases

140-239 Neoplasms

240-279 Endocrine, Wutritional and Metabolic Diseases, and Immunity Disorders

280-289 Diseases of the Blood and Blood-forming Organs

290-319 Mental Disorders

320-389 Diseases of the Nerwous System and Sense Organs

390-459 Diseases of the Circulatory System

460-519 Diseases of the Respiratory System

520-579 Diseases of the Digestive System

580-629 Diseases of the Genitourinary System

630-677 Complications of Pregnancy, Childbirth, and the Puerperium
680-709 Diseases of the Skin and Subcutaneous Tissue

710-739 Diseases of the Musculoskeletal System and Connective Tissue
740-759 Congenital Anomalies

760-779 Certain Conditions Originating in the Perinatal Period
780-799 Symptoms, Siagns, and IT1-defined Conditions

800-999 Injury and Poisoning

VO1-V85 V Codes

EB00-E999 |E Codes

[Clear]

9.3.2.4 QuickList (QL)
The QuickList widget is coded as follows:

<span class=widget onclick="parent.ihdQL(this, "Location”, true)">QL Location</span>

QL takes three parameters. The first is the span object. Second is the name of the quicklist file, and
last is set to true if the user should have the ability to add new information to the file.

It will activate the QuickList program.
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I "

2| Quick List: Location -- Webpage Dialag ==
' | Search | |Add|

+ forehead

™ Left Tower leg
™ Lower Left Arm
0 Right Heal

) Upper Arm

9.3.2.5 Sentence Builder (SB)
The Sentence Builder widget is coded as follows:
<span class=widget onclick="parent.i1hdSB(this, "Location®, ", *, true)'">SB Location</span>
QL takes four parameters. The first is the span object. Second is the name of the Sentence Builder

file, the third is the separator, and last is set to true if the user should have the ability to add new
information to the file.

It will activate the Sentence Builder program.
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+ forehead

0 Left Tower leg
" Lower Left arm
' Right Heal

" Upper Arm

9.3.2.6 Make Quick List (MkQL)

The Make Quick List function can be used to pre-program quicklist and sentence builders that are
used in a form. Itis generally called either onload or as before a quicklist or sentence builder. It will
look to see if the quicklist exists and if it does not it will create the list with the values supplied.

<HTML>
<HEAD>
<script>

// This function is called on load and will create the Quick List used by the program if it does not exist
function MakeSample() {

parent. ithdVMkQL(" IHDSample®, *"*Non removable Item]This item can be removed|Third Item®);
}

</script>

<style type="text/css'>
.widget { color:red }
</style>

</HEAD>
<BODY CONTENTEDITABLE onload="MakeSample() ">

<B>QuickList:</B><span class=widget onclick="parent.ihdQL(this, "IHDSample®, true)'>QL Sample</span>

</BODY>
</HTML>

It is to be used in the script area and take two parameters.
The first is the name of the quicklist file.
The second is a pipe separated list of the values to be added to the default quicklist.
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9.3.2.7 Patient Education Resource (PER)

The PER widget is coded as follows:

<span class=widget onclick="parent.ihdPER(this)">information sheet</span>

The PER widget will display the PER selector.

".a Patient E;.I:.catiun A=
[ Send Checked files to Patient outhox Get Documents fram MLM

Resource File Match First Given

[] 1nsulin_to_Carb.pdf I
[ Know_your_blood_glucose_number: Problem: DIABETES UNCOMP TYPE 11 UNCONTRD 07/24/2011
[ Mealtime_Insulin_Mgmt.pdf
[7] WIS-HPW-Cervarix~05-03-2011.pdf
[ wIS-HPV-Gardasil~05-03-2011.pdf
[ wIS-HepA~03-21-2006.pdf
[ wIS-HepB~07-18-2007.pdf
[[]  wIS-Hib~12-16-1998.pdf
[ wis-Influenza-Live~08-10-2010.pdf
[ wis-Influenza~08-10-2010.pdf

Items checked and sent to the outbox, or sent through the NLM will be added to the list. It will return a

pipe separated list of the files sent.

9.3.2.8 Medications (MED)

The MED widget is coded as follows:

<span class=widget onclick="parent.ihdMED(this)">Medication Checked</span>

The MED widget will display the Medication List.
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Enter New Rx /| Medications E-Prescribe
Current Medications |
Current Sig Started ~ Reason M Issued Dispen Refill
B¢ [ wiagra 100 mg 1 tablet by mouth t07/12/2011 07/12/2011 &0 0]
Be [ Ambien 10 mg 1 tablet by mouth z07/12/2011 07/12/2011 1 0
B [ Abreva 10 % 1 application apply 07/12/2011 07/12/2011 |1 0
B [ Lipitor 10 mg 1 tablet by mouth ¢ 07/12/2011 07/12/2011 30 0
B [~ AMBIEN TABLETS 10 MG As Needed 09/03/2010 0
By [ ABREWVA 10% Az Meaded 042272010 a
B [ KADIAN CAPSULES 80 MG | As Needed 01/21/2010 ]
By [~ ABILIFY TABLETS 5 MG Az Needed 01,/05/2010 0
B [~ WELLBUTRIMN SR 100MG As Needed Ad direq12/30/2009 | because X 0
Discontinued Medications

Discontinued Sig Started ~ Reason Stopped Status
By Lipitar 10 mg 1 tablet by mouth z 06/30/2011 07/12/2011 Discontinued
B ZVRTEC TABLET 10 MG Az Needed 04/15/2011 07/12/2011 Discontinued
By IBUPROFEN CAPLETS 800 MC Az Needed 08/05/2010 07/12/2011 Discontinued
By AMOXICILLIN 250MG Every 8 hours 06/14/2010 06/16/2010
By WIAGRA EQ 100MG BASE  As Needed 04/22/2010 08/10/2010
By wvenlafaxine extended release 7 1po g d 01/23/2009 07/12/2011 Discontinued
By Flexeril 10 mg 1 po ghs 01/23/2009 05/28/2010 Ineffective
B¢ Darvocet N-100 100/650 1 po tid PRN 01/23/2009 12/30/2009

A pipe separated list of the medication pointers will be returned for all checked medications when the
user exits the list.

This information will need to be run through a formatter of some to work with it. The formatter will
need to query each record and generate output to put in the documents. Below is a sample formatter
for the Med.

// Lookup the medications
function formatMED(obj) {
if (parent.VIEWONLY) { return }
var data=obj.innerText;
if (data == "medications®) {
return;

}
meds=data.split("|");
out="";
for (x=0; x<(meds.length); x++) {
if (out 1= "") {
out+=", *;

3

// Lookup the medication

var url="form=dbQuery&file=ERXD&Erxd_patc="+parent.QS_pat_code+"&Erxd_uniq="+meds[x];
ERXD=emr_GET(url);

out += gFV(ERXD, "Erxd_drug®, °“\t");

obj.innerHTML = out;
return;
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9.3.2.9

PARADIGM Select (PS)
The PARADIGM select widget is coded as follows:

<span class=widget onclick="parent._ihdPS(this, "RPH", “rph_name®, "rph_name”, , 500);">Referring Provider

QL takes up to six parameters.
1. Widget object.

2. file
The PARADIGM file to select from:
e.g. PHY, RPH, LOC, PAT, CLS

3. index

Index field from file to sort list order. If left blank the file will read in the order the data appears in the
file.

e.g. rph_name, phy_code, cls_desc

4. output

The fields from the file to display in order separated by pipes. If left blank all fields defined for the file
will print.

e.g. 'rph_code|rph_name|rph_ssnf|rph_pscd’

5. selexp

Select expression to select only records that match the expression. The expressions consist of field or
static values being compared by a relational operator. You may combine expressions with Logical
operators and set precedence with "()".

‘(. Precedence Begin

)': Precedence End

*'. Logical AND

' Logical OR

: Relational Equal

""" Relational NOT Equal

'>". Relational Greater than

'<": Relational Less Than

'}. Relational Greater than or equal
{": Relational Less than or equal

e.g. 'rph_pcsd=0001" would get only referring physician that are General Practce

6. width
This will allow you to set the default width of the Modal Dialog box to more then 350 pixels.

It will activate the PS Select program.
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Amador M.D.,Jose G.
inderson M.D.,Craig Cole
tzzadnia M.D.,5hahin M

m

Browning M.D.,Thomas A.
ates,Harold M.D
hristopher M.D. ,Ronald G.
reazzo D.P.M.,Joseph
rossley D.D.5.,]. David
D'audiffret MD,Alexandre C —
Davis,Robert 5

Doctor, Ima

Doddabele M.D.,Sudarshan R
Dr. Peter Clark

ELLIMGTON FMP,EBetty Jo
Ernesto Mejia, M.D.
Finell1 M.D.,Robert E.
rimaldi,Nicholas

upta M.D.,Rajeev

Harsha M. Shantha, M.D.
Howvis M.D. William M

It will return a pipe separated string of all the fields in the select expression.
9.3.2.10 Calculator (CALC)

The Calculator widget can be used to display a pop up calculator. This is helpful for entering numeric
values. Itis coded as follows:

<span class=widget onclick="parent.ihdCALC(this)'># goes here</span>

Ll - Bl
@ Calculator - We W u

|
Ll 7z [ 8 |[ o [[+/-][ %
4 [ 5 [ 6 |l + [[ -
1 [ 2 |[ 3 3 (A
0 . = C CE

The value displayed here will be sent back to the widget when the user exits.
9.3.2.11 Follow Up (FU)
The Follow Up widget can be used to display the followup scheduler. It is coded as follows:

<span class=widget onclick="parent. ihdFU(this)'">Followup goes here</span>
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Patient | 110404 [Abbott Jef |
Type M

Time 1 + Days ~

Resource 2 |Flintstone M.D.Frederick B

Location 1 |QRS Medical Clinic B

Reason B

Notes

Future Appointments, Recalls and Follow-ups

Type Date * Reason Provider Location MNote
Appointment 09/26/2011 08:20 AM [ ] Flintstone M.D.,Frederick [2 QRS Medical Clinic [1 ]
< | I} |+

This will return the followup/recall information defined.

9.3.2.12 Template

The Template widget can be used to allow the user to select and save a template in any folder. Itis
coded as follows:

<span class=widget onclick="parent.ihdTPL(this)'">Template goes here</span>
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| @ -- Webpage Dialog ﬂ‘

lan - Create New Document

Select Template

-] Audio

-] HTA

-1 HTM

2 Images

[ ] KPSURG [Data Doc]
-] MEZMOHS [Data Doc]

=[] Orders )
=1 PDDF Patient 110484
-] Reports Encounter 338295
#-_] STANDARD
Tab Encounter -
Sub 338295/fles -
Template
New File Name

This will return the tab subtab and template file name saved.
9.3.2.13 Evaluation & Managment (EvalMgt)

The E/M widget can be used to allow the user to select to define the E/M code for the Encounter. It is
coded as follows:

<span class=widget onclick="parent.ithdEM(this)''>E&M goes here</span>
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9.3.2.14

@ Evaluation & Management --

|| Chief Complaint

" History of Present Iliness No. of Elements: ICD  |Description Mgt Option Points

| |Review of Systems No. of Elements:

|| Past Medical History

|| Familly History

|| Social History
[Examination

Data Points

| | General / Vitals

| |Skin

| Lymphatic System

| |Eyes

gg::;:?;f:m @ Minimum (' Limited () Moderate () Extensive

| Breast ideline © 1995 @1997

| Respiratory System [isits: 12 Referred:

" Cardiovascular System E&M Category |Est- Office or Other Quipatient Services

_ Abdomen raMcode [N

|| Genitalia CODES 9921199212 99213 99214 99215

| |Rectum HISTORY CC0 HPL:1 ROS:2 PFSH:3 0
| |Back EXAM EXAM:1 1995 Guidelines 1
™ Extremities MDM 2/3 DIAG:5 DATA:1 RISK:2 2
N ical System Level EM Code: o

Save & Exit

This will return the E&M code saved.

Progression Data Document (PDD)

This is a very powerful widget that will allows you to have the user enter and fill out any PDD that is
defined in the Buttons area. It will display the PDD template in a button area and when the form is
saved it will return the data saved with each field separated by a pipe. You may then format the data
to display in the document as you wish. Basic coding of this is as follows:

<span class=widget onclick="parent.ihdPDD(this, *S_CCHPI", true, true);">CCHPI</span>
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= PARADIGM EHR -- Webpage Dialag = -EI-M'
Chief Complaint / History of Present Illness
Encounter Date: 07/24/2011 11:41 AM  Reason: Reviewed: [] Di N o
i CCHPI 1 |
Historian:lpatient B ;

Smtom:labdominal pain

Duracion:ll Month
Location:
Frequency of Symptoms:
Intensity:
Symptom(s) Characteristic:
How Symptoms Began:
How Symptoms Progressed:
What Brings Symptoms On:
What Makes Symptoms Worse:

What Relieved Symptom(s):

DO NN

Associated Symptom(s) :

Comment & HPI O -

o (O

The data saved in the form will be returned to the span and will need to be formatted for final output.
9.3.2.15 Order (ORD)
The Order widget can be used to allow the user to select an order. It is coded as follows:

<span class=widget onclick="parent.ihdORD(this)'>0Order goes here</span>

EECEET )

Create A New Order from List Below

IConsultRequest

Hospital Order Form
Outpatient Imaging Order
Patient Referral

Teledemo

This will return the order name selected after the order is saved.
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9.3.2.16 Click List (CL)

9.3.3

9.33.1

The click list allows you to create a short defined list that a user only needs to click on to make it
change. Itis helpful for things such as "yes or no", "good or bad" or even a short list of values such as
"10mg, 15mg, or 20mg". If a user needs a longer list or needs the ability to modify, or add values to
the list you should use the Quick List widget. The Click list widget is code as follows:

<span class=widget onclick="parent.ihdCL(this,"Yes|No|Sometimes')">Yes</span>
Advanced Concepts

This section describes some advanced topics for Interactive HTML Documents.
Data Formatters

Data formatters are used to format the data for the output that will display in the actual document.
Formatters are call as part of a widget in the HTML.

<span i1d=ASS class=widget
title="Click to edit Assessment"
onclick="if (parent.ihdPDD(this, "S_ASSESSMENT", true, true)) { formatASS(this); }'"'>Assessment</s

And they call javascript.

// Assessment
function formatASS(obj) {
if (parent.VIEWONLY) { return }
var data=obj.innerText;
var out = "°;
if (data == "Assessment®) {
return;

}
out += "<b><u>ASSESSMENT</u></b><br>";
var x=0;
while (true) {
X++3
var rec = FV(data, "Recomendation_"+x);
if(rec 1= ""){
out += x + + rec;
var stat = FV(data, "Status_"+x);
if(stat 1= ") {
out += * - Status: " + stat;
3

out += "&nbsp;&nbsp;" + FV(data, "discussion_"+x);
out += "<br>";
} else {
out += "<br>";
obj.innerHTML = out;
return;

}

3
obj.innerHTML = out;
return;

For the most part the formatter is just using javascript to format the data the way you want it to
display.

Things you need to know about formatters

formatters must have teh following at the start.

if (parent.VIEWONLY) { return }

This is to prevent the formatter from being activated after a document has been signed.
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Also formatters usually have a default mode that needs to return back to the program under these
default conditions. In the above example it is the following code.

var data=obj.innerText;

if (data == 'Assessment’) {
return;

}

It looks to see if the text in the object is the value defined by default.. If so it returns doing nothing.

9.3.3.2 Visual Effects

You may want a widget to be more apparent when a user hovers over it. This can easily be
accomplished using the onmouseover and onmouseout events attached to the span.

<span id=VITALS class=widget
title=""Click to edit Vitals"
onmouseover="this.style.backgroundColor="cyan*"
onmouseout=""this.style.backgroundColor="white""
onclick="if (parent.ihdPDD(this, "S_VITALS", true, true)) { formatVITALS(this); }">Vitals</span:>

The above code sets the background color to syan on the widget when the user hovers over the
widget, and sets it back to white when the users moves the cursor away.

9.3.3.3 Database Loading

Many times you will need to load data when the document is loaded in. This should be done using the
onload event in the BODY of the HTML.

<BODY CONTENTEDITABLE onload="getdata() ">

This will call your function to collect and possibly format any data you want displayed in the document.

9.3.3.4 LinktoaTab

The LINK_TAB features allows a note to be linked to a tab when a note is signed off. This only applies
to note templates not normal templates. This is accomplished by putting a comment in the javascript
area of the note template similar to the following.

//LINK_TAB=Xrays
or

//LINK_TAB=Procedures/EKG

When the note is signed it will create a link of the note in the Tab / subdir area defined in the note
template. If the tab does not exist and alert will display. No alert will display for the subdir. If it does
not exist, it will automatically create it, but if it is not defined in the data set administration the user will
not have access to it. So it is important that tabs and sub directories are concurrent with what is
defined for the data set.

9.4  JavaScript Libraries

The following javascript libraries can be used by your HTA, and HTML programs to enhance the
functionality and provide consistency within the PARADIGM EHR applications.
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The environment library is used to establish the PARADIGM EHR working environment. This library
should be the first library called in any code needing to access account information. It also provides
some useful functions that are used for working with objects, extracting field values from data streams,
and accessing the emr.cgi

<script>

document.write("<script SRC=""+location.protocol+"//"+location.host+"/emr/js/environment.js"><\/script>");

</script>

The environment library will set variables based on the the users account and system values.

LIBRARY |Path where library resides. PARADIGM EHR can take advantage of using libraries of
javascript, images, and htm programs loaded on the client machine. This greatly
reduces network traffic, while enhancing performance. To dynamically load additional
javascript libraries for the defined library path you may add this additional script in your
HTML
This is used on Windows PC's where libraries can be stored locally to improve
performance.
<script>
document.write("<script src=""+LIBRARY+"js/date.js'"'><\/script>");
document.write("<script src=""+LIBRARY+"js/string.js"><\/script>");
</script>

ACCOUNT |[Contains string of all account infromation

AC_user User login

AC _name |User name as defined in user file

AC_sets Data sets user has access to

AC_data Current data set

AC_head Header for data set

AC role Users role as defined in profile for current data set

AC_path Path of PARADIGM database for data set

AC_mode |Users default mode as defined in profile

AC_time

AC reft

AC_side Side of screen for File list (Left, Right) as defined in profile

AC disp

AC_tabw Width of tabs as defined in profile

AC icon Use Icons (YES) or left blank for text as defined in profile

AC_save Save method. Auto, Manual, Ask

AC_seid Session ID

AC _rbac RBAC data

AC plus Access to PLUS

AC_cssf

query_strin |Query string as passed in

g
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QS_pat_co |patient code

de

QS _fsl_cod |Encounter Code
e

QS _tab Tab

QS_subdir |Sub directory
QS file File

QS_button |Button

9.4.1.1 setCookie

Definition and Usage

The setCookie() function will allow you to save a cookie in the browsers cookie cache for later recall.
The cookie is stored as a session cookie.

Syntax

setCookie(name, value);

Parameter |Description

name Required. The name of the cookie
value Required. The value of the cookie
Example

The following example creates a new cookie called "cur_patient" to the value in pat_code

setCookie('cur_patient', pat_code);

9.4.1.2 getCookie

Definiti

on and Usage

The getCookie() function allows you to retrieve a value stored with setCookie.

Syntax

getCookie(name);
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Parameter |Description

name Required. The name of the cookie.

Example

The following will retrieve the value from the cookie "cur_patient" and place it in the variable
"pat_code".

var pat_code = getCookie('cur_patient');

9.4.1.3 delCookie

Definition and Usage

The delCookie() function allows you to delete a cookie stored with setCookie().
Syntax

delCookie(name);

Parameter |Description

name Required. The name of the cookie to delete the value

Example

The following will delete the "cur_patient" cookie.

delCookie(‘cur_patient");
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Syntax

go(id)

Parameter |Description

id Required. 'id' of the object to get
Example

The following will display the innerHTML of the <div> with the id of 'patient’ in an alert box.

<script>

<div id=patient>John Smith</div>

alert(go(‘patient’).innerHTML);

The following will set the innerHTML value of the <div> with an id of 'pateint’ to 'Fred Jones';

<script>

<div id=patient></div>

go('patient’).innerHTML = 'Fred Jones';

9.4.15 gov

Definition and Usage

The gov() function will return the value of the object for the id passed to it. It is basically shorthand for

document.getElementByld('id").value

Syntax

go(id)

Parameter

Description
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id Required. 'id' of the object to get value from.

Example

The following will display the value of the <input> with the id of ‘patient’ in an alert box.

<input type=text id=patient value="John Smith">
<script>
alert(gov('patient));

9.4.1.6 grbv

Definition and Usage

The grbv() (Get Radio Button Value) function will return the value of the radio button checked for the id
passed to it.

Syntax
grbv(id)

Parameter |Description

id Required. 'id' of the radio to get value from.

Example

The following will display the value of the <radio> with the id of 'eas' in an alert box. The Alert box
should display "NO".

<input type="radio" name="eas" value="YES">YES (Requires Editing Program on PC)
<input type="radio" name="eas" value="NO" checked="checked">NO

<script>

alert(grbv('eas"));

9.4.1.7 srbv

Definition and Usage

The srbv() (Set Radio Button Value) function will allow you to check a radio button value.
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srbv(group, value)

Parameter |Description

group Required. 'id" of the radio button group to set value
value Value to check in group

Example

The following will display the value of the <radio> with the id of 'eas' in an alert box. The Alert box
should display "NO".

<input type="radio’

<script>
srbv(‘eas’, YES);

<input type="radio’

' name="eas" value="YES">YES (Requires Editing Program on PC)
' name="eas" value="NO" checked="checked">NO

9.4.1.8 getFieldValue

Definition and Usage

The getFieldValue() function allows you to easily extract values from (field=value) pairs in a data

stream.

Syntax

getFieldValue(data, field, delimiter);

Parameter |Description

data contains field=value pairs separated by delimiter
field The name of the field you want to extract.
delimiter The delimiter that seperates the field=value pairs.
Example
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9.4.1.9

will display 2345.

The value for pat_code will be extracted from the data and displayed in an alert box. The alert box

var data = "pat_code=2345&pat_name=Smith,John";
var pat_code = getFieldValue(data, 'pat_code', '&");
alert(pat_code);

Alias
gFV(data,field,delimiter);

getfld(data, field, delimiter); Legacy name.
getValue(data,field); "Delimiter is set to '&"

gQS(field); Get query_string value

emr_GET

Definition and Usage

The emr_GET function will make an HTTP request call to the emr.cgi script for the form and options
provided and return the result. It does this using the GET method. This method is best used for short
urls. If you are sending a large url with lots of data, as in saving data you should use emr POST.

See emr.cqgi API.

Syntax

emr_GET(url)

Parameter |Description

url The url to be sent to emr.cgi

Example
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This will use the dbQuery from the emr.cgi API to get the patient data and put it in the variable
patData.

var url='form=dbQUERY &file=PAT&pat_code='+QS_pat_code;
var patData=emr_GET (url);

9.4.1.10 emr_POST

Definition and Usage

The emr_POST function will make an HTTP request call to the emr.cgi script for the form and options
provided and return the result. It does this using the POST method. This method is best used for long

urls. See emr.cqgi API.
Syntax

emr_POST(url)

Parameter |Description

url The url to be sent to emr.cgi

Example

This will use the dbQuery from the emr.cgi API to get the patient data and put it in the variable
patData.

var url='form=dbQUERY &file=PAT&pat_code='+QS_pat_code;
var patData=emr_POST (url);

9.4.1.11 msieversion

Definition and Usage

The msieversion() method returns the version number of Microsoft Internet Explorer.

It is used when the code you are creating is Browser Specific.
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Syntax

msieversion();

Parameter |Description

none

Example

if (msieversion() > 6) {
if (check_lib()) {
LIBRARY=LOCAL_LIB;
}

9.4.2 string.js

The following are widgets or javascript functions for the manipulation of strings.

You may include the string library in your "HTA" or "HTM" programs by putting in the following code in
the head section of your program.

<head>

<script>

document.write("<script src=""+LIBRARY+"js/string.js'"><\/script>");
</script>

</head>

9.4.2.1 stripTraillingSpaces

Definition and Usage

The stripTrailingSpaces() method widget will remove trailing spaces from the string

Syntax

var url = stripTrailingSpaces(gov('ID_name"));

Parameter |Description

value String to remove trailing spaces from.
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Example

if (stripTrailingSpaces(value) == ") {
alert('the value is empty);

}

You may also use the String method of "stripTrailing()"

var url = gov('fld_name").stripTrailing();

9.4.2.2 stripLeadingSpaces

Definition and Usage

The stripLeadingSpaces() method will remove leading spaces from the value passed
in.

Syntax

var url = stripLeadingSpaces(value);

Parameter |Description

value String value to strip leading spaces from

Example
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}

if (stripLeadingSpaces(value) == ") {
alert('the value is empty);

You may also use the String method of "stripLeading()"

var url = gov('fld_name").stripLeading();

stripSpaces

Definition and Usage

The stripSpaces() method will remove leading and trailing spaces from a string.

Syntax

stripSpaces(value)

Parameter

Description

value

String value to strip leading and trailing spaces from

Example

}

if (stripSpaces(value) == ") {
alert('value is empty'");

You may also use the String method of "strip()"

var url = gov('fld_name").strip();

© 2015 QRS, Inc. HealthCare Solutions



Programming 317

9.4.2.4 capitalize / uppercase / lowercase

Definition and Usage

The capitalize(), uppercase(), and lowercase() methods transform the string as
described..

Syntax

string.capitalize()

Parameter |Description

none

Example

These snippets allow you format text in an input field to capitalize the first letter of each word, all
upper or all lowercase. Include any of the following in your <INPUT > or <TEXTAREA>.

style="text-transform: capitalize; onChange="this.value = this.value.capitalize();"
style="text-transform: uppercase; onChange="this.value = this.value.toUpperCase();"
style="text-transform: lowercase; onChange="this.value = this.value.toLowerCase();"

The data is not changed until the user actually leaves the field. The
text-transform give the user the visual appearance but all information is read as it.
On exiting the field the value is changed.

toUpperCase() and toLowerCase() are standard string methods, capitalize() is custom to PARADIGM
EHR.

9.4.25 subfld

Definition and Usage

The subfld() method allows you to pick out a field of a string.
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Syntax

string.subfld(field, delimiter)

Parameter |Description

field The field number to return, starting at O
delimiter The field delimiter to separate into fields.
Example

var txt = "ABC]|This is a test|123"
var ret = txt.subfld(1,"]");

will return "This is a test".

var ret = txt.subfld();

will return "ABC".

9.4.2.6 sprintf/ printf

Definition and Usage

The sprintf(), printf() methods work like the same functions in the 'C' programming
language. Allowing you to format strings using a format string followed by a list of
variables to be formatted.

Syntax

sprintf(formatString, varl, var2, var3...);

Paramete | Description
r

The format string used to format the output

It can optionally contain embedded format tags that are substituted by
formatString | the values specified in subsequent argument(s) and formatted as
requested. The number of arguments following the format parameters
should at least be as much as the number of format tags. Where
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specifier is the most significant one and defines the type and the
interpretation of the value of the corresponding argument:

specifi Output Exampl
er e

c Character a

dori [Signed decimal integer 392

Scientific notation (mantise/exponent) using e character

3.9265e+2

Scientific notation (mantise/exponent) using E

E haracter 3.9265E+2
f Decimal floating point 392.65

g Use the shorter of %e or %f 392.65

G Use the shorter of %E or %f 392.65

0 Signed octal 610

S String of characters sample

u Unsigned decimal integer 7235

X Unsigned hexadecimal integer 7fa

X Unsigned hexadecimal integer (capital letters) 7FA

p Pointer address B800:0000

Nothing printed. The argument must be a pointer to a
signed int, where the number of characters written so
far is stored.

%

A % followed by another % character will write % to
stdout.

The tag can also contain flags, width, .precision and modifiers
sub-specifiers, which are optional and follow these specifications:

flags

description

default (see width sub-specifier).

Left-justify within the given field width; Right justification is the
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A

Forces to precede the result with a plus or minus sign (+ or -)
even for positive numbers. By default, only negative numbers
are preceded with a - sign.

(space)

[If no sign is going to be written, a blank space is inserted before
the value.

Used with o, x or X specifiers the value is preceeded with 0, 0x
or 0X respectively for values different than zero.

Used with e, E and f, it forces the written output to contain a
decimal point even if no digits would follow. By default, if no
digits follow, no decimal point is written.

Used with g or G the result is the same as with e or E but trailing
zeros are not removed.

Left-pads the number with zeroes (0) instead of spaces, where
padding is specified (see width sub-specifier).

width

description

[Minimum number of characters to be printed. If the value to be

(numbejprinted is shorter than this number, the result is padded with

r blank spaces. The value is not truncated even if the result is
larger.
[The width is not specified in the format string, but as an

* additional integer value argument preceding the argument that
has to be formatted.

.precis

description

For integer specifiers (d, i, o, u, x, X): precision specifies the
minimum number of digits to be written. If the value to be written
is shorter than this number, the result is padded with leading
zeros. The value is not truncated even if the result is longer. A
precision of 0 means that no character is written for the value o.

number|For e, E and f specifiers: this is the number of digits to be

printed after the decimal point.

For g and G specifiers: This is the maximum number of
significant digits to be printed.

For s: this is the maximum number of characters to be printed.

© 2015 QRS, Inc. HealthCare Solutions




Programming 321

By default all characters are printed until the ending null
character is encountered.

For c type: it has no effect.

\When no precision is specified, the default is 1. If the period is
specified without an explicit value for precision, 0 is assumed.

[The precision is not specified in the format string, but as an
* additional integer value argument preceding the argument that
has to be formatted.

length description

[The argument is interpreted as a short int Or unsigned short int (only
applies to integer specifiers: i, d, o, u, x and X).

[The argument is interpreted as a long int Or unsigned long int for
| integer specifiers (i, d, o, u, x and X), and as a wide character or
wide character string for specifiers ¢ and s.

[The argument is interpreted as a long double (only applies to
floating point specifiers: e, E, f, g and G).

varl, varz, Variables used to complete format string.

Example

var out = sprintf ("Characters: %c %c \n", 'a’, 65);

var out = sprintf ("Decimals: %d %Id\n", 1977, 650000L);

var out = sprintf ("Preceding with blanks: %10d \n", 1977);

var out = printf ("Preceding with zeros: %010d \n", 1977);

var out = printf ("Some different radixes: %d %x %0 %#x %#o \n", 100, 100, 100, 100, 100);
var out = printf ("floats: %4.2f %+.0e %E \n", 3.1416, 3.1416, 3.1416);

var out = printf ("Width trick: %*d \n", 5, 10);

var out = printf ("%s \n", "A string");

The output of the above would be.
Characters: a A

Decimals: 1977 650000
Preceding with blanks: 1977
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Width trick:
A string

Preceding with zeros: 0000001977
Some different radixes: 100 64 144 0x64 0144
floats: 3.14 +3e+000 3.141600E+000

date.js

You may include the date library in your "HTA" or "HTM" programs by putting in the following code in
the head section of your program.

<head>
<script>

</script>

</head>

document.write("<script src=""+LIBRARY+"js/date.js"><\/script>");

formatDate

Definition and Usage

The formatDate() method returns the date as a string in the output format specified.

Syntax
formatDate(date, format)
Parameter |Description
date The Date to format
The format string to use to format the date.
Field Full Form Short Form
Year yyyy (4 digits) yy (2 digits), y (2 or 4 digits)
Month MMM (name or abbr.) MM (2 digits), M (L or 2
format NNN (abbr.) digits)
Day of Month dd (2 digits) d (1 or 2 digits)
Day of Week EE (name) E (abbr)
Hour (1-12) hh (2 digits) h (1 or 2 digits)
Hour (0-23) HH (2 digits) H (1 or 2 digits)
Hour (0-11) KK (2 digits) K (1 or 2 digits)
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Hour (1-24) kk (2 digits) k (1 or 2 digits)
Minute mm (2 digits) m (1 or 2 digits)
Second ss (2 digits) s (1 or 2 digits)
AM/PM a

NOTE THE DIFFERENCE BETWEEN MM and mm! Month=MM, not mm!

Example

var cur_date = formatDate(SYS_time, 'MM/dd/yyyy";

var cur_time = formatDate(SYS_time,"hh:mm a");

9.4.3.2 isDate

Definition and Usage

The isdate() method returns true if date string matches format of format string and is a valid date. Else
returns false. It is recommended that you trim whitespace around the value before passing it to this
function, as whitespace is NOT ignored!

Syntax

isDate(dateString, formatString)

Parameter |Description

dateString A string representing the date

The format you expect to see the dateString in. Uses formatting as defined in

formatString formatDate

Example
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if (isDate(val, "MM/dd/yyyy")) {
alert(val +' is in the correct format');

}

9.4.3.3 compareDates

Definition and Usage

The compareDates() method Compare two date strings to see which is greater.
Returns:

o 1 if datel is greater than date?2

o 0 if date2 is greater than datel of if they are the same

o -1 if either of the dates is in an invalid format

Syntax

compareDates(datel,dateformatl,date2,dateformat2)

Parameter |Description

datel String representing the first date

The format you expect to see the datel in. Uses formatting as defined in
dateformatl formatDate.
date2 String representing the first date

The format you expect to see the date2 in. Uses formatting as defined in
dateformat2

formatDate.
Example
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var cdr = compareDates(datel,datelformat,date2,date2format);

if (cdr==1) {

alert('date 1 is greater than date 2');
}elseif { cdr == 0) {

alert('date 1 and 2 are the same');
}else {

alert(‘invalid format’);

}

9.4.3.4 getDateFromFormat

Definition and Usage

The getDateFromFormat() method takes a date string and a format string. It matches If the date string
matches the format string, it returns the getTime() of the date. If it does not match, it returns 0.
Basically it creates a time object for you for the date passed in.

Syntax

getDateFromFormat(val,format)

Parameter |Description

val The date in a string format
format The format you expect to see the val in. Uses formatting as defined in formatDate.
Example

var X_time = getDateFromFormat( "09/02/1964", "MM/dd/cccc");
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9.4.35

9.4.4

pat_age

Definition and Usage

The pat_age function will calculate the patients age based on industry standards guidelines.

If the age is less than 29 days it will be represented as days. If the age is
greater than 28 and less than 122 days it will be represented in weeks. If
the age is greater than 121 days and less than 730 days (2 years) it will
be represented in months. If it is greater thean 729 days and less then
6574 days (18 years) it will be represented in Years and Months and if
greater than 6573 days it will show only years.

Syntax

pat_age(BirthDate, Asof, format);

Parameter |Description

BirthDate Patients date of birth as derived from pat_dobf in format MM/DD/CCYY
Asof Date to used to calculate age. If left blank it will use the current system date.
format Set to true to use long format. Short format is default. Short format uses Yr Mo,

Long uses Years Months

Example

The following example sets the age variable based on the visit date in long format.

var age = pat_age(gov('pat_dobf"), gov('fsl_date"), true);

wysiwyd.js

You may include the wysiwyg library in your "HTA" or "HTM" programs by putting in the following code
in the head section of your program.

<head>

<script>

document.write("<script src=""+LIBRARY+" js/openwysiwyg/wysiwyg.js"><\/script>");
</script>

</head>

This widget allows you to add a nice WYSIWYG (What You See Is What You Get) editor to template
with HTML text areas with just a few additional lines of javascript. This editor will allow the user to do
the following:
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Format text to be bold, italicized, or underlined.
Change the face, size, style and color.

Left, centers, or right-justify paragraphs.

Make bulleted or numbered lists.

Indent or un-indent paragraphs.

Insert hyperlinks, images, and tables.

View the HTML source code of what you're editing.

Just by change the code to this:

<textarea id="note" rows=20 cols=80 id=pad name="WordPad"></textarea>

<script language="JavaScript'>
var wysis="";
wysiwygWidth = document.body.clientWidth -10;
wysiwygHeight = document.body.clientHeight -60;
generate_wysiwyg("WordPad", true);

</script>

The gerneate_wysiwyg function will make the textarea a wysiwyg editor. The lines above are
just to set the Width and Height. The "true™ in the generate_wysiwyg function tells it to
include the save button and use the "saveit()" function that you must define in your program.
If set to false you must create your own save button and associated function.

9.5 emr.cgi API

This section describes the application programming interface of the emr.cgi program. This program is
used to access data from the PARADIGM and PARADIGM EHR databases. It is also used to render
both text and html output. Calls are made to the url for the emr.cgi along with a query string that
directs the emr.cgi program as to what actions to perform. A URL may look as follows:

http://machine/emr/emr.cgi?form=Search&file=pat&index=pat name&output=pat code|pat name]|
pat dobf

The Query string of the URL (the part after the ?) tells emr.cgi the action to take place. The first
attribute of the query string is "form". This is the principle director for the emr.cgi program. Each
"form" will be discussed below.

9.5.1 PARADIGM database functions
These calls allow access to the PARADIGM/PARADIGM EHR data base files.
9.5.1.1 dbAdd

The dbAdd form allows you to perform an add operations on the PARADIGM database.

Synopsis

var url = "form=dbAdd*
+ "&File=CLS"
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+ "&cls_code=XXX"
+ "&cls_desc=XXX Description 3~
+ "&cls_type=I1"~;
res=emr_POST(url);
alert(res);

Description

file Defines the PARADIGM file (must be upper case)
fields=value |PARADIGM data fields for file defined in MASTER with values.

This should be used as part of an emr_POST call to send the data.
If successful it will return "0"
If not successful it will return

ERROR: (errno) file: (file number) (file name) (description of error)

9.5.1.2 dbUpdate
The dbUpdate form allows you to perform an Update operations on the PARADIGM database.

Synopsis

var url = "form=dbUpdate*
"&preload=YES"
"&File=CLS"
"&cls_desc=DESC test 3*
"&cls_code=XXA*

+ "&cls_type=C~;
res=emr_POST(url);
alert(res);

++ + +

Description

file Defines the PARADIGM file (must be upper

case)

fields= [PARADIGM data fields for file defined in

value |MASTER with values.

preload|if set to YES, preload will first copy the data from
he original record, then over write any fields
passed in. This allows you to do partial updates

ithout having to first query, store and send all

he other data in the file.

This should be used as part of an emrPOST call to send the data.
If successful it will return "0"
If not successful it will return

ERROR: (errno) file: (file number) (file name) (description of error)
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9.5.1.3 dbAddUpdate

The dbAddUpdate form allows you to perform an add / Update operations on the PARADIGM
database. It will first attempt to Add the record to the data base. If the Add Fails with an Error 2 "Key
value already exist in index", it will then update the record with the new values.

Synopsis

var url = "form=dbAddUpdate~
"&preload=YES*
"&File=CLS"
"&cls_desc=DESC test 3*
"&cls_code=XXA*

+ "&cls_type=C~;
res=emr_POST(url);
alert(res);

++ + +

Description

file Defines the PARADIGM file (must be upper

case)

fields= [PARADIGM data fields for file defined in

value [MASTER with values.

preload|lf set to YES preload will first copy the data from
he original record, then over write any fields
passed in. This allows you to do partial updates

ithout having to first query, store and send all

he other data in the file.

This should be used as part of an emr_POST call to send the data.
If successful it will return "0"
If not successful it will return
ERROR: (errno) file: (file number) (file name) (description of error)

9.5.1.4 dbRemove

The dbRemove form allows you to perform a Remove operations on the PARADIGM database.

Synopsis

var url = "form=dbRemove*
+ "&File=CLS"
+ "&cls_code=XXA";
res=emr_GET(url);
alert(res);

Description

file Defines the PARADIGM file (must be upper
case)
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fields= [PARADIGM data fields for file defined in
value |MASTER with values. You only need to define
the fields that make up the primary key for the file
lyou want to remove the record from.

If successful it will return "0"
If not successful it will return

ERROR: (errno) file: (file number) (file name) (description of error)
9.5.1.5 dbQuery
The dbQuery form allows you to query data from the PARADIGM database.

Synopsis

var url="form=dbQuery&file=PAT&pat_code="+pat_code;
var pat=emr_GET(url);
// Response starts with ERROR
ifT (pat.substring(0,5) == "ERROR") {
alert(pat);
} else {
load_form(pat);
}

Description

file Defines the PARADIGM file (must be upper

case)

fields= [PARADIGM data fields for file defined in

value |MASTER with values. You only need to define

the fields that make up the primary key for the file
ou want to query the record from.

If successful it will return all the data in field=value pairs delimited by tabs.
If not successful it will return

ERROR: (errno) file: (file number) (file name) (description of error)
9.5.1.6 dbSet

The dbQuery form allows you to query data from the PARADIGM database in the form of a set or
group based on an duplicate key index.

Synopsis

var Murl="form=dbSet&index=Eppl_code_idx&Eppl_patc="+pat_code;
var data=emr_GET(Murl);
ifT (data.substring(0,5) == "ERROR") {
alert(data);
} else {
rec=data.split("\n");
for (x=0; x<(rec.length-1); x++) {
var _patc=gFV(rec[x], "Eppl_patc®, "\t");
var _idnt=gFV(rec[x], "Eppl_idnt", "\t");
var _onst=gFV(rec[x], "Eppl_onst®, *"\t");
var _type=gFV(rec[x], "Eppl_type®, "\t");
var _prob=gFV(rec[x], "Eppl_prob®, *"\t");
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var _stat=gFV(rec[x], "Eppl_stat®, "\t");
var _resl=gFV(rec[x], "Eppl_resl®, *"\t");
var _note=gFV(rec[x], "Eppl_note®, "\t");

}

Description

index |Defines the PARADIGM index hame

fields= [PARADIGM data fields for file defined in with
value |[values. You only need to define the fields that
make up the portion of the key you want to
perform the set on.

join Defaulted to YES, if you do not want the program
to perform file joins, set to NO. This can speed
up the gathering of data.

output |List of pipe "|" separated fields for the output. If
left empty all fields from the file will be output.
Can used to greatly improve performance by only

returning values for requested fields.

If successful it will return all the data in field=value pairs delimited by tabs.
If not successful it will return

ERROR: (errno) file: (file number) (file name) (description of error)
dbList

The dbList form allows you to query data all data from a PARADIGM database file in sequential order
of entry in the data file (no index). This provides the fastest way to read an entire data file. It is useful
when searching based on some string value.

Synopsis

var Murl="form=dbList&file=CLS";
var data=emr_GET(Murl);
ifT (data.substring(0,5) == "ERROR") {
alert(data);
} else {
rec=data.split("\n");
for (x=0; x<(rec.length-1); x++) {
var _code=gFV(rec[x], "cls_code", "\t");
var _desc=gFV(rec[x], "cls_desc®, "\t");

}

Description

lile  |Defines the PARADIGM file name |

If successful it will return all the data in field=value pairs delimited by tabs.
If not successful it will return

ERROR: (errno) file: (file number) (file name) (description of error)
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9.5.1.8

rtree

The rtree form allows you to pass an rtree report script along with parameters, generate and display
that report. It can be used to gather data from the PARADIGM data files. For a full explanation of the
rtree syntax see the PARADIGM Programmers reference.

Synopsis

// The report is stored in a continued string variable.. The slash at the end of eacl
// means a continuation of the line. it iIs preceded by a new line iIn the text.
var RTREE = "\
START\n\
VIRTUAL\N\
patc STRING 12 param_1 = "' ? "*" - param_1\n\
SEARCH FILE "Etdo.dat"™ USING_KEY Etdo_code_idx [ patc patc J\n\
FILE "pat.dat™ JTN "Etdo.dat™ BY_FIELD Etdo_patc USING_KEY pat_code_idx\n\
SELECT ALL\n\

DISPLAY\N\
DEVICE 3\n\
SCREEN_LINES O\n\
IMAGE\Nn\

REPORT_HDR\n\
+param_1 is @XXXXXXXXXXXXXXXXXXXX<br>\n\
param_1\n\
+<table width=100% border=1 cellspacing=0 cellpadding=1>\n\
BODY\n\
+<TR>\n\
+<TD>@XXXXXXXXXXX\N\
Etdo_patc \n\
+<TD>@XXXXXXXXXXXXXXXKXXXXXXXXXXNN\
pat_name\n\
+<TD>@XXXXXXX \n\
Etdo_date \n\
+<TD>@XXX \n\
Etdo_unig \n\
+TD>@XXXXXXXXKXKXXKKXXKXXXXXXXXXXXXXNN\
Etdo_objt \n\
+<TD>@XXXXXXXXKXKXXXKXXKXXXXXXXXXXXXNN\
Etdo_valu\n\
+TD>@XXXXXXXXKKXXXKXXKXXXXXXXXXXXXNN\
Etdo _note\n\
+<\TR>\n\
REPORT_FTR\n\
+</TABLE>\n\
EXIT\n\

var url="form=rtreeé&report="+encodeURIComponent(RTREE)+"&param_1="+pat_code+"&param_2:
var rtree=sjaxPOST(url);
go("rtreedata®).innerHTML= rtree;

Description

report |Contains the rtree script

RPT_CJ|Sets the RPT_CODE variable in rtree (optional)
ODE

RPT_N|Sets the RPT_NAME variable in rtree (optional)
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AME
param |Up to 80 parameters passed to report (optional)
1.
| 80

This should be used as part of an sjaxPOST call to send the data.

9.5.1.9 Lookup

The Search form allows you to search the PARADIGM data base and return information from that
database.

Synopsis

var url="?form=Lookupé&field=pat_code&value="+patc+"&display=yes~;
var pat=sjax(url);

pat_name=getfld(pat, "pat_name®, "\t");

pat_dobf=getfld(pat, "pat_dobf", "\t");

pat_sexf=getfld(pat, "pat_sexf", "\t");

Description

field Field to use for lookup. Must be an indexed field. It the index is a composite index, only one field
needs to be defined from that index. le:

pol_code_idx consists of pol_patc and pol_numb. You may define your field as pol_patc, but for
the value you need to put all the data to look up the record. So your value would consist of data
for both pol_patc and pol_numb with the each field padded properly.

\value=patc+numb

literal

value=12345 1

for the primary policy
value=12345 2

for secondary and so forth.

value \Value to lookup

display If set to "yes" it will display all fields in the record. If not set a successful query will return "0", and
an unsuccessful will return an CTREE error code. If set to yes the file information will display.
EQUAL Default Value (Search for Equal for primary key)
IGTEQ Greater then or Equal (Use for Dup keys)

func INext Find the Next value based on the field value passed
|Prev Find the Previous value based on the field value passed
[SET Get the set of data for a duplicate key.

9.5.1.10 Search

The Search form allows you to search the PARADIGM data base and return information from that
database.
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Synopsis

?form=Search&file=PAT&index=pat name&output=pat code|pat name|pat dobf

Description

file This defines the PARADIGM file you want to search. le. PAT, GUA, PHY...
output |Here you define the fields of the data file to output.

IE. pat_name|pat_code|pat_dobf

If this is not defined the entire file will be output.

index |Use this defined index to read the file.

If not defined the file will be read in record entry order.

select |Used to provide a select expression for the data.

IE. pat_zipc=37932

Relational Operators

Equal

NOT Equal

Greater Then

Less Then

Greater then or equal
Less then or equal

] nad W N2 Bl L

'You may specify precedence using ()’

[ is a logical AND asin pat_zipc=37932*pat_sexf=M
| is a logical OR asin pat_zipc=37932|pat_zipc=37911

search [Search for match in the data. Unlike select that is based on logical operators on defined fields,
this just looks at the data in the output stream for a match.

IE. search=37932 SMITH

would find all records that contained both the word SMITH and 37932. SMITH could be part
of the name, address, notes, etc.. same with 37932. But both would have to be matched for
the record to display.

format [Determines the output format of the data returned

IE. format=DATATAB

LINK This is the Default Value, provides data delimited by pipe '|' characters, wrapped in a
tag that returns th content to a function name "rval" when clicked. This is used for
PSelect Widget.

<a onclick="rval(this)'’>11111 |Smith,John</a>
<a onclick="rval(this)'>22222 |Jones,Tim</a>

It also provides spacing so fields line up properly.
FLDVAL |Shows fields and values

pat_code=23 pat_name=Baker,Thelma L.
pat_code=24 pat_name=Bowman,Louise H.
pat_code=25 pat_name=Boyd,Larry Wayne

Each record is separated by a new line, each field separated by a tab.

DATATA|Shows only data values:
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23 Baker,Thelma L.
24 Bowman,Louise H.
25 Boyd,Larry Wayne

Each record is separated by a new line, each field separated by a tab.

quicklist

Search, remove add and update data to a quicklist.

Synopsis

form=quicklist&file=test&search=bean

Description

file [The name of the list file

add Key to add or update

info IAdditional data to add with key

data Get all data from list with each record terminated by a newline. Does not work with search

remove [Key to remove

Search |Search data return in HTML format for selection (Used by QuickList.htm)

rem If set to "no" it will not display the remove button in the HTML data.

system

The will allow you to execute system commands and have the response returned as text. It is helpful
for getting information from system files to use.

Synopsis

form=system&cmd=cat /usr/paradigm/emr/etc/001/buttons.dat

Description

cmd This is the command to execute

bgm Run process in background and send output to the a file named in bgm (does not return

any output)

Other Resources

Images

PARADIGM EHR includes a library of images that can be used within your custom PDD or HTA
applications. These are found in the images folder on the server, or if you have downloaded the library
to your PC under C:\QRS\EMR_LIB\image

© 2015 QRS, Inc. HealthCare Solutions




Part 10

Electronic Signatures




Electronic Signatures 337

10 Electronic Signatures

An electronic signature is any legally recognized electronic means that indicates
that a person adopts the contents of an electronic message. The U.S. Code defines
an electronic signature as "an electronic sound, symbol, or process, attached to or
logically associated with a contract or other record and executed or adopted by a
person with the intent to sign the record.”

PARADIGM EHR utilizes electronic signatures for the purpose of locking documents
and verifying they have not changed. It does this with the use of a signature file.
The signature file contains the who (user), what (file), when (time) and why (reason)
a document was accepted or signed off on. Once a document is signed it can not be
modified (Edited) within the PARADIGM EHR system unless the signature is
retracted. If the file is modified in any way the signature will be rendered invalid.
Also if any attempt is made to modify the Signature file the signature will be rendered
invalid.

This prevents forged signatures from being applied to documents, as well as keeps
documents from being changed after they have been signed.

**NOTE*

Some files types such as PDD and HL7 are used to create dynamically generated
human readable images by the program. As new features are added to the program
it may change the way the file is displayed. The signature applied to these file types
validates that the data in the file has not changed even though the human readable
output may differ.

10.1 Technical

Signature files used to store signature information utilize encryption to store the signature data. The
signature file is stored in the patients Encounter tab at the root level. It has name that has an
extension of ".SIG". The file name itself is a hash of the content file information. This in conjunction
with the fact that the file "SIG" file is encrypted provides some security as to which file(s) the signature
actually belongs to. Although if you can actually see the signature in the software you may be able to
discern the "SIG" file by looking at the time and date stamp of the signature and comparing that to the
time and date stamp of the "SIG" file at the operating system level.

However the "SIG" file is encrypted which would prevent it from being modified. If modified directly in
it's encrypted form the resulting file when decrypted would have corruption and thus the PARADIGM
EHR software will render it invalid. The Encryption itself is based upon a digital signature (hash) of file
(s) that are signed. Thus if the file(s) is modified in any form the signature "SIG" file will not decrypt
and be rendered invalid by PARADIGM EHR.

Just as real signatures can be forged, so can Electronic Signatures, but the above process even
though documented makes it very difficult to accomplish without proprietary knowledge of encryption
keys and methods used.
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